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This report summarizes the Common Vulnerabilities and Exposures (CVEs) which have been modified by
the National Vulnerabilities Database (NVD) in the past month. This data can help users prioritise and
manage the vulnerabilities that might pose a risk to their organisations.

The report includes a breakdown of the number of CVEs by vendor (top ten) and a table which displays the
highest priority CVEs. These include:

e CVEs that have been added by CISA to the Known and Exploited Vulnerability catalogue (CISA KEV),
or

e CVEswith a Common Vulnerability Scoring System (CVSS) score above or equal to 6 and an Exploit
Prediction Scoring System (EPSS) score above or equal to 0.2

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or
remediation guidance.
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https://nvd.nist.gov/vuln
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.first.org/epss/
https://www.first.org/epss/
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Count of vulnerabilities by software vendor (top 10)
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Top priority vulnerabilities

CVE Published Vendor Product CVSS | EPSS | CISA
KEV
CVE-2024-4443 | 22-05-2024 | Businessdirectory | Business Directory 98| 0.929 | No
plugin
CVE-2023-34192 | 06-07-2023 | Zimbra Collaboration 9.0| 0.901] Yes
CVE-2024-29275 | 22-03-2024 | Seacms Seacms 9.8 0.675 | No
CVE-2025-30154 | 19-03-2025 | Reviewdog Action-Ast-Grep 86| 0576 Yes
CVE-2025-1661 11-03-2025 Pluginus Husky - Products Filter Professional 9.8 | 0.360 | No
For Woocommerce
CVE-2025-24813 | 10-03-2025 | Apache Tomcat 9.8 0.351 | No
CVE-2024-25291 29-02-2024 | Deskfiler Deskfiler 9.8 | 0349 | No
CVE-2023-6421 01-01-2024 | W3Eden Download Manager 75| 0342 | No
CVE-2024-31666 | 22-04-2024 | Flusity Flusity 98| 0.297| No
CVE-2023-38388 | 26-03-2024 | Artbees Jupiter X Core 9.0 0.283| No
CVE-2023-28461 | 15-03-2023 | Arraynetworks Arrayos Ag 9.8 | 0.225] Yes
CVE-2025-30066 | 15-03-2025 | Tj-Actions Changed-Files 86| 0.146 | Yes
CVE-2025-2783 26-03-2025 | Google Chrome 83| 0.016 | Yes
CVE-2025-22226 | 04-03-2025 | Vmware Esxi 6.0 0.012 | Yes
CVE-2025-22224 | 04-03-2025 | Vmware Esxi 9.3 0.012 | Yes
CVE-2025-22225 | 04-03-2025 | Vmware Esxi 8.2 0.012 | Yes
CVE-2025-23209 | 18-01-2025 Craftcms Craft Cms 8.0 | 0.009 | Yes
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https://plugins.trac.wordpress.org/browser/business-directory-plugin/trunk/includes/fields/class-fieldtypes-select.php#L110
https://wiki.zimbra.com/wiki/Security_Center
https://github.com/seacms-net/CMS/issues/15
https://github.com/reviewdog/action-setup/commit/3f401fe1d58fe77e10d665ab713057375e39b887
https://plugins.trac.wordpress.org/browser/woocommerce-products-filter/trunk/ext/by_text/index.php
https://lists.apache.org/thread/j5fkjv2k477os90nczf2v9l61fb0kkgq
https://github.com/ji-zzang/EQST-PoC/tree/main/2024/RCE/CVE-2024-25291
https://wpscan.com/vulnerability/244c7c00-fc8d-4a73-bbe0-7865c621d410
https://github.com/hapa3/cms/blob/main/1.md
https://patchstack.com/database/vulnerability/jupiterx-core/wordpress-jupiter-x-core-plugin-3-3-0-unauthenticated-arbitrary-file-upload-vulnerability?_s_id=cve
https://support.arraynetworks.net/prx/001/http/supportportal.arraynetworks.net/documentation/FieldNotice/Array_Networks_Security_Advisory_for_Remote_Code_Execution_Vulnerability_AG.pdf
https://blog.gitguardian.com/compromised-tj-actions/
https://chromereleases.googleblog.com/2025/03/stable-channel-update-for-desktop_25.html
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/25390
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/25390
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/25390
https://craftcms.com/knowledge-base/securing-craft#keep-your-secrets-secret
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CVE-2025-26633 | 11-03-2025 Microsoft Microsoft - Produc%WINDIR%\10 70| 0.002 | Yes
1507
CVE-2025-24993 | 11-03-2025 Microsoft Microsoft - Produc%WINDIR%\10 7.8 0.001 | Yes
1507
CVE-2025-24985 | 11-03-2025 Microsoft Microsoft - Produc%WINDIR%\10 7.8 0.001 | Yes
1507
CVE-2025-24201 | 11-03-2025 Apple Safari 8.8 0.001 | Yes
CVE-2025-24983 | 11-03-2025 Microsoft Microsoft - Produc%WINDIR%\10 7.0 0.001 | Yes

1507

Scottish Cyber Coordination Centre

0300 244 9700

SC3@gov.scot



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-26633
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-24993
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-24985
https://support.apple.com/en-us/122281
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-24983
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About this data

This report brings together information from several sources including:
e CISA Known Exploited Vulnerabilities Catalog
e NVD - National Vulnerabilities Database

e FIRST - Exploit Prediction Scoring System (EPSS). EPSS is an estimate of the probability of the CVE
being exploited in the wild in the next 30 days.

Note: The information in this report represents a snapshot in time and may become outdated by the time
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited
Vulnerabilities Catalog.

For further information please contact SC3@gov.scot
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