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Weekly Vulnerability Report 
4 February 2025 

This report summarizes the known software vulnerabilities published during the period 27 January - 2 
February 2025. This data can help users prioritise and manage the vulnerabilities that might pose a risk to 
their organisations. 

It includes a breakdown of vulnerabilities by vendor, a table of vulnerabilities with the highest likelihood of 
being exploited (EPSS >0.001), and a table of vulnerabilities with the highest severity rating (CVSSv3 Base 
Score >=9). The tables also indicate whether a vulnerability has been exploited according to the CISA Known 
Exploited Catalog. 

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or 
remediation guidance. 

  

https://www.first.org/epss/data_stats
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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Count of vulnerabilities by software vendor (top 10), 27 Jan - 2 Feb 2025 
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Vulnerabilities with highest likelihood of exploitation, 27 Jan - 2 Feb 2025 

CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2025-
24085 

27-01-2025 Apple visionOS 7.3 0.005 Yes 

CVE-2022-
3365 

28-01-2025 Emote 
Interactive 

Remote Mouse 
Server 

9.8 0.003 No 

CVE-2025-
0353 

29-01-2025 badhonrocks Divi Torque Lite 6.4 0.001 No 

CVE-2025-
0848 

30-01-2025 Tenda A18 7.1 0.001 No 

  

https://support.apple.com/en-us/122073
https://support.apple.com/en-us/122073
https://github.com/rapid7/metasploit-framework/pull/17067
https://github.com/rapid7/metasploit-framework/pull/17067
https://www.wordfence.com/threat-intel/vulnerabilities/id/d5810757-1866-4788-809f-2c68e16a5156?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/d5810757-1866-4788-809f-2c68e16a5156?source=cve
https://vuldb.com/?id.294011
https://vuldb.com/?id.294011
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Vulnerabilities with highest severity, 27 Jan - 2 Feb 2025 

CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2025-
21415 

29-01-
2025 

Microsoft Azure AI Face Service 9.9 0.001 No 

CVE-2022-
3365 

28-01-
2025 

Emote 
Interactive 

Remote Mouse Server 9.8 0.003 No 

CVE-2024-
12647 

28-01-
2025 

Canon Inc. Satera MF656Cdw 9.8  No 

CVE-2024-
12648 

28-01-
2025 

Canon Inc. Satera MF656Cdw 9.8  No 

CVE-2024-
12649 

28-01-
2025 

Canon Inc. Satera MF656Cdw 9.8  No 

CVE-2024-
12822 

30-01-
2025 

DeluxeThemes Media Manager for UserPro 9.8 0.001 No 

CVE-2024-
13742 

30-01-
2025 

paultgoodchild iControlWP – Multiple 
WordPress Site Manager 

9.8 0.001 No 

CVE-2024-
47891 

31-01-
2025 

Imagination 
Technologies 

Graphics DDK 9.8  No 

CVE-2025-
0493 

31-01-
2025 

wcmp MultiVendorX – The Ultimate 
WooCommerce Multivendor 
Marketplace Solution 

9.8 0.001 No 

CVE-2025-
0929 

31-01-
2025 

Lewe TeamCal Neo 9.8  No 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21415
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21415
https://github.com/rapid7/metasploit-framework/pull/17067
https://github.com/rapid7/metasploit-framework/pull/17067
https://psirt.canon/advisory-information/cp2025-001/
https://psirt.canon/advisory-information/cp2025-001/
https://psirt.canon/advisory-information/cp2025-001/
https://psirt.canon/advisory-information/cp2025-001/
https://psirt.canon/advisory-information/cp2025-001/
https://psirt.canon/advisory-information/cp2025-001/
https://www.wordfence.com/threat-intel/vulnerabilities/id/a57b2afa-b943-419f-9819-d7b6835c4d10?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/a57b2afa-b943-419f-9819-d7b6835c4d10?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/6f25b0cc-60ec-49a0-8356-fd3fba97e987?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/6f25b0cc-60ec-49a0-8356-fd3fba97e987?source=cve
https://www.imaginationtech.com/gpu-driver-vulnerabilities/
https://www.imaginationtech.com/gpu-driver-vulnerabilities/
https://www.wordfence.com/threat-intel/vulnerabilities/id/812029d9-95d6-4bc9-98b2-700f462163b3?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/812029d9-95d6-4bc9-98b2-700f462163b3?source=cve
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-teamcal-neo
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-teamcal-neo
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2025-
24093 

27-01-
2025 

Apple macOS 9.8  No 

CVE-2025-
24102 

27-01-
2025 

Apple macOS 9.8  No 

CVE-2025-
24106 

27-01-
2025 

Apple macOS 9.8  No 

CVE-2025-
24109 

27-01-
2025 

Apple macOS 9.8  No 

CVE-2025-
24118 

27-01-
2025 

Apple macOS 9.8  No 

CVE-2025-
24123 

27-01-
2025 

Apple macOS 9.8  No 

CVE-2025-
24124 

27-01-
2025 

Apple macOS 9.8  No 

CVE-2025-
24126 

27-01-
2025 

Apple visionOS 9.8  No 

CVE-2025-
24130 

27-01-
2025 

Apple macOS 9.8  No 

CVE-2025-
24135 

27-01-
2025 

Apple macOS 9.8  No 

CVE-2025-
24139 

27-01-
2025 

Apple macOS 9.8  No 

CVE-2025-
24146 

27-01-
2025 

Apple macOS 9.8  No 

https://support.apple.com/en-us/122069
https://support.apple.com/en-us/122069
https://support.apple.com/en-us/122069
https://support.apple.com/en-us/122069
https://support.apple.com/en-us/122069
https://support.apple.com/en-us/122069
https://support.apple.com/en-us/122069
https://support.apple.com/en-us/122069
https://support.apple.com/en-us/122069
https://support.apple.com/en-us/122069
https://support.apple.com/en-us/122069
https://support.apple.com/en-us/122069
https://support.apple.com/en-us/122069
https://support.apple.com/en-us/122069
https://support.apple.com/en-us/122073
https://support.apple.com/en-us/122073
https://support.apple.com/en-us/122069
https://support.apple.com/en-us/122069
https://support.apple.com/en-us/122068
https://support.apple.com/en-us/122068
https://support.apple.com/en-us/122069
https://support.apple.com/en-us/122069
https://support.apple.com/en-us/122069
https://support.apple.com/en-us/122069
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2025-
24151 

27-01-
2025 

Apple macOS 9.8  No 

CVE-2025-
24154 

27-01-
2025 

Apple macOS 9.8  No 

CVE-2025-
24162 

27-01-
2025 

Apple visionOS 9.8  No 

CVE-2025-
24163 

27-01-
2025 

Apple macOS 9.8  No 

CVE-2025-
24174 

27-01-
2025 

Apple macOS 9.8  No 

CVE-2025-
24601 

27-01-
2025 

ThimPress FundPress 9.8  No 

CVE-2025-
24671 

27-01-
2025 

Pdfcrowd Save as PDF plugin by Pdfcrowd 9.8  No 

CVE-2025-
24891 

31-01-
2025 

DumbWareio DumbDrop 9.7  No 

CVE-2024-
12248 

30-01-
2025 

Contec Health CMS8000 Patient Monitor 9.3  No 

CVE-2025-
0477 

30-01-
2025 

Rockwell 
Automation 

FactoryTalk® AssetCentre 9.3  No 

CVE-2025-
0680 

30-01-
2025 

New Rock 
Technologies 

OM500 IP-PBX 9.3  No 

CVE-2025-
0851 

29-01-
2025 

AWS DeepJavaLibrary 9.3  No 

https://support.apple.com/en-us/122069
https://support.apple.com/en-us/122069
https://support.apple.com/en-us/122069
https://support.apple.com/en-us/122069
https://support.apple.com/en-us/122073
https://support.apple.com/en-us/122073
https://support.apple.com/en-us/122069
https://support.apple.com/en-us/122069
https://support.apple.com/en-us/122069
https://support.apple.com/en-us/122069
https://patchstack.com/database/wordpress/plugin/fundpress/vulnerability/wordpress-fundpress-plugin-2-0-6-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/fundpress/vulnerability/wordpress-fundpress-plugin-2-0-6-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/save-as-pdf-by-pdfcrowd/vulnerability/wordpress-save-as-pdf-plugin-by-pdfcrowd-plugin-4-4-0-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/save-as-pdf-by-pdfcrowd/vulnerability/wordpress-save-as-pdf-plugin-by-pdfcrowd-plugin-4-4-0-php-object-injection-vulnerability?_s_id=cve
https://github.com/DumbWareio/DumbDrop/security/advisories/GHSA-24f2-fv38-3274
https://github.com/DumbWareio/DumbDrop/security/advisories/GHSA-24f2-fv38-3274
https://www.cisa.gov/news-events/ics-medical-advisories/icsma-25-030-01
https://www.cisa.gov/news-events/ics-medical-advisories/icsma-25-030-01
https://www.rockwellautomation.com/en-us/trust-center/security-advisories/advisory.SD1721.html
https://www.rockwellautomation.com/en-us/trust-center/security-advisories/advisory.SD1721.html
https://www.cisa.gov/news-events/ics-advisories/icsa-25-030-02
https://www.cisa.gov/news-events/ics-advisories/icsa-25-030-02
https://aws.amazon.com/security/security-bulletins/AWS-2025-003/
https://aws.amazon.com/security/security-bulletins/AWS-2025-003/
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2025-
20014 

29-01-
2025 

mySCADA myPRO Manager 9.3  No 

CVE-2025-
20061 

29-01-
2025 

mySCADA myPRO Manager 9.3  No 

CVE-2025-
24480 

28-01-
2025 

Rockwell 
Automation 

FactoryTalk® View Machine 
Edition 

9.3  No 

CVE-2025-
24503 

30-01-
2025 

Broadcom Symantec Privileged Access 
Management 

9.3  No 

CVE-2025-
24612 

27-01-
2025 

MORKVA Shipping for Nova Poshta 9.3  No 

CVE-2025-
24664 

27-01-
2025 

Eniture 
Technology 

LTL Freight Quotes – Worldwide 
Express Edition 

9.3  No 

CVE-2025-
24665 

27-01-
2025 

Eniture 
Technology 

Small Package Quotes – 
Unishippers Edition 

9.3  No 

CVE-2025-
24667 

27-01-
2025 

Eniture 
Technology 

Small Package Quotes – 
Worldwide Express Edition 

9.3  No 

CVE-2025-
24800 

28-01-
2025 

polytope-labs hyperbridge 9.3  No 

CVE-2025-
0798 

29-01-
2025 

MicroWorld eScan Antivirus 9.2 0.001 No 

CVE-2024-
54530 

27-01-
2025 

Apple visionOS 9.1  No 

CVE-2025-
22604 

27-01-
2025 

Cacti cacti 9.1  No 

https://www.cisa.gov/news-events/ics-advisories/icsa-25-023-01
https://www.cisa.gov/news-events/ics-advisories/icsa-25-023-01
https://www.cisa.gov/news-events/ics-advisories/icsa-25-023-01
https://www.cisa.gov/news-events/ics-advisories/icsa-25-023-01
https://www.rockwellautomation.com/en-us/trust-center/security-advisories/advisory.SD1719.html
https://www.rockwellautomation.com/en-us/trust-center/security-advisories/advisory.SD1719.html
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/24678
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/24678
https://patchstack.com/database/wordpress/plugin/nova-poshta-ttn/vulnerability/wordpress-shipping-for-nova-poshta-plugin-1-19-6-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/nova-poshta-ttn/vulnerability/wordpress-shipping-for-nova-poshta-plugin-1-19-6-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/ltl-freight-quotes-worldwide-express-edition/vulnerability/wordpress-ltl-freight-quotes-plugin-5-0-20-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/ltl-freight-quotes-worldwide-express-edition/vulnerability/wordpress-ltl-freight-quotes-plugin-5-0-20-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/small-package-quotes-unishippers-edition/vulnerability/wordpress-small-package-quotes-plugin-2-4-8-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/small-package-quotes-unishippers-edition/vulnerability/wordpress-small-package-quotes-plugin-2-4-8-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/small-package-quotes-wwe-edition/vulnerability/wordpress-small-package-quotes-plugin-5-2-17-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/small-package-quotes-wwe-edition/vulnerability/wordpress-small-package-quotes-plugin-5-2-17-sql-injection-vulnerability?_s_id=cve
https://github.com/polytope-labs/hyperbridge/security/advisories/GHSA-wwx5-gpgr-vxr7
https://github.com/polytope-labs/hyperbridge/security/advisories/GHSA-wwx5-gpgr-vxr7
https://vuldb.com/?id.293921
https://vuldb.com/?id.293921
https://support.apple.com/en-us/121845
https://support.apple.com/en-us/121845
https://github.com/Cacti/cacti/security/advisories/GHSA-c5j8-jxj3-hh36
https://github.com/Cacti/cacti/security/advisories/GHSA-c5j8-jxj3-hh36


 
 
 

 

Scottish Cyber Coordination Centre 0300 244 9700        SC3@gov.scot 

About this data 

This report brings together information from several sources including: 

• CISA Known Exploited Vulnerabilities Catalog 

• CVE Program 

• FIRST - Exploit Prediction Scoring System (EPSS) 

Note: The information in this report represents a snapshot in time and may become outdated by the time 
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited 
Vulnerabilities Catalog. 

For further information please contact SC3@gov.scot 


