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18 February 2025

This report summarizes the known software vulnerabilities published during the period 10-16 February

2025. This data can help users prioritise and manage the vulnerabilities that might pose a risk to their
organisations.

It includes a breakdown of vulnerabilities by vendor, a table of vulnerabilities with the highest likelihood of
being exploited (EPSS >0.001), and a table of vulnerabilities with the highest severity rating (CVSSv3 Base

Score >=9). The tables also indicate whether a vulnerability has been exploited according to the CISA Known
Exploited Catalog.

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or
remediation guidance.
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https://www.first.org/epss/data_stats
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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Vulnerabilities with highest likelihood of exploitation, 10-16 February 2025

Date Base Probability of
CVE Published Vendor Product Score Exploitation Exploited
CVE-2025- 10-02-2025 Apple iPadOS 4.6 0.010 Yes
24200
CVE-2025- 11-02-2025 GNU Binutils 23 0.001 No
176
CVE-2025- 11-02-2025 Microsoft Windows 10 8.8 0.001 No
21406 Version 1809
CVE-2025- 11-02-2025 Microsoft Windows 10 8.8 0.001 No
21407 Version 1809
CVE-2025- 11-02-2025 Microsoft Windows Server 8.8 0.001 No
21410 2019
CVE-2025- 16-02-2025 TOTOLINK X18 8.7 0.001 No
1340
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https://support.apple.com/en-us/122173
https://support.apple.com/en-us/122173
https://vuldb.com/?id.295079
https://vuldb.com/?id.295079
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21406
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21406
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21407
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21407
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21410
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21410
https://vuldb.com/?id.295956
https://vuldb.com/?id.295956
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Vulnerabilities with highest severity, 10-16 February 2025

Date Base
CVE Published Vendor Product Score Probability of Exploitation Exploited
CVE-2024- 12-02-2025 themefusecom Brizy — Page ShS) No
10960 Builder
CVE-2025- 14-02-2025 SICK AG SICK MEAC300- 9.9 No
0867 FNADE4
CVE-2025- 11-02-2025 Ivanti Connect Secure 99 No
22467
CVE-2025- 14-02-2025 MarketingFire Widget Options S No
22630
CVE-2025- 10-02-2025 wazuh wazuh 9.9 No
24016
CVE-2022- 1-02-2025 Jack Hopman WPGateway 9.8 No
3180
CVE-2024- 13-02-2025 ApusTheme Campress 9.8 0.001 No
10763
CVE-2024- 12-02-2025 http://apusthe WP Job Board Pro 9.8 0.001 No
12213 mes.com/
CVE-2024- 11-02-2025 Sinaptik Al PandasAl 9.8 No
12366
CVE-2024- 15-02-2025 WP Sharks s2Member Pro 9.8 0.001 No
12562
CVE-2024- 10-02-2025 Chimpstudio WP Foodbakery 9.8 0.001 No
13011
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https://www.wordfence.com/threat-intel/vulnerabilities/id/2f0c85f4-07ae-4a2b-bd82-93467e7d9325?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/2f0c85f4-07ae-4a2b-bd82-93467e7d9325?source=cve
https://sick.com/psirt
https://sick.com/psirt
https://forums.ivanti.com/s/article/February-Security-Advisory-Ivanti-Connect-Secure-ICS-Ivanti-Policy-Secure-IPS-and-Ivanti-Secure-Access-Client-ISAC-Multiple-CVEs
https://forums.ivanti.com/s/article/February-Security-Advisory-Ivanti-Connect-Secure-ICS-Ivanti-Policy-Secure-IPS-and-Ivanti-Secure-Access-Client-ISAC-Multiple-CVEs
https://patchstack.com/database/wordpress/plugin/widget-options/vulnerability/wordpress-widget-options-plugin-4-1-0-arbitrary-code-execution-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/widget-options/vulnerability/wordpress-widget-options-plugin-4-1-0-arbitrary-code-execution-vulnerability?_s_id=cve
https://github.com/wazuh/wazuh/security/advisories/GHSA-hcrc-79hj-m3qh
https://github.com/wazuh/wazuh/security/advisories/GHSA-hcrc-79hj-m3qh
https://www.wordfence.com/blog/2022/09/psa-zero-day-vulnerability-in-wpgateway-actively-exploited-in-the-wild/
https://www.wordfence.com/blog/2022/09/psa-zero-day-vulnerability-in-wpgateway-actively-exploited-in-the-wild/
https://www.wordfence.com/threat-intel/vulnerabilities/id/d818b467-a893-4f4f-b623-abff99ef37b4?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/d818b467-a893-4f4f-b623-abff99ef37b4?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/7cdfce88-b6c2-4820-9d6f-446f61b9b596?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/7cdfce88-b6c2-4820-9d6f-446f61b9b596?source=cve
https://docs.pandas-ai.com/advanced-security-agent
https://docs.pandas-ai.com/advanced-security-agent
https://www.wordfence.com/threat-intel/vulnerabilities/id/65192fdb-86db-475a-8c61-4db922920cfe?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/65192fdb-86db-475a-8c61-4db922920cfe?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/850fc4db-6e02-44c7-836a-02c433a0bae7?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/850fc4db-6e02-44c7-836a-02c433a0bae7?source=cve
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Date Base
CVE Published Vendor Product Score Probability of Exploitation Exploited
CVE-2024- 13-02-2025 Chimpstudio WP Directorybox 9.8 0.001 No
13182 Manager
CVE-2024- 12-02-2025 cleantalk Security & 9.8 No
13365 Malware scan by
CleanTalk

CVE-2024- 12-02-2025 contempoinc Real Estate 7 9.8 0.001 No
13421 WordPress
CVE-2024- 15-02-2025 oliverpos Oliver POS 9.8 0.001 No
13513
CVE-2025- 11-02-2025 Chimpstudio WP Foodbakery 9.8 0.001 No
0180
CVE-2025- 11-02-2025 Chimpstudio WP Foodbakery 9.8 0.001 No
0181
CVE-2025- 11-02-2025 Logsign Unified SecOps 9.8 No
1044 Platform
CVE-2025- 12-02-2025 Q-Free MaxTime 9.8 No
1100
CVE-2025- 11-02-2025 Quanxun School Affairs 9.8 No
Na4 System
CVE-2025- 13-02-2025 Dingtian DT-R0O02 9.8 No
1283
CVE-2025- 13-02-2025 mySCADA myPRO Manager 9.8 No
25067
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https://www.wordfence.com/threat-intel/vulnerabilities/id/ea9e5e5d-a7fc-4159-a2ae-610bee76f818?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/ea9e5e5d-a7fc-4159-a2ae-610bee76f818?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/9fa30fa2-6c42-4e5f-a0b5-8711ce5d8121?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/9fa30fa2-6c42-4e5f-a0b5-8711ce5d8121?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/a50b3304-d55b-487a-8137-d5083c704cf4?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/a50b3304-d55b-487a-8137-d5083c704cf4?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/bf6b7d8d-fb13-4eb4-b0b4-d0a10ad2a21e?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/bf6b7d8d-fb13-4eb4-b0b4-d0a10ad2a21e?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/d7140a6e-a528-428e-850e-5e4a481c5d7d?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/d7140a6e-a528-428e-850e-5e4a481c5d7d?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/d722ec8d-bfca-4da1-8eb0-8d33735c5e44?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/d722ec8d-bfca-4da1-8eb0-8d33735c5e44?source=cve
https://www.zerodayinitiative.com/advisories/ZDI-25-085/
https://www.zerodayinitiative.com/advisories/ZDI-25-085/
https://www.nozominetworks.com/labs/vulnerability-advisories-cve-2025-1100
https://www.nozominetworks.com/labs/vulnerability-advisories-cve-2025-1100
https://www.twcert.org.tw/tw/cp-132-8415-853e0-1.html
https://www.twcert.org.tw/tw/cp-132-8415-853e0-1.html
https://www.cisa.gov/news-events/ics-advisories/icsa-25-044-18
https://www.cisa.gov/news-events/ics-advisories/icsa-25-044-18
https://www.cisa.gov/news-events/ics-advisories/icsa-25-044-16
https://www.cisa.gov/news-events/ics-advisories/icsa-25-044-16
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CVE-2025- 13-02-2025 Islandora Crayfish 9.8 No
25286
CVE-2025- 12-02-2025 Q-Free MaxTime 9.8 No
26339
CVE-2025- 12-02-2025 Q-Free MaxTime 9.8 No
26341
CVE-2025- 12-02-2025 Q-Free MaxTime 9.8 No
26342
CVE-2025- 12-02-2025 Q-Free MaxTime 9.8 No
26344
CVE-2025- 12-02-2025 Q-Free MaxTime 9.8 No
26345
CVE-2025- 12-02-2025 Q-Free MaxTime 9.8 No
26347
CVE-2025- 12-02-2025 Q-Free MaxTime 9.8 No
26359
CVE-2025- 11-02-2025 Wattsense Wattsense Bridge 9.8 No
26410
CVE-2024- 13-02-2025 GitLab GitLab 9.6 No
7102
CVE-2024- 14-02-2025 Apache Apache Ignite 95 No
52577 Software
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https://github.com/Islandora/Crayfish/security/advisories/GHSA-mm6v-68qp-f9fw
https://github.com/Islandora/Crayfish/security/advisories/GHSA-mm6v-68qp-f9fw
https://www.nozominetworks.com/labs/vulnerability-advisories-cve-2025-26339
https://www.nozominetworks.com/labs/vulnerability-advisories-cve-2025-26339
https://www.nozominetworks.com/labs/vulnerability-advisories-cve-2025-26341
https://www.nozominetworks.com/labs/vulnerability-advisories-cve-2025-26341
https://www.nozominetworks.com/labs/vulnerability-advisories-cve-2025-26342
https://www.nozominetworks.com/labs/vulnerability-advisories-cve-2025-26342
https://www.nozominetworks.com/labs/vulnerability-advisories-cve-2025-26344
https://www.nozominetworks.com/labs/vulnerability-advisories-cve-2025-26344
https://www.nozominetworks.com/labs/vulnerability-advisories-cve-2025-26345
https://www.nozominetworks.com/labs/vulnerability-advisories-cve-2025-26345
https://www.nozominetworks.com/labs/vulnerability-advisories-cve-2025-26347
https://www.nozominetworks.com/labs/vulnerability-advisories-cve-2025-26347
https://www.nozominetworks.com/labs/vulnerability-advisories-cve-2025-26359
https://www.nozominetworks.com/labs/vulnerability-advisories-cve-2025-26359
https://r.sec-consult.com/wattsense
https://r.sec-consult.com/wattsense
https://gitlab.com/gitlab-org/gitlab/-/issues/474414
https://gitlab.com/gitlab-org/gitlab/-/issues/474414
https://lists.apache.org/thread/1bst0n27m9kb3b6f6hvlghn182vqb2hh
https://lists.apache.org/thread/1bst0n27m9kb3b6f6hvlghn182vqb2hh
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CVE-2025- 11-02-2025 nexryai concorde 9.4 No
24973
CVE-2025- 12-02-2025 gchqg stroom 9.4 No
25182
CVE-2025- 1-02-2025 Lexmark Lexmark Print 93 No
126 Management
Client
CVE-2025- 16-02-2025 enituretechnol  LTL Freight 93 No
22290 ogy Quotes —
FreightQuote
Edition
CVE-2025- 13-02-2025 Orthanc Orthanc server 92 No
0896
CVE-2025- 10-02-2025 OpenSC pam_pkcsll 9.2 No
24032
CVE-2025- 12-02-2025 koajs koa 9.2 No
25200
CVE-2025- 14-02-2025 HP, Inc. Certain HP 9.2 No
26506 LaserJet Pro, HP
LaserJet
Enterprise, HP
LaserJet Managed
Printers
CVE-2022- 12-02-2025 PHP Group PHP 9.1 No
31631
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https://github.com/nexryai/concorde/security/advisories/GHSA-2369-p2wh-7cc2
https://github.com/nexryai/concorde/security/advisories/GHSA-2369-p2wh-7cc2
https://github.com/gchq/stroom/security/advisories/GHSA-x489-xx2m-vc43
https://github.com/gchq/stroom/security/advisories/GHSA-x489-xx2m-vc43
https://www.lexmark.com/en_us/solutions/security/lexmark-security-advisories.html
https://www.lexmark.com/en_us/solutions/security/lexmark-security-advisories.html
https://patchstack.com/database/wordpress/plugin/ltl-freight-quotes-freightquote-edition/vulnerability/wordpress-ltl-freight-quotes-freightquote-edition-plugin-2-3-11-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/ltl-freight-quotes-freightquote-edition/vulnerability/wordpress-ltl-freight-quotes-freightquote-edition-plugin-2-3-11-sql-injection-vulnerability?_s_id=cve
https://www.cisa.gov/news-events/ics-medical-advisories/icsma-25-037-02
https://www.cisa.gov/news-events/ics-medical-advisories/icsma-25-037-02
https://github.com/OpenSC/pam_pkcs11/security/advisories/GHSA-8r8p-7mgp-vf56
https://github.com/OpenSC/pam_pkcs11/security/advisories/GHSA-8r8p-7mgp-vf56
https://github.com/koajs/koa/security/advisories/GHSA-593f-38f6-jp5m
https://github.com/koajs/koa/security/advisories/GHSA-593f-38f6-jp5m
https://support.hp.com/us-en/document/ish_11953771-11953793-16/hpsbpi04007
https://support.hp.com/us-en/document/ish_11953771-11953793-16/hpsbpi04007
https://bugs.php.net/bug.php?id=81740
https://bugs.php.net/bug.php?id=81740
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CVE-2024- 11-02-2025  Ivanti Connect Secure 9.1 No
10644
CVE-2024- 11-02-2025 Ivanti Cloud Services 9.1 No
47908 Application
CVE-2024- 16-02-2025 eng KNOWAGE 9.1 No
57971
CVE-2025- 13-02-2025 Lexmark CX, XC, CS, MS, 9.1 No
n27 MX, XM, et. al.
CVE-2025- 13-02-2025 Anapi Group HeWeb 9.1 No
1270
CVE-2025- 11-02-2025 Adobe Adobe Commerce 9.1 0.001 No
24434
CVE-2025- 12-02-2025 Q-Free MaxTime 9. No
26361
CVE-2025- 11-02-2025 Microsoft Microsoft HPC 9 No
21198 Pack 2019
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https://forums.ivanti.com/s/article/February-Security-Advisory-Ivanti-Connect-Secure-ICS-Ivanti-Policy-Secure-IPS-and-Ivanti-Secure-Access-Client-ISAC-Multiple-CVEs
https://forums.ivanti.com/s/article/February-Security-Advisory-Ivanti-Connect-Secure-ICS-Ivanti-Policy-Secure-IPS-and-Ivanti-Secure-Access-Client-ISAC-Multiple-CVEs
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Cloud-Services-Application-CSA-CVE-2024-47908-CVE-2024-11771
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Cloud-Services-Application-CSA-CVE-2024-47908-CVE-2024-11771
https://github.com/KnowageLabs/Knowage-Server/commit/f7d0362f737e1b0db1cc9cc95b1236d62d83dd0c
https://github.com/KnowageLabs/Knowage-Server/commit/f7d0362f737e1b0db1cc9cc95b1236d62d83dd0c
https://www.lexmark.com/en_us/solutions/security/lexmark-security-advisories.html
https://www.lexmark.com/en_us/solutions/security/lexmark-security-advisories.html
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-anapi-group-h6web
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-anapi-group-h6web
https://helpx.adobe.com/security/products/magento/apsb25-08.html
https://helpx.adobe.com/security/products/magento/apsb25-08.html
https://www.nozominetworks.com/labs/vulnerability-advisories-cve-2025-26361
https://www.nozominetworks.com/labs/vulnerability-advisories-cve-2025-26361
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21198
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21198
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About this data

This report brings together information from several sources including:
e CISA Known Exploited Vulnerabilities Catalog
e CVE Program
e FIRST - Exploit Prediction Scoring System (EPSS)

Note: The information in this report represents a snapshot in time and may become outdated by the time
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited
Vulnerabilities Catalog.

For further information please contact SC3@gov.scot

Scottish Cyber Coordination Centre 0300 244 9700 SC3@gov.scot




