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This report summarizes the known software vulnerabilities published during the period 30 December

2024-5 January 2025. This data can help users prioritise and manage the vulnerabilities that might pose a
risk to their organisations.

It includes a breakdown of vulnerabilities by vendor, a table of vulnerabilities with the highest likelihood of
being exploited (EPSS >0.001), and a table of vulnerabilities with the highest severity rating (CVSSv3 Base

Score >=9). The tables also indicate whether a vulnerability has been exploited according to the CISA Known
Exploited Catalog.

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or
remediation guidance.
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https://www.first.org/epss/data_stats
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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Count of vulnerabilities by software vendor (top 10), 30 December 2024-5
January 2025
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Vulnerabilities with highest likelihood of exploitation, 30 December 2024-5
January 2025

CVE Date Published Vendor Product Base Score Probability of Exploitation Exploited
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Vulnerabilities with highest severity, 30 December 2024-5 January 2025

Date Base Probability of
CVE Published Vendor Product Score Exploitation Exploited
CVE-2024- 30-12-2024 Webmin Webmin 9.9 No
12828
CVE-2024- 31-12-2024 Unknown Hunk Companion 9.8 No
1972
CVE-2024- 31-12-2024 2100 Technology Official Document 9.8 No
13061 Electronic Management System
CVE-2024- 30-12-2024  Tiki Wiki CMS 9.8 No
47919
CVE-2024- 30-12-2024 Tecnick TCExam 9.8 No
47926
CVE-2024- 31-12-2024 VibeThemes VibeBP 9.8 No
56040
CVE-2024- 31-12-2024 VibeThemes WPLMS 9.8 No
56043
CVE-2024- 31-12-2024 VibeThemes WPLMS 9.8 No
56044
CVE-2024- 31-12-2024 Inspry Agency Toolkit 9.8 No
56066
CVE-2024- 31-12-2024 Mike Leembruggen  Simple Dashboard 9.8 No
56071
CVE-2024- 31-12-2024 Al Magic Al Magic 9.8 No
56205
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https://www.zerodayinitiative.com/advisories/ZDI-24-1725/
https://www.zerodayinitiative.com/advisories/ZDI-24-1725/
https://wpscan.com/vulnerability/4963560b-e4ae-451d-8f94-482779c415e4/
https://wpscan.com/vulnerability/4963560b-e4ae-451d-8f94-482779c415e4/
https://www.twcert.org.tw/tw/cp-132-8339-570fa-1.html
https://www.twcert.org.tw/tw/cp-132-8339-570fa-1.html
https://www.gov.il/en/Departments/faq/cve_advisories
https://www.gov.il/en/Departments/faq/cve_advisories
https://www.gov.il/en/Departments/faq/cve_advisories
https://www.gov.il/en/Departments/faq/cve_advisories
https://patchstack.com/database/wordpress/plugin/vibebp/vulnerability/wordpress-vibebp-plugin-1-9-9-4-1-unauthenticated-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/vibebp/vulnerability/wordpress-vibebp-plugin-1-9-9-4-1-unauthenticated-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/wplms-plugin/vulnerability/wordpress-wplms-plugin-1-9-9-unauthenticated-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/wplms-plugin/vulnerability/wordpress-wplms-plugin-1-9-9-unauthenticated-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/wplms-plugin/vulnerability/wordpress-wplms-plugin-1-9-9-unauthenticated-arbitrary-user-token-generation-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/wplms-plugin/vulnerability/wordpress-wplms-plugin-1-9-9-unauthenticated-arbitrary-user-token-generation-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/agency-toolkit/vulnerability/wordpress-agency-toolkit-plugin-1-0-23-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/agency-toolkit/vulnerability/wordpress-agency-toolkit-plugin-1-0-23-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/simple-dashboard/vulnerability/wordpress-simple-dashboard-plugin-2-0-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/simple-dashboard/vulnerability/wordpress-simple-dashboard-plugin-2-0-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/newsletter-page-redirects/vulnerability/wordpress-ai-magic-seo-content-generator-article-writer-plugin-1-0-4-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/newsletter-page-redirects/vulnerability/wordpress-ai-magic-seo-content-generator-article-writer-plugin-1-0-4-privilege-escalation-vulnerability?_s_id=cve
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Date Base Probability of

CVE Published Vendor Product Score Exploitation Exploited
CVE-2024- 31-12-2024 SSL Wireless SSL Wireless SMS 9.8 No
56220 Notification
CVE-2024- 31-12-2024 Progress Software WhatsUp Gold 9.6 No
12108 Corporation
CVE-2024- 31-12-2024 Progress Software WhatsUp Gold 9.4 No
12106 Corporation
CVE-2024- 30-12-2024  Im-sys Im-sys/fastchat 9.3 No
10044
CVE-2024- 31-12-2024 VibeThemes VibeBP 9.3 No
56039
CVE-2024- 31-12-2024 VibeThemes WPLMS 9.3 No
56042
CVE-2024- 31-12-2024 VibeThemes WPLMS 9.3 No
56045
CVE-2024- 31-12-2024 cabraviva path-sanitizer 93 No
56198
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https://patchstack.com/database/wordpress/plugin/ssl-wireless-sms-notification/vulnerability/wordpress-ssl-wireless-sms-notification-plugin-3-5-0-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/ssl-wireless-sms-notification/vulnerability/wordpress-ssl-wireless-sms-notification-plugin-3-5-0-privilege-escalation-vulnerability?_s_id=cve
https://www.progress.com/network-monitoring
https://www.progress.com/network-monitoring
https://www.progress.com/network-monitoring
https://www.progress.com/network-monitoring
https://huntr.com/bounties/44633540-377d-4ac4-b3a3-c2d0fa19d0e6
https://huntr.com/bounties/44633540-377d-4ac4-b3a3-c2d0fa19d0e6
https://patchstack.com/database/wordpress/plugin/vibebp/vulnerability/wordpress-vibebp-plugin-1-9-9-7-7-unauthenticated-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/vibebp/vulnerability/wordpress-vibebp-plugin-1-9-9-7-7-unauthenticated-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/wplms-plugin/vulnerability/wordpress-wplms-plugin-1-9-9-5-3-unauthenticated-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/wplms-plugin/vulnerability/wordpress-wplms-plugin-1-9-9-5-3-unauthenticated-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/wplms-plugin/vulnerability/wordpress-wplms-plugin-1-9-9-5-unauthenticated-arbitrary-directory-deletion-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/wplms-plugin/vulnerability/wordpress-wplms-plugin-1-9-9-5-unauthenticated-arbitrary-directory-deletion-vulnerability?_s_id=cve
https://github.com/cabraviva/path-sanitizer/security/advisories/GHSA-94p5-r7cc-3rpr
https://github.com/cabraviva/path-sanitizer/security/advisories/GHSA-94p5-r7cc-3rpr
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About this data

This report brings together information from several sources including:
CISA Known Exploited Vulnerabilities Catalog
CVE Program
FIRST - Exploit Prediction Scoring System (EPSS)

Note: The information in this report represents a snapshot in time and may become outdated by the time
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited
Vulnerabilities Catalog.

For further information please contact SC3@gov.scot
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