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Weekly Vulnerability Report 
28 January 2025 

This report summarizes the known software vulnerabilities published during the period 20-26 January 
2025. This data can help users prioritise and manage the vulnerabilities that might pose a risk to their 
organisations. 

It includes a breakdown of vulnerabilities by vendor, a table of vulnerabilities with the highest likelihood of 
being exploited (EPSS >0.001), and a table of vulnerabilities with the highest severity rating (CVSSv3 Base 
Score >=9). The tables also indicate whether a vulnerability has been exploited according to the CISA Known 
Exploited Catalog. 

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or 
remediation guidance. 

  

https://www.first.org/epss/data_stats
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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Count of vulnerabilities by software vendor (top 10), 20-26 January 2025 
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Vulnerabilities with highest likelihood of exploitation, 20-26 January 2025 

CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2025-
23006 

23-01-2025 SonicWall SMA1000 9.8 0.012 Yes 

CVE-2017-
20196 

26-01-2025 Itechscripts School Management 
Software 

5.3 0.002 No 

  

https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2025-0002
https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2025-0002
https://vuldb.com/?id.95307
https://vuldb.com/?id.95307
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Vulnerabilities with highest severity, 20-26 January 2025 

CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
56404 

24-01-2025 OneIdentity Identity Manager 9.9  No 

CVE-2025-
20156 

22-01-2025 Cisco Cisco Meeting 
Management 

9.9 0.001 No 

CVE-2025-
21556 

21-01-2025 Oracle 
Corporation 

Oracle Agile PLM 
Framework 

9.9  No 

CVE-2024-
12857 

22-01-2025 scriptsbundle AdForest 9.8 0.001 No 

CVE-2024-
13091 

21-01-2025 QuantumCloud WPBot Pro Wordpress 
Chatbot 

9.8 0.001 No 

CVE-2024-
13545 

24-01-2025 eminozlem Bootstrap Ultimate 9.8 0.001 No 

CVE-2024-
49747 

21-01-2025 Google Android 9.8  No 

CVE-2024-
49748 

21-01-2025 Google Android 9.8  No 

CVE-2025-
0357 

25-01-2025 Iqonic Design WPBookit 9.8 0.001 No 

CVE-2025-
0585 

20-01-2025 aEnrich 
Technology 

a+HRD 9.8 0.001 No 

CVE-2025-
0637 

23-01-2025 Beta10 Beta10 9.8  No 

https://www.oneidentity.com/community/identity-manager/
https://www.oneidentity.com/community/identity-manager/
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cmm-privesc-uy2Vf8pc
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cmm-privesc-uy2Vf8pc
https://www.oracle.com/security-alerts/cpujan2025.html
https://www.oracle.com/security-alerts/cpujan2025.html
https://www.wordfence.com/threat-intel/vulnerabilities/id/4ff3b4f1-dd36-43d0-b472-55a940907437?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/4ff3b4f1-dd36-43d0-b472-55a940907437?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/0f9b6979-2662-4d2f-9656-b880dd80832c?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/0f9b6979-2662-4d2f-9656-b880dd80832c?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/ae07af10-e5fc-4f28-a343-f56c0e2bc324?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/ae07af10-e5fc-4f28-a343-f56c0e2bc324?source=cve
https://source.android.com/security/bulletin/2025-01-01
https://source.android.com/security/bulletin/2025-01-01
https://source.android.com/security/bulletin/2025-01-01
https://source.android.com/security/bulletin/2025-01-01
https://www.wordfence.com/threat-intel/vulnerabilities/id/19bf7a68-e76d-4740-9f35-b6084094f59b?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/19bf7a68-e76d-4740-9f35-b6084094f59b?source=cve
https://www.twcert.org.tw/tw/cp-132-8372-19721-1.html
https://www.twcert.org.tw/tw/cp-132-8372-19721-1.html
https://www.incibe.es/en/incibe-cert/notices/aviso/inadequate-access-control-beta10
https://www.incibe.es/en/incibe-cert/notices/aviso/inadequate-access-control-beta10
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2025-
21524 

21-01-2025 Oracle 
Corporation 

JD Edwards EnterpriseOne 
Tools 

9.8 0.001 No 

CVE-2025-
21535 

21-01-2025 Oracle 
Corporation 

Oracle WebLogic Server 9.8  No 

CVE-2025-
23006 

23-01-2025 SonicWall SMA1000 9.8 0.012 Yes 

CVE-2024-
52329 

23-01-2025 ECOVACS ECOVACS HOME 9.5  No 

CVE-2025-
21547 

21-01-2025 Oracle 
Corporation 

Oracle Hospitality OPERA 5 9.1  No 

CVE-2025-
22723 

21-01-2025 UkrSolution Barcode Scanner with 
Inventory & Order Manager 

9.1  No 

CVE-2025-
23942 

22-01-2025 NgocCode WP Load Gallery 9.1  No 

CVE-2025-
24024 

21-01-2025 matrix-org mjolnir 9.1  No 

CVE-2025-
24650 

24-01-2025 Themefic Tourfic 9.1  No 

CVE-2024-
52975 

23-01-2025 Elastic Fleet Server 9  No 

  

https://www.oracle.com/security-alerts/cpujan2025.html
https://www.oracle.com/security-alerts/cpujan2025.html
https://www.oracle.com/security-alerts/cpujan2025.html
https://www.oracle.com/security-alerts/cpujan2025.html
https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2025-0002
https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2025-0002
https://dontvacuum.me/talks/HITCON2024/HITCON-CMT-2024_Ecovacs.pdf
https://dontvacuum.me/talks/HITCON2024/HITCON-CMT-2024_Ecovacs.pdf
https://www.oracle.com/security-alerts/cpujan2025.html
https://www.oracle.com/security-alerts/cpujan2025.html
https://patchstack.com/database/wordpress/plugin/barcode-scanner-lite-pos-to-manage-products-inventory-and-orders/vulnerability/wordpress-barcode-scanner-and-inventory-manager-plugin-1-6-7-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/barcode-scanner-lite-pos-to-manage-products-inventory-and-orders/vulnerability/wordpress-barcode-scanner-and-inventory-manager-plugin-1-6-7-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/wp-load-gallery/vulnerability/wordpress-wp-load-gallery-plugin-2-1-6-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/wp-load-gallery/vulnerability/wordpress-wp-load-gallery-plugin-2-1-6-arbitrary-file-upload-vulnerability?_s_id=cve
https://github.com/matrix-org/mjolnir/security/advisories/GHSA-3jq6-xc85-m394
https://github.com/matrix-org/mjolnir/security/advisories/GHSA-3jq6-xc85-m394
https://patchstack.com/database/wordpress/plugin/tourfic/vulnerability/wordpress-tourfic-plugin-2-15-3-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/tourfic/vulnerability/wordpress-tourfic-plugin-2-15-3-arbitrary-file-upload-vulnerability?_s_id=cve
https://discuss.elastic.co/t/fleet-server-8-15-0-security-update-esa-2024-31/373522
https://discuss.elastic.co/t/fleet-server-8-15-0-security-update-esa-2024-31/373522
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About this data 

This report brings together information from several sources including: 

• CISA Known Exploited Vulnerabilities Catalog 

• CVE Program 

• FIRST - Exploit Prediction Scoring System (EPSS) 

Note: The information in this report represents a snapshot in time and may become outdated by the time 
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited 
Vulnerabilities Catalog. 

For further information please contact SC3@gov.scot 


