
 
 
 

 

Scottish Cyber Coordination Centre 0300 244 9700        SC3@gov.scot 

Weekly Vulnerability Report 
21 January 2025 

This report summarizes the known software vulnerabilities published during the period 13-19 January 2025. 
This data can help users prioritise and manage the vulnerabilities that might pose a risk to their 
organisations. 

It includes a breakdown of vulnerabilities by vendor, a table of vulnerabilities with the highest likelihood of 
being exploited (EPSS >0.001), and a table of vulnerabilities with the highest severity rating (CVSSv3 Base 
Score >=9). The tables also indicate whether a vulnerability has been exploited according to the CISA Known 
Exploited Catalog. 

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or 
remediation guidance. 

  

https://www.first.org/epss/data_stats
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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Count of vulnerabilities by software vendor (top 10), 13-19 January 2025 
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Vulnerabilities with highest likelihood of exploitation, 13-19 January 2025 

CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
55591 

14-01-2025 Fortinet FortiOS 9.6 0.026 Yes 

CVE-2025-
21409 

14-01-2025 Microsoft Windows 10 Version 
1809 

8.8 0.001 No 

CVE-2025-
21411 

14-01-2025 Microsoft Windows 10 Version 
1809 

8.8 0.001 No 

CVE-2025-
21413 

14-01-2025 Microsoft Windows 10 Version 
1809 

8.8 0.001 No 

CVE-2025-
21417 

14-01-2025 Microsoft Windows 10 Version 
1809 

8.8 0.001 No 

CVE-2025-
21128 

14-01-2025 Adobe Substance3D - Stager 7.8 0.001 No 

CVE-2025-
21129 

14-01-2025 Adobe Substance3D - Stager 7.8 0.001 No 

  

https://fortiguard.fortinet.com/psirt/FG-IR-24-535
https://fortiguard.fortinet.com/psirt/FG-IR-24-535
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21409
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21409
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21411
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21411
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21413
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21413
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21417
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21417
https://helpx.adobe.com/security/products/substance3d_stager/apsb25-03.html
https://helpx.adobe.com/security/products/substance3d_stager/apsb25-03.html
https://helpx.adobe.com/security/products/substance3d_stager/apsb25-03.html
https://helpx.adobe.com/security/products/substance3d_stager/apsb25-03.html
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Vulnerabilities with highest severity, 13-19 January 2025 

CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
46479 

13-01-2025 Venki Supravizio BPM 9.9  No 

CVE-2025-
0066 

14-01-2025 SAP_SE SAP NetWeaver AS for 
ABAP and ABAP 
Platform (Internet 
Communication 
Framework) 

9.9  No 

CVE-2025-
0070 

14-01-2025 SAP_SE SAP NetWeaver 
Application Server for 
ABAP and ABAP 
Platform 

9.9  No 

CVE-2025-
0471 

16-01-2025 PMB Services PMB platform 9.9  No 

CVE-2025-
22782 

15-01-2025 Web Ready Now WR Price List Manager 
For Woocommerce 

9.9  No 

CVE-2024-
10811 

14-01-2025 Ivanti Endpoint Manager 9.8  No 

CVE-2024-
12919 

14-01-2025 madalinungureanu Paid Membership 
Subscriptions – Effortless 
Memberships, Recurring 
Payments & Content 
Restriction 

9.8 0.001 No 

https://github.com/Lorenzo-de-Sa/Vulnerability-Research
https://github.com/Lorenzo-de-Sa/Vulnerability-Research
https://me.sap.com/notes/3550708
https://me.sap.com/notes/3550708
https://me.sap.com/notes/3537476
https://me.sap.com/notes/3537476
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-pmb-platform
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-pmb-platform
https://patchstack.com/database/wordpress/plugin/wr-price-list-for-woocommerce/vulnerability/wordpress-wr-price-list-manager-for-woocommerce-plugin-1-0-8-remote-code-execution-rce-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/wr-price-list-for-woocommerce/vulnerability/wordpress-wr-price-list-manager-for-woocommerce-plugin-1-0-8-remote-code-execution-rce-vulnerability?_s_id=cve
https://forums.ivanti.com/s/article/Security-Advisory-EPM-January-2025-for-EPM-2024-and-EPM-2022-SU6
https://forums.ivanti.com/s/article/Security-Advisory-EPM-January-2025-for-EPM-2024-and-EPM-2022-SU6
https://www.wordfence.com/threat-intel/vulnerabilities/id/d3a4fa4d-a7d2-4890-b0f5-5fe69bc5e7ac?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/d3a4fa4d-a7d2-4890-b0f5-5fe69bc5e7ac?source=cve
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
13159 

14-01-2025 Ivanti Endpoint Manager 9.8  No 

CVE-2024-
13160 

14-01-2025 Ivanti Endpoint Manager 9.8  No 

CVE-2024-
13161 

14-01-2025 Ivanti Endpoint Manager 9.8  No 

CVE-2024-
13375 

18-01-2025 spoonthemes Adifier System 9.8 0.001 No 

CVE-2024-
48856 

14-01-2025 BlackBerry QNX Software 
Development Platform 
(SDP) 

9.8  No 

CVE-2024-
5743 

13-01-2025 EveHome Eve Play 9.8  No 

CVE-2024-
9636 

15-01-2025 pickplugins Post Grid and Gutenberg 
Blocks – ComboBlocks 

9.8 0.001 No 

CVE-2025-
0455 

16-01-2025 NetVision Information airPASS 9.8 0.001 No 

CVE-2025-
0456 

16-01-2025 NetVision Information airPASS 9.8 0.001 No 

CVE-2025-
20055 

14-01-2025 Y’S corporation STEALTHONE D220 9.8  No 

CVE-2025-
21298 

14-01-2025 Microsoft Windows 10 Version 1809 9.8 0.001 No 

https://forums.ivanti.com/s/article/Security-Advisory-EPM-January-2025-for-EPM-2024-and-EPM-2022-SU6
https://forums.ivanti.com/s/article/Security-Advisory-EPM-January-2025-for-EPM-2024-and-EPM-2022-SU6
https://forums.ivanti.com/s/article/Security-Advisory-EPM-January-2025-for-EPM-2024-and-EPM-2022-SU6
https://forums.ivanti.com/s/article/Security-Advisory-EPM-January-2025-for-EPM-2024-and-EPM-2022-SU6
https://forums.ivanti.com/s/article/Security-Advisory-EPM-January-2025-for-EPM-2024-and-EPM-2022-SU6
https://forums.ivanti.com/s/article/Security-Advisory-EPM-January-2025-for-EPM-2024-and-EPM-2022-SU6
https://www.wordfence.com/threat-intel/vulnerabilities/id/fbf2aeed-0f18-4ef6-aff8-9e8c4531d789?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/fbf2aeed-0f18-4ef6-aff8-9e8c4531d789?source=cve
https://support.blackberry.com/pkb/s/article/140334
https://support.blackberry.com/pkb/s/article/140334
https://www.evehome.com/en-us/security-content
https://www.evehome.com/en-us/security-content
https://www.wordfence.com/threat-intel/vulnerabilities/id/1bbe01b8-24ed-4e1e-bafc-0f4dea96c1f3?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/1bbe01b8-24ed-4e1e-bafc-0f4dea96c1f3?source=cve
https://www.twcert.org.tw/tw/cp-132-8357-28308-1.html
https://www.twcert.org.tw/tw/cp-132-8357-28308-1.html
https://www.twcert.org.tw/tw/cp-132-8359-53aa7-1.html
https://www.twcert.org.tw/tw/cp-132-8359-53aa7-1.html
https://stealthone.net/product_info/d220-d340%e3%80%8cv6-03-03%e3%80%8d%e5%8f%8a%e3%81%b3d440%e3%80%8cv7-00-11%e3%80%8d%e3%83%95%e3%82%a1%e3%83%bc%e3%83%a0%e3%82%a6%e3%82%a7%e3%82%a2%e3%82%92%e3%83%aa%e3%83%aa%e3%83%bc%e3%82%b9%e8%87%b4/
https://stealthone.net/product_info/d220-d340%e3%80%8cv6-03-03%e3%80%8d%e5%8f%8a%e3%81%b3d440%e3%80%8cv7-00-11%e3%80%8d%e3%83%95%e3%82%a1%e3%83%bc%e3%83%a0%e3%82%a6%e3%82%a7%e3%82%a2%e3%82%92%e3%83%aa%e3%83%aa%e3%83%bc%e3%82%b9%e8%87%b4/
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21298
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21298
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2025-
21307 

14-01-2025 Microsoft Windows 10 Version 1809 9.8 0.001 No 

CVE-2025-
21311 

14-01-2025 Microsoft Windows Server 2025 
(Server Core installation) 

9.8 0.001 No 

CVE-2025-
22777 

13-01-2025 GiveWP GiveWP 9.8  No 

CVE-2025-
23797 

16-01-2025 Mike Selander WP Options Editor 9.8  No 

CVE-2023-
37936 

14-01-2025 Fortinet FortiSwitch 9.6  No 

CVE-2024-
39363 

14-01-2025 Wavlink Wavlink AC3000 9.6  No 

CVE-2024-
55591 

14-01-2025 Fortinet FortiOS 9.6 0.026 Yes 

CVE-2024-
13503 

17-01-2025 Newtec/iDirect NTC2218, NTC2250, 
NTC2299 

9.5  No 

CVE-2024-
13502 

17-01-2025 Newtec/iDirect NTC2218, NTC2250, 
NTC2299 

9.3  No 

CVE-2025-
22785 

15-01-2025 ComMotion Course Booking System 9.3  No 

CVE-2024-
12297 

15-01-2025 Moxa EDS-508A Series 9.2  No 

CVE-2024-
21797 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21307
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21307
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21311
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21311
https://patchstack.com/database/wordpress/plugin/give/vulnerability/wordpress-givewp-plugin-3-19-3-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/give/vulnerability/wordpress-givewp-plugin-3-19-3-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/wp-options-editor/vulnerability/wordpress-wp-options-editor-plugin-1-1-csrf-to-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/wp-options-editor/vulnerability/wordpress-wp-options-editor-plugin-1-1-csrf-to-privilege-escalation-vulnerability?_s_id=cve
https://fortiguard.com/psirt/FG-IR-23-260
https://fortiguard.com/psirt/FG-IR-23-260
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2017
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2017
https://fortiguard.fortinet.com/psirt/FG-IR-24-535
https://fortiguard.fortinet.com/psirt/FG-IR-24-535
https://doi.org/10.1145/3643833.3656139
https://doi.org/10.1145/3643833.3656139
https://doi.org/10.1145/3643833.3656139
https://doi.org/10.1145/3643833.3656139
https://patchstack.com/database/wordpress/plugin/course-booking-system/vulnerability/wordpress-course-booking-system-plugin-6-0-5-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/course-booking-system/vulnerability/wordpress-course-booking-system-plugin-6-0-5-sql-injection-vulnerability?_s_id=cve
https://www.moxa.com/en/support/product-support/security-advisory/mpsa-241407-cve-2024-12297-frontend-authorization-logic-disclosure-vulnerability-in-eds-508a-series
https://www.moxa.com/en/support/product-support/security-advisory/mpsa-241407-cve-2024-12297-frontend-authorization-logic-disclosure-vulnerability-in-eds-508a-series
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2028
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2028
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
34544 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
36272 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
36295 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
36493 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
37184 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
37186 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
37357 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
38337 

19-01-2025 IBM Sterling Secure Proxy 9.1 NA No 

CVE-2024-
38666 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39280 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39288 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39294 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

https://talosintelligence.com/vulnerability_reports/TALOS-2024-2044
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2044
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2045
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2045
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2047
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2047
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2041
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2041
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2025
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2025
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2032
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2032
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2029
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2029
https://www.ibm.com/support/pages/node/7179166
https://www.ibm.com/support/pages/node/7179166
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2051
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2051
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2055
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2055
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2021
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2021
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2026
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2026
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
39299 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39357 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39358 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39359 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39360 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39367 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39370 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39602 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39603 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39756 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39757 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39762 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

https://talosintelligence.com/vulnerability_reports/TALOS-2024-2048
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2048
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2039
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2039
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2027
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2027
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2040
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2040
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2054
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2054
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2023
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2023
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2031
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2031
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2052
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2052
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2042
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2042
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2024
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2024
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2043
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2043
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2020
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2020


 
 
 

 

Scottish Cyber Coordination Centre 0300 244 9700        SC3@gov.scot 

CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
39763 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39764 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39765 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39768 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39769 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39770 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39774 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39781 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39782 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39783 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39784 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39785 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

https://talosintelligence.com/vulnerability_reports/TALOS-2024-2020
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2020
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2020
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2020
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2020
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2020
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2022
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2022
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2022
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2022
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2022
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2022
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2030
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2030
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2033
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2033
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2033
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2033
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2033
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2033
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2058
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2058
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2058
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2058
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
39786 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39787 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39788 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39789 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39790 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39793 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39794 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39795 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39798 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39799 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39800 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39801 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

https://talosintelligence.com/vulnerability_reports/TALOS-2024-2057
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2057
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2057
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2057
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2056
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2056
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2056
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2056
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2056
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2056
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2053
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2053
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2053
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2053
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2053
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2053
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2050
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2050
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2050
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2050
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2050
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2050
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2049
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2049
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
39802 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
39803 

14-01-2025 Wavlink Wavlink AC3000 9.1  No 

CVE-2024-
41783 

19-01-2025 IBM Sterling Secure Proxy 9.1 NA No 

CVE-2024-
44136 

15-01-2025 Apple iOS and iPadOS 9.1  No 

CVE-2024-
49375 

14-01-2025 RasaHQ rasa-pro-security-
advisories 

9.1  No 

CVE-2024-
54142 

14-01-2025 discourse discourse-ai 9.1  No 

CVE-2025-
22146 

15-01-2025 getsentry sentry 9.1  No 

CVE-2025-
23025 

14-01-2025 xwiki xwiki-platform 9.1  No 

CVE-2024-
39273 

14-01-2025 Wavlink Wavlink AC3000 9  No 

CVE-2024-
39604 

14-01-2025 Wavlink Wavlink AC3000 9  No 

CVE-2025-
22144 

13-01-2025 NamelessMC Nameless 9  No 

CVE-2025-
23061 

15-01-2025 mongoosejs Mongoose 9  No 

https://talosintelligence.com/vulnerability_reports/TALOS-2024-2049
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2049
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2049
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2049
https://www.ibm.com/support/pages/node/7176189
https://www.ibm.com/support/pages/node/7176189
https://support.apple.com/en-us/120905
https://support.apple.com/en-us/120905
https://github.com/RasaHQ/rasa-pro-security-advisories/security/advisories/GHSA-cpv4-ggrr-7j9v
https://github.com/RasaHQ/rasa-pro-security-advisories/security/advisories/GHSA-cpv4-ggrr-7j9v
https://github.com/discourse/discourse-ai/security/advisories/GHSA-94c2-qr2h-88jv
https://github.com/discourse/discourse-ai/security/advisories/GHSA-94c2-qr2h-88jv
https://github.com/getsentry/sentry/security/advisories/GHSA-7pq6-v88g-wf3w
https://github.com/getsentry/sentry/security/advisories/GHSA-7pq6-v88g-wf3w
https://github.com/xwiki/xwiki-platform/security/advisories/GHSA-rmm7-r7wr-xpfg
https://github.com/xwiki/xwiki-platform/security/advisories/GHSA-rmm7-r7wr-xpfg
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2037
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2037
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2038
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2038
https://github.com/NamelessMC/Nameless/security/advisories/GHSA-p883-7496-x35p
https://github.com/NamelessMC/Nameless/security/advisories/GHSA-p883-7496-x35p
https://www.npmjs.com/package/mongoose?activeTab=versions
https://www.npmjs.com/package/mongoose?activeTab=versions
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About this data 

This report brings together information from several sources including: 

• CISA Known Exploited Vulnerabilities Catalog 

• CVE Program 

• FIRST - Exploit Prediction Scoring System (EPSS) 

Note: The information in this report represents a snapshot in time and may become outdated by the time 
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited 
Vulnerabilities Catalog. 

For further information please contact SC3@gov.scot 


