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Weekly Vulnerability Report

14 January 2025

This report summarizes the known software vulnerabilities published during the period 6-12 January 2025.
This data can help users prioritise and manage the vulnerabilities that might pose a risk to their
organisations.

It includes a breakdown of vulnerabilities by vendor, a table of vulnerabilities with the highest likelihood of
being exploited (EPSS >0.001), and a table of vulnerabilities with the highest severity rating (CVSSv3 Base

Score >=9). The tables also indicate whether a vulnerability has been exploited according to the CISA Known
Exploited Catalog.

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or
remediation guidance.

Scottish Cyber Coordination Centre 0300 244 9700 SC3@gov.scot



https://www.first.org/epss/data_stats
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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Count of vulnerabilities by software vendor (top 10), 6-12 January 2025
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Vulnerabilities with highest likelihood of exploitation, 6-12 January 2025

Date Base Probability of
CVE Published Vendor Product Score Exploitation Exploited
CVE-2025- 08-01-2025 lvanti Connect Secure 9 0.019 Yes
0282
CVE-2024- 08-01-2025 Aviatrix Controller 10 0.01 No
50603
CVE-2024- 07-01-2025 wpguruin Error Log Viewer By WP 7.5 0.005 No
12849 Guru
CVE-2024- 08-01-2025 nickboss  WordPress File Upload 9.8 0.002 No
11613
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https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Connect-Secure-Policy-Secure-ZTA-Gateways-CVE-2025-0282-CVE-2025-0283
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Connect-Secure-Policy-Secure-ZTA-Gateways-CVE-2025-0282-CVE-2025-0283
https://docs.aviatrix.com/documentation/latest/network-security/index.html
https://docs.aviatrix.com/documentation/latest/network-security/index.html
https://www.wordfence.com/threat-intel/vulnerabilities/id/57888e36-3a61-4452-b4ea-9db9e422dc2d?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/57888e36-3a61-4452-b4ea-9db9e422dc2d?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/31052fe6-a0ae-4502-b2d2-dbc3b3bf672f?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/31052fe6-a0ae-4502-b2d2-dbc3b3bf672f?source=cve
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Vulnerabilities with highest severity, 6-12 January 2025

Date Base Probability of
CVE Published Vendor Product Score Exploitation Exploited
CVE-2018- 07-01-2025 Apple Smart Card Services 9.8 No
4301
CVE-2024- 09-01-2025 Igonic Design  WPBookit 9.8 0.001 No
10215
CVE-2024- 08-01-2025 scriptsbundle AdForest 9.8 0.001 No
N350
CVE-2024- 08-01-2025 nickboss WordPress File Upload 9.8 0.002 No
11613
CVE-2024- 08-01-2025 nickboss WordPress File Upload 9.8 0.001 No
11635
CVE-2024- 09-01-2025 mdshuvo Post Grid Master 9.8 0.001 No
1642
CVE-2024- 07-01-2025 seobeginner  SEO LAT Auto Post 9.8 0.001 No
12252
CVE-2024- 07-01-2025 payuplugin PayU CommercePro Plugin 9.8 0.001 No
12264
CVE-2024- 07-01-2025 themescoder Themes Coder — Create Android & 9.8 0.001 No
12402 iOS Apps For Your Woocommerce

Site

CVE-2024- 07-01-2025 themesaweso School Management System — 9.8 0.001 No
12470 me SakolaWP
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https://smartcardservices.github.io/security/
https://smartcardservices.github.io/security/
https://www.wordfence.com/threat-intel/vulnerabilities/id/2d23a2b9-8476-4564-a5de-5e6cfc38ce68?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/2d23a2b9-8476-4564-a5de-5e6cfc38ce68?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/4ebb766a-44e9-460c-be84-356b7403e593?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/4ebb766a-44e9-460c-be84-356b7403e593?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/31052fe6-a0ae-4502-b2d2-dbc3b3bf672f?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/31052fe6-a0ae-4502-b2d2-dbc3b3bf672f?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/b5165f60-6515-4a2c-a124-cc88155eaf01?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/b5165f60-6515-4a2c-a124-cc88155eaf01?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/b299a932-8167-4547-845b-637c4971360d?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/b299a932-8167-4547-845b-637c4971360d?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/67df10cc-ce3c-4157-9860-7e367062f710?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/67df10cc-ce3c-4157-9860-7e367062f710?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/bf037e4a-2dd7-4296-b86b-635901d2d68f?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/bf037e4a-2dd7-4296-b86b-635901d2d68f?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/1ec14b1e-6d1a-4451-9fce-ac064623d92f?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/1ec14b1e-6d1a-4451-9fce-ac064623d92f?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/db1c581b-5cc9-46c0-ba5d-605642697729?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/db1c581b-5cc9-46c0-ba5d-605642697729?source=cve
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CVE-2024- 09-01-2025 SonicWall SonicOS 9.8 No
12803
CVE-2024- 09-01-2025 SonicWall SonicOS 9.8 No
12805
CVE-2024- 10-01-2025 NETGEAR DGN1000 9.8 0.001 No
12847
CVE-2024- 11-01-2025 webdevmattc GiveWP - Donation Plugin and 9.8 0.001 No
12877 rom Fundraising Platform
CVE-2024- 09-01-2025 Drupal Two-factor Authentication (TFA) 9.8 No
13239
CVE-2024- 09-01-2025 Drupal Drupal REST & JSON API 9.8 No
13258 Authentication
CVE-2024- 09-01-2025 Drupal Opigno module 9.8 No
13264
CVE-2024- 09-01-2025 Drupal Two-factor Authentication (TFA) 9.8 No
13279
CVE-2024- 09-01-2025 Drupal Persistent Login 9.8 No
13280
CVE-2024- 09-01-2025 Drupal wkhtmltopdf 9.8 No
13285
CVE-2024- 06-01-2025 MediaTek, MT3603, MT6835, MT6878, MT6886, 9.8 No
20148 Inc. MT6897, MT7902, MT7920, MT7922,
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https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2025-0004
https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2025-0004
https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2025-0004
https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2025-0004
https://seclists.org/bugtraq/2013/Jun/8
https://seclists.org/bugtraq/2013/Jun/8
https://www.wordfence.com/threat-intel/vulnerabilities/id/b2143edf-5423-4e79-8638-a5b98490d292?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/b2143edf-5423-4e79-8638-a5b98490d292?source=cve
https://www.drupal.org/sa-contrib-2024-003
https://www.drupal.org/sa-contrib-2024-003
https://www.drupal.org/sa-contrib-2024-022
https://www.drupal.org/sa-contrib-2024-022
https://www.drupal.org/sa-contrib-2024-028
https://www.drupal.org/sa-contrib-2024-028
https://www.drupal.org/sa-contrib-2024-043
https://www.drupal.org/sa-contrib-2024-043
https://www.drupal.org/sa-contrib-2024-044
https://www.drupal.org/sa-contrib-2024-044
https://www.drupal.org/sa-contrib-2024-049
https://www.drupal.org/sa-contrib-2024-049
https://corp.mediatek.com/product-security-bulletin/January-2025
https://corp.mediatek.com/product-security-bulletin/January-2025
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CVE-2024- 09-01-2025 SonicWall SonicOS 9.8 No
40762
CVE-2024- 09-01-2025 SonicWall SonicOS 9.8 No
40765
CVE-2024- 10-01-2025 IBM Engineering Requirements 9.8 0.001 No
41787 Management DOORS Next
CVE-2024- 07-01-2025 Amento Tech WPGuppy 9.8 No
49222 Pvt Itd
CVE-2024- 07-01-2025 Abdul Build App Online 9.8 No
49649 Hakeem
CVE-2024- 09-01-2025 SonicWall SonicOS 9.8 No
53704
CVE-2024- 08-01-2025 Apache Apache OpenMeetings 9.8 No
54676 Software
Foundation

CVE-2024- 07-01-2025 Unknown WordPress Auction Plugin 9.8 No
8855
CVE-2025- 07-01-2025 MacWarrior clipbucket-v5 9.8 No
21624
CVE-2025- 08-01-2025 stonith404 pingvin-share 9.8 No
22137
CVE-2025- 08-01-2025 nilsonLazarin ~ WeGIA 9.4 No
22140
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https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2025-0003
https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2025-0003
https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2024-0013
https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2024-0013
https://www.ibm.com/support/pages/node/7180636
https://www.ibm.com/support/pages/node/7180636
https://patchstack.com/database/wordpress/plugin/wpguppy-lite/vulnerability/wordpress-wpguppy-plugin-1-1-0-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/wpguppy-lite/vulnerability/wordpress-wpguppy-plugin-1-1-0-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/build-app-online/vulnerability/wordpress-build-app-online-plugin-1-0-23-local-file-inclusion-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/build-app-online/vulnerability/wordpress-build-app-online-plugin-1-0-23-local-file-inclusion-vulnerability?_s_id=cve
https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2025-0003
https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2025-0003
https://lists.apache.org/thread/o0k05jxrt5tp4nm45lj14yfjxmg67m95
https://lists.apache.org/thread/o0k05jxrt5tp4nm45lj14yfjxmg67m95
https://wpscan.com/vulnerability/04084f2a-45b8-4249-a472-f156fad0c90a/
https://wpscan.com/vulnerability/04084f2a-45b8-4249-a472-f156fad0c90a/
https://github.com/MacWarrior/clipbucket-v5/security/advisories/GHSA-98vm-2xqm-xrcc
https://github.com/MacWarrior/clipbucket-v5/security/advisories/GHSA-98vm-2xqm-xrcc
https://github.com/stonith404/pingvin-share/security/advisories/GHSA-rjwx-p44f-mcrv
https://github.com/stonith404/pingvin-share/security/advisories/GHSA-rjwx-p44f-mcrv
https://github.com/nilsonLazarin/WeGIA/security/advisories/GHSA-mrhp-wfp2-59h5
https://github.com/nilsonLazarin/WeGIA/security/advisories/GHSA-mrhp-wfp2-59h5
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CVE-2025- 08-01-2025 nilsonLazarin ~ WeGIA 9.4 No
22141
CVE-2025- 10-01-2025 Atheos Atheos 9.4 No
22152
CVE-2024- 09-01-2025 locharger locharger firmware for AC models 9.3 No
43648
CVE-2024- 09-01-2025 locharger locharger firmware for AC models 9.3 No
43649
CVE-2024- 09-01-2025 locharger locharger firmware for AC models 9.3 No
43650
CVE-2024- 09-01-2025 locharger locharger firmware for AC models 9.3 No
43651
CVE-2024- 09-01-2025 locharger locharger firmware for AC 93 No
43652 chargers
CVE-2024- 09-01-2025 locharger locharger firmware for AC models 9.3 No
43653
CVE-2024- 09-01-2025 locharger locharger firmware for AC models 9.3 No
43654
CVE-2024- 09-01-2025 locharger locharger firmware for AC models 9.3 No
43655
CVE-2024- 09-01-2025 locharger locharger firmware for AC models 9.3 No
43656
CVE-2024- 09-01-2025 locharger locharger firmware for AC models 9.3 No
43657
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https://github.com/nilsonLazarin/WeGIA/security/advisories/GHSA-w7hp-2w2c-p636
https://github.com/nilsonLazarin/WeGIA/security/advisories/GHSA-w7hp-2w2c-p636
https://github.com/Atheos/Atheos/security/advisories/GHSA-rgjm-6p59-537v
https://github.com/Atheos/Atheos/security/advisories/GHSA-rgjm-6p59-537v
https://csirt.divd.nl/DIVD-2024-00035/
https://csirt.divd.nl/DIVD-2024-00035/
https://csirt.divd.nl/DIVD-2024-00035/
https://csirt.divd.nl/DIVD-2024-00035/
https://csirt.divd.nl/DIVD-2024-00035/
https://csirt.divd.nl/DIVD-2024-00035/
https://csirt.divd.nl/DIVD-2024-00035/
https://csirt.divd.nl/DIVD-2024-00035/
https://csirt.divd.nl/DIVD-2024-00035/
https://csirt.divd.nl/DIVD-2024-00035/
https://csirt.divd.nl/DIVD-2024-00035/
https://csirt.divd.nl/DIVD-2024-00035/
https://csirt.divd.nl/DIVD-2024-00035/
https://csirt.divd.nl/DIVD-2024-00035/
https://csirt.divd.nl/DIVD-2024-00035/
https://csirt.divd.nl/DIVD-2024-00035/
https://csirt.divd.nl/DIVD-2024-00035/
https://csirt.divd.nl/DIVD-2024-00035/
https://csirt.divd.nl/DIVD-2024-00035/
https://csirt.divd.nl/DIVD-2024-00035/
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CVE-2024- 07-01-2025 SSL Wireless SSL Wireless SMS Notification 9.3 No
56284
CVE-2024- 07-01-2025 silverplugins?2 Multiple Shipping And Billing 93 No
56290 17 Address For Woocommerce
CVE-2024- 10-01-2025 dataease dataease 9.3 No
5651
CVE-2024- 10-01-2025 librdf Raptor RDF Syntax Library 93 No
57823
CVE-2025- 09-01-2025 Sebastian Emailing Subscription 93 No
22540 Orellana
CVE-2025- 09-01-2025 Ofek Nakar Virtual Bot 93 No
22542
CVE-2025- 10-01-2025 FastCGl fcgi 93 No
23016
CVE-2025- 11-01-2025 Palo Alto Cloud NGFW 92 No
0103 Networks
CVE-2025- 06-01-2025  go-git go-git 9.2 No
21613
CVE-2024- 09-01-2025 SonicWall SonicOS 91 No
12802
CVE-2024- 09-01-2025 Drupal Open Social 9.1 No
13241
CVE-2024- 09-01-2025 Drupal Swift Mailer (abandoned) 9.1 No
13242

Scottish Cyber Coordination Centre

0300 244 9700

SC3@gov.scot



https://patchstack.com/database/wordpress/plugin/ssl-wireless-sms-notification/vulnerability/wordpress-ssl-wireless-sms-notification-plugin-3-5-0-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/ssl-wireless-sms-notification/vulnerability/wordpress-ssl-wireless-sms-notification-plugin-3-5-0-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/different-shipping-and-billing-address-for-woocommerce/vulnerability/wordpress-multiple-shipping-and-billing-address-for-woocommerce-plugin-1-2-unauthenticated-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/different-shipping-and-billing-address-for-woocommerce/vulnerability/wordpress-multiple-shipping-and-billing-address-for-woocommerce-plugin-1-2-unauthenticated-sql-injection-vulnerability?_s_id=cve
https://github.com/dataease/dataease/security/advisories/GHSA-9f69-p73j-m73x
https://github.com/dataease/dataease/security/advisories/GHSA-9f69-p73j-m73x
https://github.com/pedrib/PoC/blob/master/fuzzing/raptor-fuzz.md
https://github.com/pedrib/PoC/blob/master/fuzzing/raptor-fuzz.md
https://patchstack.com/database/wordpress/plugin/email-suscripcion/vulnerability/wordpress-emailing-subscription-plugin-1-4-1-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/email-suscripcion/vulnerability/wordpress-emailing-subscription-plugin-1-4-1-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/virtual-bot/vulnerability/wordpress-virtual-bot-plugin-1-0-0-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/virtual-bot/vulnerability/wordpress-virtual-bot-plugin-1-0-0-sql-injection-vulnerability?_s_id=cve
https://github.com/FastCGI-Archives/fcgi2/issues/67
https://github.com/FastCGI-Archives/fcgi2/issues/67
https://security.paloaltonetworks.com/PAN-SA-2025-0001
https://security.paloaltonetworks.com/PAN-SA-2025-0001
https://github.com/go-git/go-git/security/advisories/GHSA-v725-9546-7q7m
https://github.com/go-git/go-git/security/advisories/GHSA-v725-9546-7q7m
https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2025-0001
https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2025-0001
https://www.drupal.org/sa-contrib-2024-005
https://www.drupal.org/sa-contrib-2024-005
https://www.drupal.org/sa-contrib-2024-006
https://www.drupal.org/sa-contrib-2024-006
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CVE-2024- 09-01-2025 Drupal Advanced PWA inc Push 9.1 No
13253 Notifications
CVE-2024- 09-01-2025 Drupal Smart IP Ban 9.1 No
13277
CVE-2024- 09-01-2025 Drupal Diff 9.1 No
13278
CVE-2024- 09-01-2025 Drupal Monster Menus 9. No
13281
CVE-2024- 06-01-2025 OpenVPN OpenVPN 9. No
5594
CVE-2024- 07-01-2025 Smackcoders WP Ultimate Exporter 9.1 No
56278
CVE-2025- 09-01-2025 chatwoot chatwoot 9.1 No
21628
CVE-2025- 08-01-2025 lvanti Connect Secure 9 0.019 Yes
0282
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https://www.drupal.org/sa-contrib-2024-017
https://www.drupal.org/sa-contrib-2024-017
https://www.drupal.org/sa-contrib-2024-041
https://www.drupal.org/sa-contrib-2024-041
https://www.drupal.org/sa-contrib-2024-042
https://www.drupal.org/sa-contrib-2024-042
https://www.drupal.org/sa-contrib-2024-045
https://www.drupal.org/sa-contrib-2024-045
https://community.openvpn.net/openvpn/wiki/CVE-2024-5594
https://community.openvpn.net/openvpn/wiki/CVE-2024-5594
https://patchstack.com/database/wordpress/plugin/wp-ultimate-exporter/vulnerability/wordpress-wp-ultimate-exporter-plugin-2-9-1-remote-code-execution-rce-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/wp-ultimate-exporter/vulnerability/wordpress-wp-ultimate-exporter-plugin-2-9-1-remote-code-execution-rce-vulnerability?_s_id=cve
https://github.com/chatwoot/chatwoot/security/advisories/GHSA-g8f9-hh83-rcq9
https://github.com/chatwoot/chatwoot/security/advisories/GHSA-g8f9-hh83-rcq9
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Connect-Secure-Policy-Secure-ZTA-Gateways-CVE-2025-0282-CVE-2025-0283
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Connect-Secure-Policy-Secure-ZTA-Gateways-CVE-2025-0282-CVE-2025-0283
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About this data

This report brings together information from several sources including:
CISA Known Exploited Vulnerabilities Catalog
CVE Program
FIRST - Exploit Prediction Scoring System (EPSS)

Note: The information in this report represents a snapshot in time and may become outdated by the time
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited
Vulnerabilities Catalog.

For further information please contact SC3@gov.scot

Scottish Cyber Coordination Centre 0300 244 9700 SC3@gov.scot




