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3 December 2024

This report summarizes the known software vulnerabilities published during the period 25 November -1
December 2024. This data can help users prioritise and manage the vulnerabilities that might pose a risk to
their organisations.

It includes a breakdown of vulnerabilities by vendor, a table of vulnerabilities with the highest severity
rating (CVSSv3 Base Score >=9). The tables also indicate whether a vulnerability has been exploited
according to the CISA Known Exploited Catalog.

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or
remediation guidance.
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https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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Count of vulnerabilities by software vendor (top 10), 25 November-1
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Vulnerabilities with highest severity, 25 November-1 December 2024
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Date Base Probability of

CVE Published Vendor Product Score Exploitation Exploited
CVE-2024- 28-11-2024 tumultinc Tumult Hype Animations 9.9 No
11082
CVE-2024- 27-11-2024 Zabbix Zabbix 9.9 No
42327
CVE-2024- 28-11-2024 marketingfire Widget Options — The #1 9.9 No
8672 WordPress Widget & Block

Control Plugin
CVE-2016- 26-11-2024 Qualcomm, Inc. Snapdragon 9.8 No
10394
CVE-2024- 26-11-2024 cleantalk Spam protection, Anti-Spam, 9.8 No
10542 FireWall by CleanTalk
CVE-2024- 26-11-2024 scottopolis AppPresser — Mobile App 9.8 No
11024 Framework
CVE-2024- 28-11-2024 contest-gallery Photos, Files, YouTube, 9.8 No
11103 Twitter, Instagram, TikTok,

Ecommerce Contest Gallery —

Upload, Vote, Sell via PayPal,

Social Share Buttons
CVE-2024- 26-11-2024 Valor Apps Easy Folder Listing Pro 9.8 No
m45
CVE-2024- 29-11-2024 Trellix Trellix Enterprise Security 9.8 No
1482 Manager (ESM)
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https://www.wordfence.com/threat-intel/vulnerabilities/id/be3a0b4b-cce5-4d78-99d5-697f2cf04427?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/be3a0b4b-cce5-4d78-99d5-697f2cf04427?source=cve
https://support.zabbix.com/browse/ZBX-25623
https://support.zabbix.com/browse/ZBX-25623
https://www.wordfence.com/threat-intel/vulnerabilities/id/8d03af4d-a1f9-4c15-a62e-f4cdbcfc9af7?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/8d03af4d-a1f9-4c15-a62e-f4cdbcfc9af7?source=cve
https://docs.qualcomm.com/product/publicresources/securitybulletin/may-2018-bulletin.html
https://docs.qualcomm.com/product/publicresources/securitybulletin/may-2018-bulletin.html
https://www.wordfence.com/threat-intel/vulnerabilities/id/d7eb5fad-bb62-4f0b-ad52-b16c3e442b62?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/d7eb5fad-bb62-4f0b-ad52-b16c3e442b62?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/43cb0399-4add-43d5-863c-30e11803bd90?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/43cb0399-4add-43d5-863c-30e11803bd90?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/0df7f413-2631-46d9-8c0b-d66f05a02c01?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/0df7f413-2631-46d9-8c0b-d66f05a02c01?source=cve
https://www.valorapps.com/web-products/easy-folder-listing-pro.html
https://www.valorapps.com/web-products/easy-folder-listing-pro.html
https://thrive.trellix.com/s/article/000014058#h2_0
https://thrive.trellix.com/s/article/000014058#h2_0
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CVE-2024- 26-11-2024 ProjectSend ProjectSend 9.8 No
11680
CVE-2024- 26-11-2024 Mozilla Firefox 9.8 No
11693
CVE-2024- 26-11-2024 Mozilla Firefox 9.8 No
11698
CVE-2024- 26-11-2024 Mozilla Firefox 9.8 No
704
CVE-2024- 28-11-2024 https://codecanyo JobSearch WP Job Board 9.8 No
11925 n.net/item/jobsear
ch-wp-job-board-
wordpress-
plugin/21066856
CVE-2024- 29-11-2024 Interinfo DreamMaker 9.8 No
1979
CVE-2024- 29-1M-2024 IBM Security Verify Access 9.8 No
49803
CVE-2024- 29-11-2024 Century Systems FutureNet NXR-GT110 series 9.8 No
50357 Co,, Ltd.
CVE-2024- 26-11-2024 Advantech EKI-6333AC-2G 9.8 No
50370
CVE-2024- 26-11-2024 Advantech EKI-6333AC-2G 9.8 No
50371
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https://github.com/projectsend/projectsend/commit/193367d937b1a59ed5b68dd4e60bd53317473744
https://github.com/projectsend/projectsend/commit/193367d937b1a59ed5b68dd4e60bd53317473744
https://bugzilla.mozilla.org/show_bug.cgi?id=1921458
https://bugzilla.mozilla.org/show_bug.cgi?id=1921458
https://bugzilla.mozilla.org/show_bug.cgi?id=1916152
https://bugzilla.mozilla.org/show_bug.cgi?id=1916152
https://bugzilla.mozilla.org/show_bug.cgi?id=1899402
https://bugzilla.mozilla.org/show_bug.cgi?id=1899402
https://www.wordfence.com/threat-intel/vulnerabilities/id/04bc8101-2676-4695-a498-f79be8221617?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/04bc8101-2676-4695-a498-f79be8221617?source=cve
https://www.twcert.org.tw/tw/cp-132-8271-29871-1.html
https://www.twcert.org.tw/tw/cp-132-8271-29871-1.html
https://www.ibm.com/support/pages/node/7177447
https://www.ibm.com/support/pages/node/7177447
https://www.centurysys.co.jp/backnumber/nxr_common/20241031-01.html
https://www.centurysys.co.jp/backnumber/nxr_common/20241031-01.html
https://www.nozominetworks.com/labs/vulnerability-advisories-cve-2024-50370
https://www.nozominetworks.com/labs/vulnerability-advisories-cve-2024-50370
https://www.nozominetworks.com/labs/vulnerability-advisories-cve-2024-50371
https://www.nozominetworks.com/labs/vulnerability-advisories-cve-2024-50371
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CVE-2024- 26-11-2024 Advantech EKI-6333AC-2G 9.8 No
50372
CVE-2024- 26-11-2024 Advantech EKI-6333AC-2G 9.8 No
50373
CVE-2024- 26-11-2024 Advantech EKI-6333AC-2G 9.8 No
50374
CVE-2024- 26-11-2024 Advantech EKI-6333AC-2G 9.8 No
50375
CVE-2024- 28-11-2024 Apache Software  Apache Arrow R package 9.8 No
52338 Foundation
CVE-2024- 28-11-2024 Automation Web  Wawp 9.8 No
52475 Platform
CVE-2024- 27-11-2024 Hewlett Packard HPE Insight Remote Support 9.8 No
53676 Enterprise (HPE)
CVE-2024- 29-11-2024 IBM Security Verify Access 9.4 No
49805
CVE-2024- 29-1M-2024 IBM Security Verify Access 9.4 No
49806
CVE-2024- 26-11-2024 Microsoft Microsoft Copilot Studio 9.3 No
49038
CVE-2024- 28-11-2024 LLC «Trilncom» Express Payments Module 9.3 No
52474
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https://www.nozominetworks.com/labs/vulnerability-advisories-cve-2024-50372
https://www.nozominetworks.com/labs/vulnerability-advisories-cve-2024-50372
https://www.nozominetworks.com/labs/vulnerability-advisories-cve-2024-50373
https://www.nozominetworks.com/labs/vulnerability-advisories-cve-2024-50373
https://www.nozominetworks.com/labs/vulnerability-advisories-cve-2024-50374
https://www.nozominetworks.com/labs/vulnerability-advisories-cve-2024-50374
https://www.nozominetworks.com/labs/vulnerability-advisories-cve-2024-50375
https://www.nozominetworks.com/labs/vulnerability-advisories-cve-2024-50375
https://github.com/apache/arrow/commit/801de2fbcf5bcbce0c019ed4b35ff3fc863b141b
https://github.com/apache/arrow/commit/801de2fbcf5bcbce0c019ed4b35ff3fc863b141b
https://patchstack.com/database/wordpress/plugin/automation-web-platform/vulnerability/wordpress-wawp-plugin-3-0-18-account-takeover-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/automation-web-platform/vulnerability/wordpress-wawp-plugin-3-0-18-account-takeover-vulnerability?_s_id=cve
https://support.hpe.com/hpesc/public/docDisplay?docLocale=en_US&docId=hpesbgn04731en_us
https://support.hpe.com/hpesc/public/docDisplay?docLocale=en_US&docId=hpesbgn04731en_us
https://www.ibm.com/support/pages/node/7177447
https://www.ibm.com/support/pages/node/7177447
https://www.ibm.com/support/pages/node/7177447
https://www.ibm.com/support/pages/node/7177447
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49038
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49038
https://patchstack.com/database/wordpress/plugin/express-pay/vulnerability/wordpress-express-payments-plugin-1-1-8-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/express-pay/vulnerability/wordpress-express-payments-plugin-1-1-8-sql-injection-vulnerability?_s_id=cve
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CVE-2024- 27-11-2024 Galaxy Software iota C.ai Conversational 9.3 No
52958 Services Platform
Corporation
CVE-2024- 27-11-2024 Galaxy Software iota C.ai Conversational 9.3 No
52959 Services Platform
Corporation

CVE-2024- 29-11-2024 sandboxie-plus Sandboxie 9.2 No
49360
CVE-2024- 26-11-2024 Mozilla Firefox 9.1 No
11705
CVE-2024- 29-11-2024 Quick.CMS Quick.CMS 9.1 No
11992
CVE-2024- 26-11-2024 Sharp Corporation Multiple MFPs (multifunction 9.1 0.001 No
33610 printers)
CVE-2024- 26-11-2024 Sharp Corporation Multiple MFPs (multifunction 9.1 No
35244 printers)
CVE-2024- 26-11-2024 Sharp Corporation Multiple MFPs (multifunction 9.1 No
36248 printers)
CVE-2024- 27-11-2024 Zabbix Zabbix 9.1 No
42330
CVE-2019- 26-11-2024 OpenText™ AccuRev for LDAP Integration 9 No
17082
CVE-2024- 26-11-2024 Sharp Corporation Multiple MFPs (multifunction 9 No
28038 printers)
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https://zuso.ai/advisory/za-2024-11
https://zuso.ai/advisory/za-2024-11
https://zuso.ai/advisory/za-2024-12
https://zuso.ai/advisory/za-2024-12
https://github.com/sandboxie-plus/Sandboxie/security/advisories/GHSA-4chj-3c28-gvmp
https://github.com/sandboxie-plus/Sandboxie/security/advisories/GHSA-4chj-3c28-gvmp
https://bugzilla.mozilla.org/show_bug.cgi?id=1921768
https://bugzilla.mozilla.org/show_bug.cgi?id=1921768
https://www.incibe.es/en/incibe-cert/notices/aviso/path-traversal-vulnerability-quickcms
https://www.incibe.es/en/incibe-cert/notices/aviso/path-traversal-vulnerability-quickcms
https://global.sharp/products/copier/info/info_security_2024-05.html
https://global.sharp/products/copier/info/info_security_2024-05.html
https://global.sharp/products/copier/info/info_security_2024-05.html
https://global.sharp/products/copier/info/info_security_2024-05.html
https://global.sharp/products/copier/info/info_security_2024-05.html
https://global.sharp/products/copier/info/info_security_2024-05.html
https://support.zabbix.com/browse/ZBX-25626
https://support.zabbix.com/browse/ZBX-25626
https://support.microfocus.com/kb/kmdoc.php?id=KM03544106
https://support.microfocus.com/kb/kmdoc.php?id=KM03544106
https://global.sharp/products/copier/info/info_security_2024-05.html
https://global.sharp/products/copier/info/info_security_2024-05.html
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About this data

This report brings together information from several sources including:
CISA Known Exploited Vulnerabilities Catalog
CVE Program
FIRST - Exploit Prediction Scoring System (EPSS)

Note: The information in this report represents a snapshot in time and may become outdated by the time
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited
Vulnerabilities Catalog.

For further information please contact SC3@gov.scot
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