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Weekly Vulnerability Report 
10 December 2024 

This report summarizes the known software vulnerabilities published during the period 2-8 December 
2024. This data can help users prioritise and manage the vulnerabilities that might pose a risk to their 
organisations. 

It includes a breakdown of vulnerabilities by vendor, and a table of vulnerabilities with the highest severity 
rating (CVSSv3 Base Score >=9). The tables also indicate whether a vulnerability has been exploited 
according to the CISA Known Exploited Catalog. 

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or 
remediation guidance. 

  

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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Count of vulnerabilities by software vendor (top 10), 2-8 December 2024 
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Vulnerabilities with highest severity, 2-8 December 2024 

CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2018-
9430 

02-12-2024 Google Android 9.8  No 

CVE-2024-
12155 

06-12-2024 matthias-reuter SV100 Companion 9.8  No 

CVE-2024-
12209 

08-12-2024 wphealth WP Umbrella: Update Backup 
Restore & Monitoring 

9.8 NA No 

CVE-2024-
40744 

04-12-2024 tassos.gr Convert Forms component for 
Joomla 

9.8  No 

CVE-2024-
46909 

02-12-2024 Progress 
Software 
Corporation 

WhatsUp Gold 9.8  No 

CVE-2024-
48871 

06-12-2024 Planet 
Technology 

Planet WGS-804HPT 9.8  No 

CVE-2024-
48874 

06-12-2024 Ruijie Reyee OS 9.8  No 

CVE-2024-
52320 

06-12-2024 Planet 
Technology 

Planet WGS-804HPT 9.8  No 

CVE-2024-
52324 

06-12-2024 Ruijie Reyee OS 9.8  No 

CVE-2024-
52335 

06-12-2024 Siemens syngo.plaza VB30E 9.8  No 

https://source.android.com/docs/security/bulletin/pixel/2018-07-01
https://source.android.com/docs/security/bulletin/pixel/2018-07-01
https://www.wordfence.com/threat-intel/vulnerabilities/id/c244eb33-acaf-460b-ae1d-6688b21cc60f?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/c244eb33-acaf-460b-ae1d-6688b21cc60f?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/c74ce3e8-cab9-4cc6-a1ad-1e51f7268474?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/c74ce3e8-cab9-4cc6-a1ad-1e51f7268474?source=cve
https://www.tassos.gr/joomla-extensions/convert-forms
https://www.tassos.gr/joomla-extensions/convert-forms
https://www.progress.com/network-monitoring
https://www.progress.com/network-monitoring
https://www.cisa.gov/news-events/ics-advisories/icsa-24-340-02
https://www.cisa.gov/news-events/ics-advisories/icsa-24-340-02
https://www.cisa.gov/news-events/ics-advisories/icsa-24-338-01
https://www.cisa.gov/news-events/ics-advisories/icsa-24-338-01
https://www.cisa.gov/news-events/ics-advisories/icsa-24-340-02
https://www.cisa.gov/news-events/ics-advisories/icsa-24-340-02
https://www.cisa.gov/news-events/ics-advisories/icsa-24-338-01
https://www.cisa.gov/news-events/ics-advisories/icsa-24-338-01
https://www.siemens-healthineers.com/en-us/support-documentation/cybersecurity/shsa-160244
https://www.siemens-healthineers.com/en-us/support-documentation/cybersecurity/shsa-160244
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
52544 

03-12-2024 Lorex 2K Indoor Wi-Fi Security Camera 9.8  No 

CVE-2024-
54135 

06-12-2024 MacWarrior clipbucket-v5 9.8  No 

CVE-2024-
54136 

06-12-2024 MacWarrior clipbucket-v5 9.8  No 

CVE-2024-
8785 

02-12-2024 Progress 
Software 
Corporation 

WhatsUp Gold 9.8  No 

CVE-2024-
50388 

06-12-2024 QNAP Systems 
Inc. 

HBS 3 Hybrid Backup Sync 9.5  No 

CVE-2024-
50389 

06-12-2024 QNAP Systems 
Inc. 

QuRouter 9.5  No 

CVE-2024-
10576 

04-12-2024 Infinix Mobile com.transsion.agingfunction 9.4  No 

CVE-2024-
47547 

06-12-2024 Ruijie Reyee OS 9.4  No 

CVE-2024-
48840 

05-12-2024 ABB ASPECT-Enterprise 9.3  No 

CVE-2024-
48845 

05-12-2024 ABB ASPECT-Enterprise 9.3  No 

CVE-2024-
51545 

05-12-2024 ABB ASPECT-Enterprise 9.3  No 

https://github.com/sfewer-r7/LorexExploit
https://github.com/sfewer-r7/LorexExploit
https://github.com/MacWarrior/clipbucket-v5/security/advisories/GHSA-4523-mqmv-wrqx
https://github.com/MacWarrior/clipbucket-v5/security/advisories/GHSA-4523-mqmv-wrqx
https://github.com/MacWarrior/clipbucket-v5/security/advisories/GHSA-vxvf-5cmq-5f78
https://github.com/MacWarrior/clipbucket-v5/security/advisories/GHSA-vxvf-5cmq-5f78
https://www.progress.com/network-monitoring
https://www.progress.com/network-monitoring
https://www.qnap.com/en/security-advisory/qsa-24-41
https://www.qnap.com/en/security-advisory/qsa-24-41
https://www.qnap.com/en/security-advisory/qsa-24-45
https://www.qnap.com/en/security-advisory/qsa-24-45
https://cert.pl/en/posts/2024/12/CVE-2024-10576/
https://cert.pl/en/posts/2024/12/CVE-2024-10576/
https://www.cisa.gov/news-events/ics-advisories/icsa-24-338-01
https://www.cisa.gov/news-events/ics-advisories/icsa-24-338-01
https://search.abb.com/library/Download.aspx?DocumentID=9AKK108469A7497&LanguageCode=en&DocumentPartId=&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=9AKK108469A7497&LanguageCode=en&DocumentPartId=&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=9AKK108469A7497&LanguageCode=en&DocumentPartId=&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=9AKK108469A7497&LanguageCode=en&DocumentPartId=&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=9AKK108469A7497&LanguageCode=en&DocumentPartId=&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=9AKK108469A7497&LanguageCode=en&DocumentPartId=&Action=Launch


 
 
 

 

Scottish Cyber Coordination Centre 0300 244 9700        SC3@gov.scot 

CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
51550 

05-12-2024 ABB ASPECT-Enterprise 9.3  No 

CVE-2024-
51555 

05-12-2024 ABB ASPECT-Enterprise 9.3  No 

CVE-2024-
51615 

06-12-2024 Owen Cutajar & 
Hyder Jaffari 

WordPress Auction Plugin 9.3  No 

CVE-2024-
54143 

06-12-2024 openwrt asu 9.3  No 

CVE-2024-
54221 

04-12-2024 Roninwp FAT Services Booking 9.3  No 

CVE-2024-
6516 

05-12-2024 ABB ASPECT-Enterprise 9.3  No 

CVE-2024-
53990 

02-12-2024 AsyncHttpClient async-http-client 9.2  No 

CVE-2024-
54129 

05-12-2024 nasa-jpl ION-DTN 9.2  No 

CVE-2024-
54130 

05-12-2024 nasa-jpl ION-DTN 9.2  No 

CVE-2024-
53810 

06-12-2024 Najeeb Ahmad Simple User Registration 9.1  No 

CVE-2024-
10773 

06-12-2024 SICK AG SICK InspectorP61x 9  No 

CVE-2024-
51815 

06-12-2024 WP Sharks s2Member Pro 9  No 

https://search.abb.com/library/Download.aspx?DocumentID=9AKK108469A7497&LanguageCode=en&DocumentPartId=&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=9AKK108469A7497&LanguageCode=en&DocumentPartId=&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=9AKK108469A7497&LanguageCode=en&DocumentPartId=&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=9AKK108469A7497&LanguageCode=en&DocumentPartId=&Action=Launch
https://patchstack.com/database/wordpress/plugin/wp-auctions/vulnerability/wordpress-wordpress-auction-plugin-plugin-3-7-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/wp-auctions/vulnerability/wordpress-wordpress-auction-plugin-plugin-3-7-sql-injection-vulnerability?_s_id=cve
https://github.com/openwrt/asu/security/advisories/GHSA-r3gq-96h6-3v7q
https://github.com/openwrt/asu/security/advisories/GHSA-r3gq-96h6-3v7q
https://patchstack.com/database/wordpress/plugin/fat-services-booking/vulnerability/wordpress-fat-services-booking-plugin-5-6-unauthenticated-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/fat-services-booking/vulnerability/wordpress-fat-services-booking-plugin-5-6-unauthenticated-sql-injection-vulnerability?_s_id=cve
https://search.abb.com/library/Download.aspx?DocumentID=9AKK108469A7497&LanguageCode=en&DocumentPartId=&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=9AKK108469A7497&LanguageCode=en&DocumentPartId=&Action=Launch
https://github.com/AsyncHttpClient/async-http-client/security/advisories/GHSA-mfj5-cf8g-g2fv
https://github.com/AsyncHttpClient/async-http-client/security/advisories/GHSA-mfj5-cf8g-g2fv
https://github.com/nasa-jpl/ION-DTN/security/advisories/GHSA-393w-w6jh-pq3j
https://github.com/nasa-jpl/ION-DTN/security/advisories/GHSA-393w-w6jh-pq3j
https://github.com/nasa-jpl/ION-DTN/security/advisories/GHSA-7pj7-hfwv-q3v6
https://github.com/nasa-jpl/ION-DTN/security/advisories/GHSA-7pj7-hfwv-q3v6
https://patchstack.com/database/wordpress/plugin/wp-registration/vulnerability/wordpress-simple-user-registration-plugin-5-5-broken-access-control-on-user-deletion-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/wp-registration/vulnerability/wordpress-simple-user-registration-plugin-5-5-broken-access-control-on-user-deletion-vulnerability?_s_id=cve
https://sick.com/psirt
https://sick.com/psirt
https://patchstack.com/database/wordpress/plugin/s2member/vulnerability/wordpress-s2member-excellent-for-all-kinds-of-memberships-content-restriction-paywalls-member-access-subscriptions-plugin-241114-remote-code-execution-rce-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/s2member/vulnerability/wordpress-s2member-excellent-for-all-kinds-of-memberships-content-restriction-paywalls-member-access-subscriptions-plugin-241114-remote-code-execution-rce-vulnerability?_s_id=cve
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About this data 

This report brings together information from several sources including: 

• CISA Known Exploited Vulnerabilities Catalog 

• CVE Program 

• FIRST - Exploit Prediction Scoring System (EPSS) 

Note: The information in this report represents a snapshot in time and may become outdated by the time 
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited 
Vulnerabilities Catalog. 

For further information please contact SC3@gov.scot 


