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Weekly Vulnerability Report 
5 November 2024 

This report summarizes the known software vulnerabilities published during the period 28 October-3 
November 2024. This data can help users prioritise and manage the vulnerabilities that might pose a risk to 
their organisations. 

It includes a breakdown of vulnerabilities by vendor, a table of vulnerabilities with the highest likelihood of 
being exploited (EPSS >0.001), and a table of vulnerabilities with the highest severity rating (CVSSv3 Base 
Score >=9). The tables also indicate whether a vulnerability has been exploited according to the CISA Known 
Exploited Catalog. 

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or 
remediation guidance. 

  

https://www.first.org/epss/data_stats
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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Count of vulnerabilities by software vendor (top 10), 28 October-3 November 
2024 
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Vulnerabilities with highest likelihood of exploitation, 28 October-3 
November 2024 

CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
10434 

28-10-2024 Tenda AC1206 8.7 0.004 No 

CVE-2024-
10446 

28-10-2024 Project 
Worlds 

Online Time Table 
Generator 

5.3 0.002 No 

CVE-2024-
10449 

28-10-2024 Codezips Hospital Appointment 
System 

6.9 0.001 No 

CVE-2024-
10509 

30-10-2024 Codezips Online Institute 
Management System 

6.9 0.001 No 

CVE-2024-
10556 

31-10-2024 Codezips Pet Shop Management 
System 

6.9 0.001 No 

CVE-2024-
10561 

31-10-2024 Codezips Pet Shop Management 
System 

6.9 0.001 No 

CVE-2024-
10595 

31-10-2024 ESAFENET CDG 5.3 0.001 No 

CVE-2024-
7774 

29-10-2024 langchain-ai langchain-ai/langchainjs 6.5 0.001 No 

CVE-2024-
10433 

28-10-2024 Project 
Worlds 

Simple Web-Based Chat 
Application 

5.3 0.001 No 

CVE-2024-
10448 

28-10-2024 code-
projects 

Blood Bank Management 
System 

6.9 0.001 No 

https://vuldb.com/?id.281985
https://vuldb.com/?id.281985
https://vuldb.com/?id.282006
https://vuldb.com/?id.282006
https://vuldb.com/?id.282009
https://vuldb.com/?id.282009
https://vuldb.com/?id.282449
https://vuldb.com/?id.282449
https://vuldb.com/?id.282558
https://vuldb.com/?id.282558
https://vuldb.com/?id.282561
https://vuldb.com/?id.282561
https://vuldb.com/?id.282607
https://vuldb.com/?id.282607
https://huntr.com/bounties/8fe40685-b714-4191-af7a-3de5e5628cee
https://huntr.com/bounties/8fe40685-b714-4191-af7a-3de5e5628cee
https://vuldb.com/?id.281984
https://vuldb.com/?id.281984
https://vuldb.com/?id.282008
https://vuldb.com/?id.282008


 
 
 

 

Scottish Cyber Coordination Centre 0300 244 9700        SC3@gov.scot 

CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
10557 

31-10-2024 code-
projects 

Blood Bank Management 
System 

6.9 0.001 No 

CVE-2024-
9162 

28-10-2024 yaniiliev All-in-One WP Migration 
and Backup 

7.2 0.001 No 

  

https://vuldb.com/?id.282559
https://vuldb.com/?id.282559
https://www.wordfence.com/threat-intel/vulnerabilities/id/d97c3379-56c9-4261-9a70-3119ec121a40?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/d97c3379-56c9-4261-9a70-3119ec121a40?source=cve
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Vulnerabilities with highest severity, 28 October-3 November 2024 

CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
33699 

30-10-2024 LevelOne WBR-6012 9.9  No 

CVE-2024-
50427 

29-10-2024 Devsoft 
Baltic OÜ 

SurveyJS: Drag & Drop WordPress 
Form Builder 

9.9  No 

CVE-2024-
50480 

29-10-2024 azexo Marketing Automation by AZEXO 9.9  No 

CVE-2024-
50511 

30-10-2024 David 
DONISA 

WP donimedia carousel 9.9  No 

CVE-2024-
51478 

31-10-2024 YesWiki yeswiki 9.9  No 

CVE-2024-
10392 

31-10-2024 senols AI Power: Complete AI Pack 9.8 0.001 No 

CVE-2024-
10440 

28-10-2024 Sunnet eHRD CTMS 9.8 0.001 No 

CVE-2024-
10467 

29-10-2024 Mozilla Firefox 9.8  No 

CVE-2024-
10468 

29-10-2024 Mozilla Firefox 9.8  No 

CVE-2024-
45656 

29-10-2024 IBM Flexible Service Processor 9.8 0.001 No 

https://talosintelligence.com/vulnerability_reports/TALOS-2024-1984
https://talosintelligence.com/vulnerability_reports/TALOS-2024-1984
https://patchstack.com/database/vulnerability/surveyjs/wordpress-surveyjs-plugin-1-9-136-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/surveyjs/wordpress-surveyjs-plugin-1-9-136-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/marketing-automation-by-azexo/wordpress-marketing-automation-by-azexo-plugin-1-27-80-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/marketing-automation-by-azexo/wordpress-marketing-automation-by-azexo-plugin-1-27-80-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wp-donimedia-carousel/wordpress-wp-donimedia-carousel-plugin-1-0-1-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wp-donimedia-carousel/wordpress-wp-donimedia-carousel-plugin-1-0-1-arbitrary-file-upload-vulnerability?_s_id=cve
https://github.com/YesWiki/yeswiki/security/advisories/GHSA-4fvx-h823-38v3
https://github.com/YesWiki/yeswiki/security/advisories/GHSA-4fvx-h823-38v3
https://www.wordfence.com/threat-intel/vulnerabilities/id/cd8a45c9-ca48-4ea6-b34e-f05206f16155?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/cd8a45c9-ca48-4ea6-b34e-f05206f16155?source=cve
https://www.twcert.org.tw/tw/cp-132-8168-02720-1.html
https://www.twcert.org.tw/tw/cp-132-8168-02720-1.html
https://bugzilla.mozilla.org/buglist.cgi?bug_id=1829029%2C1888538%2C1900394%2C1904059%2C1917742%2C1919809%2C1923706
https://bugzilla.mozilla.org/buglist.cgi?bug_id=1829029%2C1888538%2C1900394%2C1904059%2C1917742%2C1919809%2C1923706
https://bugzilla.mozilla.org/show_bug.cgi?id=1914982
https://bugzilla.mozilla.org/show_bug.cgi?id=1914982
https://www.ibm.com/support/pages/node/7174183
https://www.ibm.com/support/pages/node/7174183
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
47939 

01-11-2024 Ricoh 
Company, 
Ltd. 

Multiple laser printers and MFPs 
which implement Web Image 
Monitor 

9.8  No 

CVE-2024-
50475 

29-10-2024 Scott 
Gamon 

Signup Page 9.8  No 

CVE-2024-
50476 

29-10-2024 GRÜN 
Software 
Group 
GmbH 

GRÜN spendino Spendenformular 9.8  No 

CVE-2024-
50477 

28-10-2024 Stacks Stacks Mobile App Builder 9.8 0.001 No 

CVE-2024-
50478 

28-10-2024 Swoop 1-Click Login: Passwordless 
Authentication 

9.8 0.001 No 

CVE-2024-
50483 

28-10-2024 meetup Meetup 9.8 0.001 No 

CVE-2024-
50485 

29-10-2024 Udit Rawat Exam Matrix 9.8  No 

CVE-2024-
50486 

28-10-2024 Acnoo Acnoo Flutter API 9.8 0.001 No 

CVE-2024-
50487 

28-10-2024 MaanTheme MaanStore API 9.8 0.001 No 

CVE-2024-
50489 

28-10-2024 Realty 
Workstation 

Realty Workstation 9.8 0.001 No 

https://www.ricoh.com/products/security/vulnerabilities/vul?id=ricoh-2024-000011
https://www.ricoh.com/products/security/vulnerabilities/vul?id=ricoh-2024-000011
https://patchstack.com/database/vulnerability/signup-page/wordpress-signup-page-plugin-1-0-arbitrary-option-update-to-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/signup-page/wordpress-signup-page-plugin-1-0-arbitrary-option-update-to-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/spendino/wordpress-gruen-spendino-spendenformular-plugin-1-0-1-arbitrary-option-update-to-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/spendino/wordpress-gruen-spendino-spendenformular-plugin-1-0-1-arbitrary-option-update-to-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/stacks-mobile-app-builder/wordpress-stacks-mobile-app-builder-plugin-5-2-3-account-takeover-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/stacks-mobile-app-builder/wordpress-stacks-mobile-app-builder-plugin-5-2-3-account-takeover-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/swoop-password-free-authentication/wordpress-1-click-login-passwordless-authentication-plugin-1-4-5-broken-authentication-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/swoop-password-free-authentication/wordpress-1-click-login-passwordless-authentication-plugin-1-4-5-broken-authentication-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/meetup/wordpress-meetup-plugin-0-1-broken-authentication-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/meetup/wordpress-meetup-plugin-0-1-broken-authentication-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/exam-matrix/wordpress-exam-matrix-plugin-1-5-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/exam-matrix/wordpress-exam-matrix-plugin-1-5-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/acnoo-flutter-api/wordpress-acnoo-flutter-api-plugin-1-0-5-account-takeover-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/acnoo-flutter-api/wordpress-acnoo-flutter-api-plugin-1-0-5-account-takeover-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/maanstore-api/wordpress-maanstore-api-plugin-1-0-1-account-takeover-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/maanstore-api/wordpress-maanstore-api-plugin-1-0-1-account-takeover-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/realty-workstation/wordpress-realty-workstation-plugin-1-0-45-account-takeover-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/realty-workstation/wordpress-realty-workstation-plugin-1-0-45-account-takeover-vulnerability?_s_id=cve
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
50490 

29-10-2024 Szabolcs 
Szecsenyi 

PegaPoll 9.8  No 

CVE-2024-
50503 

30-10-2024 Deryck 
Oñate 

User Toolkit 9.8  No 

CVE-2024-
50507 

30-10-2024 Daniel 
Schmitzer 

DS.DownloadList 9.8  No 

CVE-2024-
7456 

01-11-2024 lunary-ai lunary-ai/lunary 9.8  No 

CVE-2024-
9988 

29-10-2024 odude Crypto Tool 9.8 0.001 No 

CVE-2024-
9989 

29-10-2024 odude Crypto Tool 9.8 0.001 No 

CVE-2024-
43984 

31-10-2024 Podlove Podlove Podcast Publisher 9.6  No 

CVE-2024-
49674 

31-10-2024 Lukas Huser EKC Tournament Manager 9.6  No 

CVE-2024-
10456 

30-10-2024 Delta 
Electronics 

InfraSuite Device Master 9.3  No 

CVE-2024-
44256 

28-10-2024 Apple macOS 9.3  No 

CVE-2024-
50479 

28-10-2024 Mansur 
Ahamed 

Woocommerce Quote Calculator 9.3 0.001 No 

CVE-2024-
50491 

28-10-2024 Micah Blu RSVP ME 9.3  No 

https://patchstack.com/database/vulnerability/pegapoll/wordpress-pegapoll-plugin-1-0-2-arbitrary-option-update-to-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/pegapoll/wordpress-pegapoll-plugin-1-0-2-arbitrary-option-update-to-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/user-toolkit/wordpress-user-toolkit-plugin-1-2-3-account-takeover-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/user-toolkit/wordpress-user-toolkit-plugin-1-2-3-account-takeover-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/dsdownloadlist/wordpress-ds-downloadlist-plugin-1-3-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/dsdownloadlist/wordpress-ds-downloadlist-plugin-1-3-php-object-injection-vulnerability?_s_id=cve
https://huntr.com/bounties/bfb3015e-5642-4d94-ab49-e8b49c4e07e4
https://huntr.com/bounties/bfb3015e-5642-4d94-ab49-e8b49c4e07e4
https://www.wordfence.com/threat-intel/vulnerabilities/id/7bfe87cf-9883-4f8f-a0f5-23bbc7bb9b7c?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/7bfe87cf-9883-4f8f-a0f5-23bbc7bb9b7c?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/e21bd924-1d96-4371-972a-5c99d67261cc?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/e21bd924-1d96-4371-972a-5c99d67261cc?source=cve
https://patchstack.com/database/vulnerability/podlove-podcasting-plugin-for-wordpress/wordpress-podlove-podcast-publisher-plugin-4-1-13-csrf-to-remote-code-execution-rce-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/podlove-podcasting-plugin-for-wordpress/wordpress-podlove-podcast-publisher-plugin-4-1-13-csrf-to-remote-code-execution-rce-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/ekc-tournament-manager/wordpress-ekc-tournament-manager-plugin-2-2-1-csrf-to-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/ekc-tournament-manager/wordpress-ekc-tournament-manager-plugin-2-2-1-csrf-to-arbitrary-file-upload-vulnerability?_s_id=cve
https://www.cisa.gov/news-events/ics-advisories/icsa-24-303-03
https://www.cisa.gov/news-events/ics-advisories/icsa-24-303-03
https://support.apple.com/en-us/121570
https://support.apple.com/en-us/121570
https://patchstack.com/database/vulnerability/woo-quote-calculator-order/wordpress-woocommerce-quote-calculator-plugin-1-1-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/woo-quote-calculator-order/wordpress-woocommerce-quote-calculator-plugin-1-1-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/rsvp-me/wordpress-rsvp-me-plugin-1-9-9-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/rsvp-me/wordpress-rsvp-me-plugin-1-9-9-sql-injection-vulnerability?_s_id=cve
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
8923 

29-10-2024 ServiceNow Now Platform 9.3  No 

CVE-2024-
10474 

29-10-2024 Mozilla Focus for iOS 9.1  No 

CVE-2024-
38821 

28-10-2024 Spring Spring 9.1  No 

CVE-2024-
44217 

28-10-2024 Apple iOS and iPadOS 9.1  No 

CVE-2024-
48910 

31-10-2024 cure53 DOMPurify 9.1  No 

CVE-2024-
49768 

29-10-2024 Pylons waitress 9.1  No 

CVE-2024-
5982 

29-10-2024 gaizhenbiao gaizhenbiao/chuanhuchatgpt 9.1  No 

CVE-2024-
7474 

29-10-2024 lunary-ai lunary-ai/lunary 9.1  No 

CVE-2024-
7475 

29-10-2024 lunary-ai lunary-ai/lunary 9.1  No 

CVE-2024-
8512 

30-10-2024 w3speedster W3SPEEDSTER 9.1 0.001 No 

CVE-2024-
23309 

30-10-2024 LevelOne WBR-6012 9 0.001 No 

  

https://support.servicenow.com/kb?id=kb_article_view&sysparm_article=KB1706070
https://support.servicenow.com/kb?id=kb_article_view&sysparm_article=KB1706070
https://bugzilla.mozilla.org/show_bug.cgi?id=1863832
https://bugzilla.mozilla.org/show_bug.cgi?id=1863832
https://spring.io/security/cve-2024-38821
https://spring.io/security/cve-2024-38821
https://support.apple.com/en-us/121250
https://support.apple.com/en-us/121250
https://github.com/cure53/DOMPurify/security/advisories/GHSA-p3vf-v8qc-cwcr
https://github.com/cure53/DOMPurify/security/advisories/GHSA-p3vf-v8qc-cwcr
https://github.com/Pylons/waitress/security/advisories/GHSA-9298-4cf8-g4wj
https://github.com/Pylons/waitress/security/advisories/GHSA-9298-4cf8-g4wj
https://huntr.com/bounties/5d5c5356-e893-44d1-b5ca-642aa05d96bb
https://huntr.com/bounties/5d5c5356-e893-44d1-b5ca-642aa05d96bb
https://huntr.com/bounties/95d8b993-3347-4ef5-a2b3-1f57219b7871
https://huntr.com/bounties/95d8b993-3347-4ef5-a2b3-1f57219b7871
https://huntr.com/bounties/78c824f7-3b6d-443d-bb76-0f8031c6c126
https://huntr.com/bounties/78c824f7-3b6d-443d-bb76-0f8031c6c126
https://www.wordfence.com/threat-intel/vulnerabilities/id/2a56eb63-ba5c-4452-8ab9-f5aeaf53adda?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/2a56eb63-ba5c-4452-8ab9-f5aeaf53adda?source=cve
https://talosintelligence.com/vulnerability_reports/TALOS-2024-1996
https://talosintelligence.com/vulnerability_reports/TALOS-2024-1996
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About this data 

This report brings together information from several sources including: 

• CISA Known Exploited Vulnerabilities Catalog 

• CVE Program 

• FIRST - Exploit Prediction Scoring System (EPSS) 

Note: The information in this report represents a snapshot in time and may become outdated by the time 
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited 
Vulnerabilities Catalog. 

For further information please contact SC3@gov.scot 


