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Weekly Vulnerability Report 
26 November 2024 

This report summarizes the known software vulnerabilities published during the period 18-24 November 
2024. This data can help users prioritise and manage the vulnerabilities that might pose a risk to their 
organisations. 

It includes a breakdown of vulnerabilities by vendor, a table of vulnerabilities with the highest likelihood of 
being exploited (EPSS >0.001), and a table of vulnerabilities with the highest severity rating (CVSSv3 Base 
Score >=9). The tables also indicate whether a vulnerability has been exploited according to the CISA Known 
Exploited Catalog. 

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or 
remediation guidance. 

  

https://www.first.org/epss/data_stats
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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Count of vulnerabilities by software vendor (top 10), 18-24 November 2024 
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Vulnerabilities with highest likelihood of exploitation, 18-24 November 2024 

CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
9474 

18-11-2024 Palo Alto 
Networks 

Cloud NGFW 6.9 0.974 Yes 

CVE-2024-
0012 

18-11-2024 Palo Alto 
Networks 

Cloud NGFW 9.3 0.966 Yes 

CVE-2020-
26073 

18-11-2024 Cisco Cisco Catalyst SD-
WAN Manager 

7.5 0.007 No 

CVE-2024-
44308 

19-11-2024 Apple Safari 8.8 0.002 Yes 

CVE-2024-
44309 

19-11-2024 Apple Safari 6.3 0.002 Yes 

CVE-2024-
52433 

18-11-2024 Mindstien 
Technologies 

My Geo Posts Free 9.8 0.001 No 

  

https://security.paloaltonetworks.com/CVE-2024-9474
https://security.paloaltonetworks.com/CVE-2024-9474
https://security.paloaltonetworks.com/CVE-2024-0012
https://security.paloaltonetworks.com/CVE-2024-0012
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-vman-traversal-hQh24tmk
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-vman-traversal-hQh24tmk
https://support.apple.com/en-us/121756
https://support.apple.com/en-us/121756
https://support.apple.com/en-us/121756
https://support.apple.com/en-us/121756
https://patchstack.com/database/vulnerability/my-geo-posts-free/wordpress-my-geo-posts-free-plugin-1-2-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/my-geo-posts-free/wordpress-my-geo-posts-free-plugin-1-2-php-object-injection-vulnerability?_s_id=cve
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Vulnerabilities with highest severity, 18-24 November 2024 

CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
52427 

18-11-2024 Saso Nikolov Event Tickets with Ticket Scanner 9.9  No 

CVE-2024-
52429 

18-11-2024 Anton Hoelstad WP Quick Setup 9.9  No 

CVE-2018-
9341 

19-11-2024 Google Android 9.8  No 

CVE-2018-
9365 

19-11-2024 Google Andrioid 9.8  No 

CVE-2018-
9433 

19-11-2024 Google Android 9.8  No 

CVE-2018-
9467 

19-11-2024 Google Android 9.8  No 

CVE-2018-
9471 

20-11-2024 Google Android 9.8  No 

CVE-2018-
9478 

20-11-2024 Google Android 9.8  No 

CVE-2018-
9479 

20-11-2024 Google Android 9.8  No 

CVE-2023-
51638 

22-11-2024 Allegra Allegra 9.8  No 

CVE-2023-
51639 

22-11-2024 Allegra Allegra 9.8  No 

https://patchstack.com/database/vulnerability/event-tickets-with-ticket-scanner/wordpress-event-tickets-with-ticket-scanner-plugin-2-3-11-remote-code-execution-rce-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/event-tickets-with-ticket-scanner/wordpress-event-tickets-with-ticket-scanner-plugin-2-3-11-remote-code-execution-rce-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wp-quick-setup/wordpress-wp-quick-setup-plugin-2-0-arbitrary-plugin-and-theme-installation-to-remote-code-execution-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wp-quick-setup/wordpress-wp-quick-setup-plugin-2-0-arbitrary-plugin-and-theme-installation-to-remote-code-execution-vulnerability?_s_id=cve
https://source.android.com/security/bulletin/2018-06-01
https://source.android.com/security/bulletin/2018-06-01
https://source.android.com/security/bulletin/2018-07-01
https://source.android.com/security/bulletin/2018-07-01
https://source.android.com/security/bulletin/2018-07-01
https://source.android.com/security/bulletin/2018-07-01
https://source.android.com/security/bulletin/2018-09-01
https://source.android.com/security/bulletin/2018-09-01
https://source.android.com/security/bulletin/2018-09-01
https://source.android.com/security/bulletin/2018-09-01
https://source.android.com/security/bulletin/2018-09-01
https://source.android.com/security/bulletin/2018-09-01
https://source.android.com/security/bulletin/2018-09-01
https://source.android.com/security/bulletin/2018-09-01
https://www.zerodayinitiative.com/advisories/ZDI-24-111/
https://www.zerodayinitiative.com/advisories/ZDI-24-111/
https://www.zerodayinitiative.com/advisories/ZDI-24-110/
https://www.zerodayinitiative.com/advisories/ZDI-24-110/


 
 
 

 

Scottish Cyber Coordination Centre 0300 244 9700        SC3@gov.scot 

CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2023-
51641 

22-11-2024 Allegra Allegra 9.8  No 

CVE-2023-
51642 

22-11-2024 Allegra Allegra 9.8  No 

CVE-2023-
51644 

22-11-2024 Allegra Allegra 9.8  No 

CVE-2023-
52333 

22-11-2024 Allegra Allegra 9.8  No 

CVE-2024-
0138 

22-11-2024 NVIDIA Base Command Manager 9.8  No 

CVE-2024-
10961 

23-11-2024 claudeschlesser Social Login 9.8  No 

CVE-2024-
11236 

24-11-2024 PHP Group PHP 9.8  No 

CVE-2024-
11311 

18-11-2024 TRCore DVC 9.8 0.001 No 

CVE-2024-
11312 

18-11-2024 TRCore DVC 9.8 0.001 No 

CVE-2024-
11313 

18-11-2024 TRCore DVC 9.8 0.001 No 

CVE-2024-
11314 

18-11-2024 TRCore DVC 9.8 0.001 No 

CVE-2024-
11315 

18-11-2024 TRCore DVC 9.8 0.001 No 

https://www.zerodayinitiative.com/advisories/ZDI-24-106/
https://www.zerodayinitiative.com/advisories/ZDI-24-106/
https://www.zerodayinitiative.com/advisories/ZDI-24-105/
https://www.zerodayinitiative.com/advisories/ZDI-24-105/
https://www.zerodayinitiative.com/advisories/ZDI-24-102/
https://www.zerodayinitiative.com/advisories/ZDI-24-102/
https://www.zerodayinitiative.com/advisories/ZDI-24-104/
https://www.zerodayinitiative.com/advisories/ZDI-24-104/
https://nvidia.custhelp.com/app/answers/detail/a_id/5595
https://nvidia.custhelp.com/app/answers/detail/a_id/5595
https://www.wordfence.com/threat-intel/vulnerabilities/id/43a64074-ca64-4c34-b467-06d1ad8c5aa0?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/43a64074-ca64-4c34-b467-06d1ad8c5aa0?source=cve
https://github.com/php/php-src/security/advisories/GHSA-5hqh-c84r-qjcv
https://github.com/php/php-src/security/advisories/GHSA-5hqh-c84r-qjcv
https://www.twcert.org.tw/tw/cp-132-8246-d462a-1.html
https://www.twcert.org.tw/tw/cp-132-8246-d462a-1.html
https://www.twcert.org.tw/tw/cp-132-8248-8dac9-1.html
https://www.twcert.org.tw/tw/cp-132-8248-8dac9-1.html
https://www.twcert.org.tw/tw/cp-132-8250-1837b-1.html
https://www.twcert.org.tw/tw/cp-132-8250-1837b-1.html
https://www.twcert.org.tw/tw/cp-132-8252-91d6a-1.html
https://www.twcert.org.tw/tw/cp-132-8252-91d6a-1.html
https://www.twcert.org.tw/tw/cp-132-8254-8daa2-1.html
https://www.twcert.org.tw/tw/cp-132-8254-8daa2-1.html
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
21855 

21-11-2024 GoCast GoCast 9.8  No 

CVE-2024-
28892 

21-11-2024 GoCast GoCast 9.8  No 

CVE-2024-
29224 

21-11-2024 GoCast GoCast 9.8  No 

CVE-2024-
41779 

22-11-2024 IBM Engineering Systems Design 
Rhapsody - Model Manager 

9.8  No 

CVE-2024-
47138 

22-11-2024 mySCADA myPRO Manager 9.8  No 

CVE-2024-
47208 

18-11-2024 Apache 
Software 
Foundation 

Apache OFBiz 9.8 0.001 No 

CVE-2024-
47533 

18-11-2024 cobbler cobbler 9.8  No 

CVE-2024-
52316 

18-11-2024 Apache 
Software 
Foundation 

Apache Tomcat 9.8  No 

CVE-2024-
52430 

18-11-2024 Lis Lis Video Gallery 9.8 0.001 No 

CVE-2024-
52432 

18-11-2024 NIX Solutions 
Ltd 

NIX Anti-Spam Light 9.8 0.001 No 

CVE-2024-
52433 

18-11-2024 Mindstien 
Technologies 

My Geo Posts Free 9.8 0.001 No 

https://talosintelligence.com/vulnerability_reports/TALOS-2024-1962
https://talosintelligence.com/vulnerability_reports/TALOS-2024-1962
https://talosintelligence.com/vulnerability_reports/TALOS-2024-1960
https://talosintelligence.com/vulnerability_reports/TALOS-2024-1960
https://talosintelligence.com/vulnerability_reports/TALOS-2024-1961
https://talosintelligence.com/vulnerability_reports/TALOS-2024-1961
https://www.ibm.com/support/pages/node/7172535
https://www.ibm.com/support/pages/node/7172535
https://www.cisa.gov/news-events/ics-advisories/icsa-24-326-07
https://www.cisa.gov/news-events/ics-advisories/icsa-24-326-07
https://ofbiz.apache.org/download.html
https://ofbiz.apache.org/download.html
https://github.com/cobbler/cobbler/security/advisories/GHSA-m26c-fcgh-cp6h
https://github.com/cobbler/cobbler/security/advisories/GHSA-m26c-fcgh-cp6h
https://lists.apache.org/thread/lopzlqh91jj9n334g02om08sbysdb928
https://lists.apache.org/thread/lopzlqh91jj9n334g02om08sbysdb928
https://patchstack.com/database/vulnerability/lis-video-gallery/wordpress-lis-video-gallery-plugin-0-2-1-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/lis-video-gallery/wordpress-lis-video-gallery-plugin-0-2-1-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/nix-anti-spam-light/wordpress-nix-anti-spam-light-plugin-0-0-4-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/nix-anti-spam-light/wordpress-nix-anti-spam-light-plugin-0-0-4-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/my-geo-posts-free/wordpress-my-geo-posts-free-plugin-1-2-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/my-geo-posts-free/wordpress-my-geo-posts-free-plugin-1-2-php-object-injection-vulnerability?_s_id=cve
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
52439 

20-11-2024 Mark O’Donnell Team Rosters 9.8  No 

CVE-2024-
52440 

20-11-2024 Bueno Labs 
Pvt. Ltd. 

Xpresslane Fast Checkout 9.8  No 

CVE-2024-
52441 

20-11-2024 Rajesh 
Thanoch 

Quick Learn 9.8  No 

CVE-2024-
52442 

20-11-2024 Userplus UserPlus 9.8  No 

CVE-2024-
52443 

20-11-2024 Nerijus 
Masikonis 

Geolocator 9.8  No 

CVE-2024-
8806 

22-11-2024 Cohesive 
Networks 

VNS3 9.8  No 

CVE-2024-
8807 

22-11-2024 Cohesive 
Networks 

VNS3 9.8  No 

CVE-2024-
8932 

22-11-2024 PHP Group PHP 9.8  No 

CVE-2024-
9511 

23-11-2024 techjewel FluentSMTP – WP SMTP Plugin 
with Amazon SES, SendGrid, 
MailGun, Postmark, Google and Any 
SMTP Provider 

9.8  No 

CVE-2024-
9659 

23-11-2024 dasinfomedia School Management System for 
Wordpress 

9.8  No 

CVE-2024-
9942 

23-11-2024 dasinfomedia WPGYM - Wordpress Gym 
Management System 

9.8  No 

https://patchstack.com/database/vulnerability/team-rosters/wordpress-team-rosters-plugin-4-6-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/team-rosters/wordpress-team-rosters-plugin-4-6-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/xpresslane-integration-for-woocommerce/wordpress-xpresslane-fast-checkout-plugin-1-0-0-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/xpresslane-integration-for-woocommerce/wordpress-xpresslane-fast-checkout-plugin-1-0-0-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/quick-learn/wordpress-quick-learn-plugin-1-0-1-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/quick-learn/wordpress-quick-learn-plugin-1-0-1-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/userplus/wordpress-userplus-plugin-2-0-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/userplus/wordpress-userplus-plugin-2-0-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/geolocator/wordpress-geolocator-plugin-1-1-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/geolocator/wordpress-geolocator-plugin-1-1-php-object-injection-vulnerability?_s_id=cve
https://www.zerodayinitiative.com/advisories/ZDI-24-1230/
https://www.zerodayinitiative.com/advisories/ZDI-24-1230/
https://www.zerodayinitiative.com/advisories/ZDI-24-1231/
https://www.zerodayinitiative.com/advisories/ZDI-24-1231/
https://github.com/php/php-src/security/advisories/GHSA-g665-fm4p-vhff
https://github.com/php/php-src/security/advisories/GHSA-g665-fm4p-vhff
https://www.wordfence.com/threat-intel/vulnerabilities/id/a3deedc4-b939-4c54-8376-95d3728872d4?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/a3deedc4-b939-4c54-8376-95d3728872d4?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/ff1f303f-17fc-4006-b21b-5846216995da?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/ff1f303f-17fc-4006-b21b-5846216995da?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/bae5f22d-5085-4230-a7fc-5db85aa6fbdb?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/bae5f22d-5085-4230-a7fc-5db85aa6fbdb?source=cve
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
52401 

19-11-2024 荒野无灯 Hacklog DownloadManager 9.6  No 

CVE-2024-
52402 

19-11-2024 Cliconomics Exclusive Content Password 
Protect 

9.6  No 

CVE-2024-
6246 

22-11-2024 Wyze Cam v3 9.6 0.001 No 

CVE-2024-
48860 

22-11-2024 QNAP Systems 
Inc. 

QuRouter 9.5  No 

CVE-2024-
38645 

22-11-2024 QNAP Systems 
Inc. 

Notes Station 3 9.4  No 

CVE-2024-
52052 

21-11-2024 Wowza Streaming Engine 9.4  No 

CVE-2024-
0012 

18-11-2024 Palo Alto 
Networks 

Cloud NGFW 9.3 0.966 Yes 

CVE-2024-
38643 

22-11-2024 QNAP Systems 
Inc. 

Notes Station 3 9.3  No 

CVE-2024-
52431 

18-11-2024 Pressaholic WordPress Video Robot - The 
Ultimate Video Importer 

9.3 0.001 No 

CVE-2024-
10127 

20-11-2024 M-Files 
Corporation 

M-Files Server 9.2  No 

CVE-2024-
10094 

20-11-2024 Pegasystems Pega Infinity 9.1  No 

CVE-2024-
52434 

18-11-2024 Supsystic Popup by Supsystic 9.1  No 

https://patchstack.com/database/vulnerability/hacklog-downloadmanager/wordpress-hacklog-downloadmanager-plugin-2-1-4-csrf-to-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/hacklog-downloadmanager/wordpress-hacklog-downloadmanager-plugin-2-1-4-csrf-to-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/exclusive-content-password-protect/wordpress-exclusive-content-password-protect-plugin-1-1-0-csrf-to-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/exclusive-content-password-protect/wordpress-exclusive-content-password-protect-plugin-1-1-0-csrf-to-arbitrary-file-upload-vulnerability?_s_id=cve
https://www.zerodayinitiative.com/advisories/ZDI-24-837/
https://www.zerodayinitiative.com/advisories/ZDI-24-837/
https://www.qnap.com/en/security-advisory/qsa-24-44
https://www.qnap.com/en/security-advisory/qsa-24-44
https://www.qnap.com/en/security-advisory/qsa-24-36
https://www.qnap.com/en/security-advisory/qsa-24-36
https://www.wowza.com/docs/wowza-streaming-engine-4-9-1-release-notes
https://www.wowza.com/docs/wowza-streaming-engine-4-9-1-release-notes
https://security.paloaltonetworks.com/CVE-2024-0012
https://security.paloaltonetworks.com/CVE-2024-0012
https://www.qnap.com/en/security-advisory/qsa-24-36
https://www.qnap.com/en/security-advisory/qsa-24-36
https://patchstack.com/database/vulnerability/wp-video-robot/wordpress-wp-video-robot-plugin-1-20-0-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wp-video-robot/wordpress-wp-video-robot-plugin-1-20-0-sql-injection-vulnerability?_s_id=cve
https://product.m-files.com/security-advisories/CVE-2024-10127
https://product.m-files.com/security-advisories/CVE-2024-10127
https://support.pega.com/support-doc/pega-security-advisory-d24-vulnerability-remediation-note
https://support.pega.com/support-doc/pega-security-advisory-d24-vulnerability-remediation-note
https://patchstack.com/database/vulnerability/popup-by-supsystic/wordpress-popup-by-supsystic-plugin-1-10-29-remote-code-execution-rce-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/popup-by-supsystic/wordpress-popup-by-supsystic-plugin-1-10-29-remote-code-execution-rce-vulnerability?_s_id=cve
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
11666 

24-11-2024 hardy-barth cph2_echarge_firmware 9  No 

  

https://www.onekey.com/resource/critical-vulnerabilities-in-ev-charging-stations-analysis-of-echarge-controllers
https://www.onekey.com/resource/critical-vulnerabilities-in-ev-charging-stations-analysis-of-echarge-controllers
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About this data 

This report brings together information from several sources including: 

• CISA Known Exploited Vulnerabilities Catalog 

• CVE Program 

• FIRST - Exploit Prediction Scoring System (EPSS) 

Note: The information in this report represents a snapshot in time and may become outdated by the time 
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited 
Vulnerabilities Catalog. 

For further information please contact SC3@gov.scot 


