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Weekly Vulnerability Report

19 November 2024

This report summarizes the known software vulnerabilities published during the period 11-17 November
2024. This data can help users prioritise and manage the vulnerabilities that might pose a risk to their
organisations.

It includes a breakdown of vulnerabilities by vendor, a table of vulnerabilities with the highest likelihood of
being exploited (EPSS >0.001), and a table of vulnerabilities with the highest severity rating (CVSSv3 Base

Score >=9). The tables also indicate whether a vulnerability has been exploited according to the CISA Known
Exploited Catalog.

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or
remediation guidance.
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https://www.first.org/epss/data_stats
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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Count of vulnerabilities by software vendor (top 10), 11-17 November 2024
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Vulnerabilities with highest likelihood of exploitation, 11-17 November 2024

Date Base Probability of
CVE Published Vendor Product Score Exploitation Exploited
CVE-2024- 12-11-2024 Microsoft Windows Server 2025 6.5 0.005 Yes
4345]
CVE-2024- 13-11-2024 Google Android 7.8 0.002 Yes
43093
CVE-2024- 1-11-2024 Tenda AC10 8.7 0.002 No
11061
CVE-2024- 12-11-2024 TimGeyssens UlOMatic 51 0.002 No
mM24
CVE-2024- 12-11-2024 code- Job Recruitment 53 0.002 No
m27 projects
CVE-2024- 1-11-2024 itsourcecode Tailoring Management 53 0.002 No
NO74 System
CVE-2024- 11-1-2024 code- Job Recruitment 53 0.002 No
1076 projects
CVE-2024- 11-1-2024 code- Job Recruitment 6.9 0.002 No
1077 projects
CVE-2024- 13-11-2024 Ivanti EPM 7.8 0.001 No
34787
CVE-2024- 12-11-2024 Microsoft Windows 10 Version 1809 8.8 0.001 No
43620
CVE-2024- 12-11-2024 Microsoft Windows Server 2025 8.8 0.001 No
43621
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43451
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43451
https://android.googlesource.com/platform/frameworks/base/+/67d6e08322019f7ed8e3f80bd6cd16f8bcb809ed
https://android.googlesource.com/platform/frameworks/base/+/67d6e08322019f7ed8e3f80bd6cd16f8bcb809ed
https://vuldb.com/?id.283807
https://vuldb.com/?id.283807
https://vuldb.com/?id.283972
https://vuldb.com/?id.283972
https://vuldb.com/?id.283975
https://vuldb.com/?id.283975
https://vuldb.com/?id.283870
https://vuldb.com/?id.283870
https://vuldb.com/?id.283871
https://vuldb.com/?id.283871
https://vuldb.com/?id.283872
https://vuldb.com/?id.283872
https://forums.ivanti.com/s/article/Security-Advisory-EPM-November-2024-for-EPM-2024-and-EPM-2022
https://forums.ivanti.com/s/article/Security-Advisory-EPM-November-2024-for-EPM-2024-and-EPM-2022
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43620
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43620
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43621
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43621
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Date Base Probability of

CVE Published Vendor Product Score Exploitation Exploited
CVE-2024- 12-11-2024 Microsoft Windows 10 Version 1809 8.8 0.001 No
43622
CVE-2024- 12-11-2024 Microsoft Microsoft SQL Server 2017 8.8 0.001 No
48994 (GDR)
CVE-2024- 12-11-2024 Microsoft Microsoft SQL Server 2017 8.8 0.001 No
48995 (GDR)
CVE-2024- 12-11-2024 Microsoft Microsoft SQL Server 2017 8.8 0.001 No
48996 (GDR)
CVE-2024- 12-11-2024 Microsoft Microsoft SQL Server 2017 8.8 0.001 No
48997 (GDR)
CVE-2024- 12-11-2024 Microsoft Microsoft SQL Server 2017 8.8 0.001 No
48998 (GDR)
CVE-2024- 12-11-2024 Microsoft Microsoft SQL Server 2017 8.8 0.001 No
48999 (GDR)
CVE-2024- 12-11-2024 Microsoft Microsoft SQL Server 2017 8.8 0.001 No
49000 (GDR)
CVE-2024- 12-11-2024 Microsoft Microsoft SQL Server 2019 8.8 0.001 No
49001 (CU 29)
CVE-2024- 12-11-2024 Microsoft Microsoft SQL Server 2017 8.8 0.001 No
49002 (GDR)
CVE-2024- 12-11-2024 Microsoft Microsoft SQL Server 2019 8.8 0.001 No
49003 (CU 29)
CVE-2024- 12-11-2024 Microsoft Microsoft SQL Server 2017 8.8 0.001 No
49004 (GDR)
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43622
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43622
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-48994
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-48994
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-48995
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-48995
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-48996
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-48996
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-48997
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-48997
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-48998
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-48998
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-48999
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-48999
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49000
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49000
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49001
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49001
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49002
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49002
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49003
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49003
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49004
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49004
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Date Base Probability of

CVE Published Vendor Product Score Exploitation Exploited
CVE-2024- 12-11-2024 Microsoft Microsoft SQL Server 2017 8.8 0.001 No
49005 (GDR)
CVE-2024- 12-11-2024 Microsoft Microsoft SQL Server 2017 8.8 0.001 No
49006 (GDR)
CVE-2024- 12-11-2024 Microsoft Microsoft SQL Server 2017 8.8 0.001 No
49007 (GDR)
CVE-2024- 12-11-2024 Microsoft Microsoft SQL Server 2017 8.8 0.001 No
49008 (GDR)
CVE-2024- 12-11-2024 Microsoft Microsoft SQL Server 2017 8.8 0.001 No
49009 (GDR)
CVE-2024- 12-11-2024 Microsoft Microsoft SQL Server 2017 8.8 0.001 No
49010 (GDR)
CVE-2024- 12-11-2024 Microsoft Microsoft SQL Server 2017 8.8 0.001 No
49011 (GDR)
CVE-2024- 12-11-2024 Microsoft Microsoft SQL Server 2017 8.8 0.001 No
49012 (GDR)
CVE-2024- 12-11-2024 Microsoft Microsoft SQL Server 2017 8.8 0.001 No
49013 (GDR)
CVE-2024- 12-11-2024 Microsoft Microsoft SQL Server 2017 8.8 0.001 No
49014 (GDR)
CVE-2024- 12-11-2024 Microsoft Microsoft SQL Server 2019 8.8 0.001 No
49015 (CU 29)
CVE-2024- 12-11-2024 Microsoft Microsoft SQL Server 2017 8.8 0.001 No
49016 (GDR)
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49005
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49005
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49006
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49006
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49007
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49007
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49008
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49008
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49009
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49009
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49010
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49010
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49011
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49011
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49012
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49012
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49013
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49013
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49014
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49014
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49015
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49015
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49016
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49016
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Date Base Probability of

CVE Published Vendor Product Score Exploitation Exploited
CVE-2024- 12-11-2024 Microsoft Microsoft SQL Server 2017 8.8 0.001 No
49017 (GDR)
CVE-2024- 12-11-2024 Microsoft Microsoft SQL Server 2017 8.8 0.001 No
49018 (GDR)
CVE-2024- 12-11-2024 Ivanti Endpoint Manager 7.8 0.001 No
50322
CVE-2024- 12-11-2024 Ivanti Endpoint Manager 7.2 0.001 No
50324
CVE-2024- 12-11-2024 Ivanti Endpoint Manager 8.8 0.001 No
50329
CVE-2024- 12-11-2024 Microsoft Windows Server 2025 8.8 0.001 Yes
49039
CVE-2021- 15-11-2024 Cisco Cisco Catalyst SD-WAN 5 0.001 No
1464 Manager
CVE-2024- 12-11-2024 Microsoft Microsoft Office LTSC for 7.5 0.001 No
49033 Mac 2024
CVE-2024- 12-11-2024 Adobe Substance3D - Painter 7.8 0.001 No
477431
CVE-2024- 12-11-2024 Adobe Illustrator 7.8 0.001 No
477450
CVE-2024- 12-11-2024 Adobe InDesign Desktop 7.8 0.001 No
49507
CVE-2024- 12-11-2024 Adobe InDesign Desktop 7.8 0.001 No
49508
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49017
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49017
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49018
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49018
https://https/forums.ivanti.com/s/article/Security-Advisory-EPM-November-2024-for-EPM-2024-and-EPM-2022
https://https/forums.ivanti.com/s/article/Security-Advisory-EPM-November-2024-for-EPM-2024-and-EPM-2022
https://forums.ivanti.com/s/article/Security-Advisory-EPM-November-2024-for-EPM-2024-and-EPM-2022
https://forums.ivanti.com/s/article/Security-Advisory-EPM-November-2024-for-EPM-2024-and-EPM-2022
https://forums.ivanti.com/s/article/Security-Advisory-EPM-November-2024-for-EPM-2024-and-EPM-2022
https://forums.ivanti.com/s/article/Security-Advisory-EPM-November-2024-for-EPM-2024-and-EPM-2022
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49039
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49039
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-vman-authorization-b-GUEpSLK
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-vman-authorization-b-GUEpSLK
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49033
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49033
https://helpx.adobe.com/security/products/substance3d_painter/apsb24-86.html
https://helpx.adobe.com/security/products/substance3d_painter/apsb24-86.html
https://helpx.adobe.com/security/products/illustrator/apsb24-87.html
https://helpx.adobe.com/security/products/illustrator/apsb24-87.html
https://helpx.adobe.com/security/products/indesign/apsb24-88.html
https://helpx.adobe.com/security/products/indesign/apsb24-88.html
https://helpx.adobe.com/security/products/indesign/apsb24-88.html
https://helpx.adobe.com/security/products/indesign/apsb24-88.html
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CVE-2024- 12-11-2024 Adobe InDesign Desktop 7.8 0.001 No
49509
CVE-2024- 12-11-2024 Adobe Substance3D - Painter 7.8 0.001 No
49517
CVE-2024- 12-11-2024 Adobe Substance3D - Painter 7.8 0.001 No
49525
CVE-2024- 12-11-2024 Siemens RUGGEDCOM RM1224 7.2 0.001 No
50557 LTE(4G) EU

Scottish Cyber Coordination Centre 0300 244 9700 SC3@gov.scot



https://helpx.adobe.com/security/products/indesign/apsb24-88.html
https://helpx.adobe.com/security/products/indesign/apsb24-88.html
https://helpx.adobe.com/security/products/substance3d_painter/apsb24-86.html
https://helpx.adobe.com/security/products/substance3d_painter/apsb24-86.html
https://helpx.adobe.com/security/products/substance3d_painter/apsb24-86.html
https://helpx.adobe.com/security/products/substance3d_painter/apsb24-86.html
https://cert-portal.siemens.com/productcert/html/ssa-354112.html
https://cert-portal.siemens.com/productcert/html/ssa-354112.html
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Vulnerabilities with highest severity, 11-17 November 2024

Base Probability of

CVE Date Published  Vendor Product Score  Exploitation Exploited
CVE-2023- 15-11-2024 Cisco Cisco Industrial Network 9.9 0.001 No
20036 Director
CVE-2024- 12-11-2024 Microsoft Azure CycleCloud 9.9 No
43602
CVE-2024- 12-11-2024 Siemens SINEC INS 9.9 No
46888
CVE-2024- 14-11-2024 Optimal Access KBucket 99 No
52369 Inc.
CVE-2024- 14-11-2024 Hive Support Hive Support — WordPress 99 No
52370 Help Desk
CVE-2024- 14-11-2024 Sage Al Sage Al: Chatbots, OpenAl 9.9 No
52384 GPT-4 Bulk Articles, Dalle-3

Image Generation
CVE-2024- 16-11-2024 Clarisse K. Writer Helper 9.9 No
52399
CVE-2024- 16-11-2024 Subhasis Laha Gallerio 9.9 No
52400
CVE-2024- 16-11-2024 WPExperts User Management 1S No
52403
CVE-2024- 16-11-2024 Bigfive CF7 Reply Manager 99 No
52404
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https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ind-CAeLFk6V
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ind-CAeLFk6V
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43602
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43602
https://cert-portal.siemens.com/productcert/html/ssa-915275.html
https://cert-portal.siemens.com/productcert/html/ssa-915275.html
https://patchstack.com/database/vulnerability/kbucket/wordpress-kbucket-plugin-4-1-6-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/kbucket/wordpress-kbucket-plugin-4-1-6-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/hive-support/wordpress-hive-support-wordpress-help-desk-live-chat-ai-chat-bot-plugin-for-wordpress-plugin-1-1-1-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/hive-support/wordpress-hive-support-wordpress-help-desk-live-chat-ai-chat-bot-plugin-for-wordpress-plugin-1-1-1-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/ai-content-generator/wordpress-sage-ai-chatbots-openai-gpt-4-bulk-articles-dalle-3-image-generation-plugin-2-4-9-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/ai-content-generator/wordpress-sage-ai-chatbots-openai-gpt-4-bulk-articles-dalle-3-image-generation-plugin-2-4-9-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/writer-helper/wordpress-writer-helper-plugin-3-1-6-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/writer-helper/wordpress-writer-helper-plugin-3-1-6-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/gallerio/wordpress-gallerio-plugin-1-01-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/gallerio/wordpress-gallerio-plugin-1-01-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/user-management/wordpress-user-management-plugin-1-1-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/user-management/wordpress-user-management-plugin-1-1-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/cf7-reply-manager/wordpress-cf7-reply-manager-plugin-1-2-3-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/cf7-reply-manager/wordpress-cf7-reply-manager-plugin-1-2-3-arbitrary-file-upload-vulnerability?_s_id=cve
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Base Probability of
CVE Date Published  Vendor Product Score  Exploitation Exploited
CVE-2024- 16-11-2024 Bikram Joshi B-Banner Slider 9.9 No
52405
CVE-2024- 16-11-2024 Wibergs Web CSV to html 22 No
52406
CVE-2024- 16-11-2024 codeSavory BasePress Migration Tools 9.9 No
52407
CVE-2024- 16-11-2024 Team PushAssist  Push Notifications for 9.9 No
52408 WordPress by PushAssist
CVE-2021- 15-11-2024 dompdf dompdf/dompdf 9.8 No
3838
CVE-2021- 15-11-2024 dompdf dompdf/dompdf 9.8 No
3902
CVE-2023- 15-1M-2024 usememos usememos/memos 9.8 No
0109
CVE-2024- 12-11-2024 mobisoft974 Relais 2FA 9.8 0.001 No
10245
CVE-2024- 15-11-2024 Synology BeePhotos 9.8 No
10443
CVE-2024- 14-11-2024 ays-pro Chartify - WordPress Chart 9.8 0.001 No
10571 Plugin
CVE-2024- 13-11-2024 Unknown WooCommerce Upload Files 9.8 No
10820
CVE-2024- 15-11-2024 Really Simple Really Simple Security Pro 9.8 No
10924 Plugins multisite
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https://patchstack.com/database/vulnerability/b-banner-slider/wordpress-b-banner-slider-plugin-1-1-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/b-banner-slider/wordpress-b-banner-slider-plugin-1-1-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/csv-to-html/wordpress-csv-to-html-plugin-3-04-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/csv-to-html/wordpress-csv-to-html-plugin-3-04-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/basepress-migration-tools/wordpress-basepress-migration-tools-plugin-1-0-0-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/basepress-migration-tools/wordpress-basepress-migration-tools-plugin-1-0-0-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/push-notification-for-wp-by-pushassist/wordpress-push-notifications-for-wordpress-by-pushassist-plugin-3-0-8-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/push-notification-for-wp-by-pushassist/wordpress-push-notifications-for-wordpress-by-pushassist-plugin-3-0-8-arbitrary-file-upload-vulnerability?_s_id=cve
https://huntr.com/bounties/0bdddc12-ff67-4815-ab9f-6011a974f48e
https://huntr.com/bounties/0bdddc12-ff67-4815-ab9f-6011a974f48e
https://huntr.com/bounties/a6071c07-806f-429a-8656-a4742e4191b1
https://huntr.com/bounties/a6071c07-806f-429a-8656-a4742e4191b1
https://huntr.com/bounties/1899ffb2-ce1e-4dc0-af96-972612190f6e
https://huntr.com/bounties/1899ffb2-ce1e-4dc0-af96-972612190f6e
https://www.wordfence.com/threat-intel/vulnerabilities/id/4d476336-e997-4379-a8f6-963ae22b2417?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/4d476336-e997-4379-a8f6-963ae22b2417?source=cve
https://www.synology.com/en-global/security/advisory/Synology_SA_24_18
https://www.synology.com/en-global/security/advisory/Synology_SA_24_18
https://www.wordfence.com/threat-intel/vulnerabilities/id/d4837258-c749-4194-926c-22b67e20c1fc?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/d4837258-c749-4194-926c-22b67e20c1fc?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/b9371b37-53c5-4a4f-a500-c6d58d4d3c5a?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/b9371b37-53c5-4a4f-a500-c6d58d4d3c5a?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/7d5d05ad-1a7a-43d2-bbbf-597e975446be?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/7d5d05ad-1a7a-43d2-bbbf-597e975446be?source=cve

Scottish
Cyber
Coordination
Centre

Base Probability of
CVE Date Published  Vendor Product Score  Exploitation Exploited
CVE-2024- 15-1M-2024 OpenBSD OpenBSD 9.8 No
10934
CVE-2024- 1-11-2024 Grand Vice info Webopac 9.8 0.001 No
11016
CVE-2024- 1-11-2024 Grand Vice info Webopac 9.8 0.001 No
11018
CVE-2024- 1-11-2024 Grand Vice info Webopac7 9.8 0.001 No
11020
CVE-2024- 13-11-2024 icdsoft MultiManager WP — Manage 9.8 0.001 No
11028 All Your WordPress Sites Easily
CVE-2024- 11-11-2024 D-Link DSL6740C 9.8 0.001 No
11068
CVE-2024- 15-11-2024 GeoVision GV-VS12 9.8 0.001 No
120
CVE-2024- 13-11-2024 vanquish WordPress User Extra Fields 9.8 0.001 No
M50
CVE-2024- 14-11-2024 imartinez imartinez/privategpt 9.8 No
4343
CVE-2024- 12-11-2024 Microsoft Microsoft Visual Studio 2022 9.8 0.001 No
43498 version 17.8
CVE-2024- 12-11-2024 Microsoft Windows Server 2025 9.8 0.001 No
43639
CVE-2024- 12-11-2024 Icinga icinga2 9.8 No
49369
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https://ftp.openbsd.org/pub/OpenBSD/patches/7.5/common/008_nfs.patch.sig
https://ftp.openbsd.org/pub/OpenBSD/patches/7.5/common/008_nfs.patch.sig
https://www.twcert.org.tw/tw/cp-132-8209-bf75d-1.html
https://www.twcert.org.tw/tw/cp-132-8209-bf75d-1.html
https://www.twcert.org.tw/tw/cp-132-8213-3413b-1.html
https://www.twcert.org.tw/tw/cp-132-8213-3413b-1.html
https://www.twcert.org.tw/tw/cp-132-8217-05b42-1.html
https://www.twcert.org.tw/tw/cp-132-8217-05b42-1.html
https://www.wordfence.com/threat-intel/vulnerabilities/id/de8e7adc-3777-4fb1-a708-68da950e3d4f?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/de8e7adc-3777-4fb1-a708-68da950e3d4f?source=cve
https://www.twcert.org.tw/tw/cp-132-8227-f3f3b-1.html
https://www.twcert.org.tw/tw/cp-132-8227-f3f3b-1.html
https://www.twcert.org.tw/tw/cp-132-8236-d4836-1.html
https://www.twcert.org.tw/tw/cp-132-8236-d4836-1.html
https://www.wordfence.com/threat-intel/vulnerabilities/id/ad39d797-9230-41d9-a335-864845b56aa0?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/ad39d797-9230-41d9-a335-864845b56aa0?source=cve
https://huntr.com/bounties/1d1e8f06-ec45-4b17-ae24-b83a41304c15
https://huntr.com/bounties/1d1e8f06-ec45-4b17-ae24-b83a41304c15
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43498
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43498
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43639
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43639
https://github.com/Icinga/icinga2/security/advisories/GHSA-j7wq-r9mg-9wpv
https://github.com/Icinga/icinga2/security/advisories/GHSA-j7wq-r9mg-9wpv

Scottish

Cyber

Coordination

Centre

Base Probability of

CVE Date Published  Vendor Product Score  Exploitation Exploited
CVE-2024- 12-1M-2024 lvanti Endpoint Manager 9.8 0.001 No
50330
CVE-2024- 12-11-2024 tolgee tolgee-platform 9.8 No
52297
CVE-2024- 14-11-2024 Medma Matix Popup Builder 9.8 No
52382 Technologies
CVE-2024- 16-11-2024 Phan An AJAX Random Posts 9.8 No
52409
CVE-2024- 16-11-2024 Phoenixheart Referrer Detector 9.8 No
52410
CVE-2024- 16-11-2024 Flowcraft UX Advanced Personalization 9.8 No
52411 Design Studio
CVE-2024- 16-11-2024 Stephen Cui Xin 9.8 No
52412
CVE-2024- 16-11-2024 DMC Airin Blog 9.8 No
52413
CVE-2024- 16-11-2024 Anthony Carbon WDES Responsive Mobile 9.8 No
52414 Menu
CVE-2024- 16-11-2024 revmakx Backup and Staging by WP 9.8 0.001 No
8856 Time Capsule
CVE-2024- 14-11-2024 lunary-ai lunary-ai/lunary 9.6 No
3379
CVE-2024- 15-11-2024 zephyrproject- Zephyr 9.4 No
1263 rtos

Scottish Cyber Coordination Centre

0300 244 9700

SC3@gov.scot



https://forums.ivanti.com/s/article/Security-Advisory-EPM-November-2024-for-EPM-2024-and-EPM-2022
https://forums.ivanti.com/s/article/Security-Advisory-EPM-November-2024-for-EPM-2024-and-EPM-2022
https://github.com/tolgee/tolgee-platform/security/advisories/GHSA-3wr3-889v-pgcj
https://github.com/tolgee/tolgee-platform/security/advisories/GHSA-3wr3-889v-pgcj
https://patchstack.com/database/vulnerability/medma-matix/wordpress-matix-popup-builder-plugin-1-0-0-arbitrary-option-update-to-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/medma-matix/wordpress-matix-popup-builder-plugin-1-0-0-arbitrary-option-update-to-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/ajax-random-posts/wordpress-ajax-random-posts-plugin-0-3-3-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/ajax-random-posts/wordpress-ajax-random-posts-plugin-0-3-3-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/referrer-detector/wordpress-referrer-detector-plugin-4-2-1-0-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/referrer-detector/wordpress-referrer-detector-plugin-4-2-1-0-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/personalization-by-flowcraft/wordpress-advanced-personalization-plugin-1-1-2-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/personalization-by-flowcraft/wordpress-advanced-personalization-plugin-1-1-2-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/xin/wordpress-xin-theme-1-0-8-1-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/xin/wordpress-xin-theme-1-0-8-1-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/airin-blog/wordpress-airin-blog-theme-1-6-1-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/airin-blog/wordpress-airin-blog-theme-1-6-1-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wdes-responsive-mobile-menu/wordpress-wdes-responsive-mobile-menu-plugin-5-3-18-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wdes-responsive-mobile-menu/wordpress-wdes-responsive-mobile-menu-plugin-5-3-18-php-object-injection-vulnerability?_s_id=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/fdc2de78-5601-461f-b2f0-c80b592ccb1b?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/fdc2de78-5601-461f-b2f0-c80b592ccb1b?source=cve
https://huntr.com/bounties/739df024-a112-47aa-b51d-988c3f855e92
https://huntr.com/bounties/739df024-a112-47aa-b51d-988c3f855e92
https://github.com/zephyrproject-rtos/zephyr/security/advisories/GHSA-jjf3-7x72-pqm9
https://github.com/zephyrproject-rtos/zephyr/security/advisories/GHSA-jjf3-7x72-pqm9
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Base Probability of
CVE Date Published  Vendor Score  Exploitation Exploited
CVE-2024- 14-11-2024 Baxter Life2000 Ventilation System 9.3 No
48970
CVE-2024- 14-11-2024 Baxter Life2000 Ventilation System 9.3 No
48971
CVE-2024- 14-11-2024 Baxter Life2000 Ventilation System 9.3 No
48973
CVE-2024- 14-11-2024 Baxter Life2000 Ventilation System 9.3 No
48974
CVE-2024- 13-11-2024 dataease dataease 9.3 No
52295
CVE-2024- 15-11-2024 BudgetControl 9.3 No
52528
CVE-2024- 12-11-2024 Nomysoft Nomysem 9.3 No
8074 Informatics
CVE-2024- 14-11-2024 Baxter Life2000 Ventilation System 9.3 No
9832
CVE-2024- 14-11-2024 Baxter Life2000 Ventilation System 9.3 No
9834
CVE-2024- 12-1M-2024 TIBCO Software  TIBCO Hawk 9.2 No
10217 Inc
CVE-2024- 12-11-2024 TIBCO Software  TIBCO Hawk 9.2 No
10218 Inc
CVE-2024- 13-11-2024 Schneider Modicon M340 CPU (part 9.2 No
8938 Electric numbers BMXP34*)
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https://www.cisa.gov/news-events/ics-medical-advisories/icsma-24-319-01
https://www.cisa.gov/news-events/ics-medical-advisories/icsma-24-319-01
https://www.cisa.gov/news-events/ics-medical-advisories/icsma-24-319-01
https://www.cisa.gov/news-events/ics-medical-advisories/icsma-24-319-01
https://www.cisa.gov/news-events/ics-medical-advisories/icsma-24-319-01
https://www.cisa.gov/news-events/ics-medical-advisories/icsma-24-319-01
https://www.cisa.gov/news-events/ics-medical-advisories/icsma-24-319-01
https://www.cisa.gov/news-events/ics-medical-advisories/icsma-24-319-01
https://github.com/dataease/dataease/security/advisories/GHSA-45v9-gfcv-xcq6
https://github.com/dataease/dataease/security/advisories/GHSA-45v9-gfcv-xcq6
https://github.com/BudgetControl/Gateway/security/advisories/GHSA-jqx6-gm7f-vp7m
https://github.com/BudgetControl/Gateway/security/advisories/GHSA-jqx6-gm7f-vp7m
https://www.usom.gov.tr/bildirim/tr-24-1847
https://www.usom.gov.tr/bildirim/tr-24-1847
https://www.cisa.gov/news-events/ics-medical-advisories/icsma-24-319-01
https://www.cisa.gov/news-events/ics-medical-advisories/icsma-24-319-01
https://www.cisa.gov/news-events/ics-medical-advisories/icsma-24-319-01
https://www.cisa.gov/news-events/ics-medical-advisories/icsma-24-319-01
https://community.tibco.com/advisories
https://community.tibco.com/advisories
https://community.tibco.com/advisories
https://community.tibco.com/advisories
https://download.schneider-electric.com/doc/SEVD-2024-317-03/SEVD-2024-317-03.pdf
https://download.schneider-electric.com/doc/SEVD-2024-317-03/SEVD-2024-317-03.pdf
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Base Probability of
CVE Date Published  Vendor Product Score  Exploitation Exploited
CVE-2022- 13-11-2024 SUSE rancher 9.1 No
45157
CVE-2023- 15-11-2024 Cisco Cisco Modeling Labs 9.1 0.001 No
20154
CVE-2024- 12-11-2024 Rockwell FactoryTalk Updater 9.1 No
10943 Automation
CVE-2024- 12-11-2024 lvanti Connect Secure 9.1 No
11005
CVE-2024- 12-1M-2024 lvanti Connect Secure 9.1 No
11006
CVE-2024- 12-11-2024 Ivanti Connect Secure 9.1 No
11007
CVE-2024- 14-11-2024 lunary-ai lunary-ai/lunary 9.1 No
3501
CVE-2024- 14-11-2024 lunary-ai lunary-ai/lunary 9.1 No
3502
CVE-2024- 14-11-2024 Elastic Kibana 9.1 No
37285
CVE-2024- 13-11-2024 Ivanti Connect Secure 9.1 No
38655
CVE-2024- 13-11-2024 Ivanti Connect Secure 9.1 No
38656
CVE-2024- 13-11-2024 lvanti Connect Secure 9.1 No
39710
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https://bugzilla.suse.com/show_bug.cgi?id=CVE-2022-45157
https://bugzilla.suse.com/show_bug.cgi?id=CVE-2022-45157
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cml-auth-bypass-4fUCCeG5
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cml-auth-bypass-4fUCCeG5
https://www.rockwellautomation.com/en-us/trust-center/security-advisories/advisory.SD1710.html
https://www.rockwellautomation.com/en-us/trust-center/security-advisories/advisory.SD1710.html
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Connect-Secure-ICS-Ivanti-Policy-Secure-IPS-Ivanti-Secure-Access-Client-ISAC-Multiple-CVEs
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Connect-Secure-ICS-Ivanti-Policy-Secure-IPS-Ivanti-Secure-Access-Client-ISAC-Multiple-CVEs
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Connect-Secure-ICS-Ivanti-Policy-Secure-IPS-Ivanti-Secure-Access-Client-ISAC-Multiple-CVEs
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Connect-Secure-ICS-Ivanti-Policy-Secure-IPS-Ivanti-Secure-Access-Client-ISAC-Multiple-CVEs
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Connect-Secure-ICS-Ivanti-Policy-Secure-IPS-Ivanti-Secure-Access-Client-ISAC-Multiple-CVEs
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Connect-Secure-ICS-Ivanti-Policy-Secure-IPS-Ivanti-Secure-Access-Client-ISAC-Multiple-CVEs
https://huntr.com/bounties/8fdfdb9d-10bd-4f00-8004-d5baabc20c6e
https://huntr.com/bounties/8fdfdb9d-10bd-4f00-8004-d5baabc20c6e
https://huntr.com/bounties/c2aff952-2dec-4538-8905-190c484aae94
https://huntr.com/bounties/c2aff952-2dec-4538-8905-190c484aae94
https://discuss.elastic.co/t/kibana-8-15-1-security-update-esa-2024-27-esa-2024-28/366119
https://discuss.elastic.co/t/kibana-8-15-1-security-update-esa-2024-27-esa-2024-28/366119
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Connect-Secure-ICS-Ivanti-Policy-Secure-IPS-Ivanti-Secure-Access-Client-ISAC-Multiple-CVEs
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Connect-Secure-ICS-Ivanti-Policy-Secure-IPS-Ivanti-Secure-Access-Client-ISAC-Multiple-CVEs
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Connect-Secure-ICS-Ivanti-Policy-Secure-IPS-Ivanti-Secure-Access-Client-ISAC-Multiple-CVEs
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Connect-Secure-ICS-Ivanti-Policy-Secure-IPS-Ivanti-Secure-Access-Client-ISAC-Multiple-CVEs
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Connect-Secure-ICS-Ivanti-Policy-Secure-IPS-Ivanti-Secure-Access-Client-ISAC-Multiple-CVEs
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Connect-Secure-ICS-Ivanti-Policy-Secure-IPS-Ivanti-Secure-Access-Client-ISAC-Multiple-CVEs
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CVE Date Published  Vendor Product Score  Exploitation Exploited
CVE-2024- 13-11-2024 lvanti Connect Secure 9] No
3971
CVE-2024- 13-11-2024 lvanti Connect Secure 9] No
39712
CVE-2024- 12-11-2024 Siemens SINEC INS 9.1 0.001 No
46890
CVE-2024- 14-11-2024 Apache Software Apache Traffic Server 9.1 No
50306 Foundation
CVE-2024- 11-11-2024 kanboard kanboard 9.1 No
51747
CVE-2024- 11-11-2024 kanboard kanboard 9.1 No
51748
CVE-2024- 13-11-2024 xwikisas macro-pdfviewer 9.1 No
52300
CVE-2024- 14-11-2024 Podlove Podlove Podcast Publisher 9. No
52393
CVE-2024- 16-11-2024 Davor Zeljkovic Convert Docx2post Sl No
52397
CVE-2024- 16-11-2024 Halyra CDiI 9] No
52398
CVE-2024- 12-11-2024 decidim-ice decidim-module- 9 No
43415 decidim_awesome
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https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Connect-Secure-ICS-Ivanti-Policy-Secure-IPS-Ivanti-Secure-Access-Client-ISAC-Multiple-CVEs
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Connect-Secure-ICS-Ivanti-Policy-Secure-IPS-Ivanti-Secure-Access-Client-ISAC-Multiple-CVEs
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Connect-Secure-ICS-Ivanti-Policy-Secure-IPS-Ivanti-Secure-Access-Client-ISAC-Multiple-CVEs
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Connect-Secure-ICS-Ivanti-Policy-Secure-IPS-Ivanti-Secure-Access-Client-ISAC-Multiple-CVEs
https://cert-portal.siemens.com/productcert/html/ssa-915275.html
https://cert-portal.siemens.com/productcert/html/ssa-915275.html
https://lists.apache.org/thread/y15fh6c7kyqvzm0f9odw7c5jh4r4np0y
https://lists.apache.org/thread/y15fh6c7kyqvzm0f9odw7c5jh4r4np0y
https://github.com/kanboard/kanboard/security/advisories/GHSA-78pf-vg56-5p8v
https://github.com/kanboard/kanboard/security/advisories/GHSA-78pf-vg56-5p8v
https://github.com/kanboard/kanboard/security/advisories/GHSA-jvff-x577-j95p
https://github.com/kanboard/kanboard/security/advisories/GHSA-jvff-x577-j95p
https://github.com/xwikisas/macro-pdfviewer/security/advisories/GHSA-84wx-6vfp-5m6g
https://github.com/xwikisas/macro-pdfviewer/security/advisories/GHSA-84wx-6vfp-5m6g
https://patchstack.com/database/vulnerability/podlove-podcasting-plugin-for-wordpress/wordpress-podlove-podcast-publisher-plugin-4-1-15-admin-remote-code-execution-rce-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/podlove-podcasting-plugin-for-wordpress/wordpress-podlove-podcast-publisher-plugin-4-1-15-admin-remote-code-execution-rce-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/convert-docx2post/wordpress-convert-docx2post-plugin-1-4-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/convert-docx2post/wordpress-convert-docx2post-plugin-1-4-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/collect-and-deliver-interface-for-woocommerce/wordpress-cdi-plugin-5-5-3-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/collect-and-deliver-interface-for-woocommerce/wordpress-cdi-plugin-5-5-3-arbitrary-file-upload-vulnerability?_s_id=cve
https://github.com/decidim-ice/decidim-module-decidim_awesome/security/advisories/GHSA-cxwf-qc32-375f
https://github.com/decidim-ice/decidim-module-decidim_awesome/security/advisories/GHSA-cxwf-qc32-375f
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About this data

This report brings together information from several sources including:
CISA Known Exploited Vulnerabilities Catalog
CVE Program
FIRST - Exploit Prediction Scoring System (EPSS)

Note: The information in this report represents a snapshot in time and may become outdated by the time
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited
Vulnerabilities Catalog.

For further information please contact SC3@gov.scot
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