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Weekly Vulnerability Report

12 November 2024

This report summarizes the known software vulnerabilities published during the period 4-10 November

2024. This data can help users prioritise and manage the vulnerabilities that might pose a risk to their
organisations.

It includes a breakdown of vulnerabilities by vendor, a table of vulnerabilities with the highest likelihood of
being exploited (EPSS >0.001), and a table of vulnerabilities with the highest severity rating (CVSSv3 Base

Score >=9). The tables also indicate whether a vulnerability has been exploited according to the CISA Known
Exploited Catalog.

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or
remediation guidance.
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https://www.first.org/epss/data_stats
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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Count of vulnerabilities by software vendor (top 10), 4-10 November 2024
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Vulnerabilities with highest likelihood of exploitation, 4-10 November 2024

Date Base Probability of
CVE Published Vendor Product Score Exploitation Exploited
CVE-2024- 06-11-2024 D-Link DNS-320 9.2 0.041 No
10915
CVE-2024- 06-11-2024 didi Super-Jacoco 53 0.005 No
10919
CVE-2024- 04-11-2024 itsourcecode Farm Management System 53 0.002 No
10759
CVE-2024- 04-11-2024 code- University Event Management 5.3 0.002 No
10805 projects System
CVE-2024- 04-11-2024 code- University Event Management 5.3 0.002 No
10760 projects System
CVE-2024- 04-11-2024 code- Content Management System 6.9 0.001 No
10758 projects
CVE-2024- 05-11-2024 1000 Projects Bookstore Management 6.9 0.001 No
10845 System
CVE-2024- 04-11-2024 Tenda i22 7.1 0.001 No
10750
CVE-2023- 07-11-2024 Red Hat Red Hat JBoss Enterprise NA 0.001 No
1973 Application Platform 7
CVE-2024- 04-11-2024 PHPGurukul Online Shopping Portal 53 0.001 No
10747
CVE-2024- 04-11-2024 PHPGurukul Online Shopping Portal 53 0.001 No
10754
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https://vuldb.com/?id.283310
https://vuldb.com/?id.283310
https://vuldb.com/?id.283315
https://vuldb.com/?id.283315
https://vuldb.com/?id.282928
https://vuldb.com/?id.282928
https://vuldb.com/?id.283029
https://vuldb.com/?id.283029
https://vuldb.com/?id.282929
https://vuldb.com/?id.282929
https://vuldb.com/?id.282927
https://vuldb.com/?id.282927
https://vuldb.com/?id.283090
https://vuldb.com/?id.283090
https://vuldb.com/?id.282919
https://vuldb.com/?id.282919
https://access.redhat.com/errata/RHSA-2024:1674
https://access.redhat.com/errata/RHSA-2024:1674
https://vuldb.com/?id.282916
https://vuldb.com/?id.282916
https://vuldb.com/?id.282923
https://vuldb.com/?id.282923
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CVE Published Vendor Product Score Exploitation Exploited
CVE-2024- 04-11-2024 PHPGurukul Online Shopping Portal 53 0.001 No
10755
CVE-2024- 04-11-2024 PHPGurukul Online Shopping Portal 53 0.001 No
10756
CVE-2024- 04-11-2024 PHPGurukul Online Shopping Portal 53 0.001 No
10757
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https://vuldb.com/?id.282924
https://vuldb.com/?id.282924
https://vuldb.com/?id.282925
https://vuldb.com/?id.282925
https://vuldb.com/?id.282926
https://vuldb.com/?id.282926
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Vulnerabilities with highest severity, 4-10 November 2024

Date Base Probability of
CVE Published Vendor Product Score Exploitation Exploited
CVE-2024- 04-11-2024 Rudra Innnovative Software Training — Courses 9.9 No
50529
CVE-2024- 04-11-2024  Myriad Solutionz Stars SMTP Mailer 9.9 No
50530
CVE-2024- 06-11-2024  https://codecanyon.net/item/job JobSearch WP 9.9 No
8614 search-wp-job-board- Job Board
wordpress-plugin/21066856

CVE-2024- 06-11-2024  themelooks mFolio Lite 9.9 No
9307
CVE-2024- 09-11-2024 ce2lcom CE21 Suite 9.8 No
10284
CVE-2024- 09-11-2024  ce2lcom CE21 Suite 9.8 0.001 No
10285
CVE-2024- 09-11-2024  VibeThemes WPLMS Learning 9.8 0.001 No
10470 Management

System for

WordPress,

WordPress LMS
CVE-2024- 09-11-2024 metagauss RegistrationMagi 9.8 0.001 No
10508 c — User

Registration

Plugin with

Custom
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https://patchstack.com/database/vulnerability/training/wordpress-training-courses-plugin-2-0-1-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/training/wordpress-training-courses-plugin-2-0-1-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/stars-smtp-mailer/wordpress-stars-smtp-mailer-plugin-1-7-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/stars-smtp-mailer/wordpress-stars-smtp-mailer-plugin-1-7-arbitrary-file-upload-vulnerability?_s_id=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/7832f8fe-2b41-4cfb-a734-db4ec88d91a3?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/7832f8fe-2b41-4cfb-a734-db4ec88d91a3?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/3b4012dd-7c0a-45f1-8ada-8f9dc6867e1e?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/3b4012dd-7c0a-45f1-8ada-8f9dc6867e1e?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/45d66743-300e-480d-98b8-99dc30b6e786?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/45d66743-300e-480d-98b8-99dc30b6e786?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/618a9ad7-3a13-43e6-84f4-35287f07e1c0?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/618a9ad7-3a13-43e6-84f4-35287f07e1c0?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/1932c9b4-2fea-40f8-9748-09ded8143c11?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/1932c9b4-2fea-40f8-9748-09ded8143c11?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/c4679fa7-be6b-4f50-8cdf-ff9822794f19?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/c4679fa7-be6b-4f50-8cdf-ff9822794f19?source=cve
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CVE Published Vendor Product Score Exploitation Exploited
Registration
Forms
CVE-2024- 09-11-2024  e-plugins WP Membership 9.8 0.001 No
10547
CVE-2024- 09-11-2024  eugenbobrowski Debug Tool 9.8 0.001 No
10586
CVE-2024- 09-11-2024 nouthemes Leopard - 9.8 0.001 No
10589 WordPress
Offload Media
CVE-2024- 09-11-2024 vanguish WooCommerce 9.8 0.001 No
10625 Support Ticket
System
CVE-2024- 09-11-2024 vanquish WooCommerce 9.8 0.001 No
10627 Support Ticket
System
CVE-2024- 05-11-2024 contest-gallery Photos, Files, 9.8 0.001 No
10687 YouTube, Twitter,
Instagram, TikTok,
Ecommerce
Contest Gallery —
Upload, Vote, Sell
via PayPal, Social
Share Buttons
CVE-2024- 09-11-2024 vanqguish WordPress User 9.8 No
10801 Extra Fields
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https://www.wordfence.com/threat-intel/vulnerabilities/id/664e6e2a-faa1-4609-b250-d7e94c5d5a04?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/664e6e2a-faa1-4609-b250-d7e94c5d5a04?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/5e9d5c93-dcd7-450e-8c52-5c95fc5473d2?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/5e9d5c93-dcd7-450e-8c52-5c95fc5473d2?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/c0b50597-18c1-4cbc-aebb-348f4d786ad9?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/c0b50597-18c1-4cbc-aebb-348f4d786ad9?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/ddf1cecd-c630-498d-9aa0-3d0adeb73033?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/ddf1cecd-c630-498d-9aa0-3d0adeb73033?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/1ac218f6-0bfa-480c-9159-d75a027022ba?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/1ac218f6-0bfa-480c-9159-d75a027022ba?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/fd3b4c44-d47a-45de-bcb2-0820e475b331?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/fd3b4c44-d47a-45de-bcb2-0820e475b331?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/6a60e2c3-4597-4b21-ad20-6a00e483fcf1?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/6a60e2c3-4597-4b21-ad20-6a00e483fcf1?source=cve
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CVE-2024- 09-11-2024 trustyplugins Category Ajax 9.8 0.001 No
10871 Filter
CVE-2024- 05-11-2024 Hewlett Packard Enterprise HPE Aruba 9.8 No
42509 (HPE) Networking
Access Points,
Instant AOS-8,
and AOS-10
CVE-2024- 08-11-2024 HASOMED Elefant 9.8 No
50588
CVE-2023- 05-11-2024 Enel X JuiceBox Pro 3.0 9.6 0.001 No
29118 22kW Cellular
CVE-2023- 05-11-2024 Enel X JuiceBox Pro 3.0 9.6 0.001 No
29119 22kW Cellular
CVE-2023- 05-11-2024 Enel X JuiceBox Pro 3.0 9.6 0.001 No
29120 22kW Cellular
CVE-2023- 05-11-2024 Enel X JuiceBox Pro 3.0 9.6 0.001 No
29121 22kW Cellular
CVE-2024- 08-11-2024 Unknown Registrations for 9.6 No
7982 the Events
Calendar
CVE-2024- 07-11-2024 dataease dataease 9.3 No
47073
CVE-2024- 04-11-2024 Brokerage Technology Solutions Wave 2.0 9.3 0.001 No
51558
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https://www.wordfence.com/threat-intel/vulnerabilities/id/3cb03d81-ac33-487b-bf4d-927e8104866e?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/3cb03d81-ac33-487b-bf4d-927e8104866e?source=cve
https://support.hpe.com/hpesc/public/docDisplay?docId=hpesbnw04722en_us&docLocale=en_US
https://support.hpe.com/hpesc/public/docDisplay?docId=hpesbnw04722en_us&docLocale=en_US
https://r.sec-consult.com/hasomed
https://r.sec-consult.com/hasomed
https://support-emobility.enelx.com/content/dam/enelxmobility/italia/documenti/manuali-schede-tecniche/Waybox-3-Security-Bulletin-06-2024-V1.pdf
https://support-emobility.enelx.com/content/dam/enelxmobility/italia/documenti/manuali-schede-tecniche/Waybox-3-Security-Bulletin-06-2024-V1.pdf
https://support-emobility.enelx.com/content/dam/enelxmobility/italia/documenti/manuali-schede-tecniche/Waybox-3-Security-Bulletin-06-2024-V1.pdf
https://support-emobility.enelx.com/content/dam/enelxmobility/italia/documenti/manuali-schede-tecniche/Waybox-3-Security-Bulletin-06-2024-V1.pdf
https://support-emobility.enelx.com/content/dam/enelxmobility/italia/documenti/manuali-schede-tecniche/Waybox-3-Security-Bulletin-06-2024-V1.pdf
https://support-emobility.enelx.com/content/dam/enelxmobility/italia/documenti/manuali-schede-tecniche/Waybox-3-Security-Bulletin-06-2024-V1.pdf
https://support-emobility.enelx.com/content/dam/enelxmobility/italia/documenti/manuali-schede-tecniche/Waybox-3-Security-Bulletin-06-2024-V1.pdf
https://support-emobility.enelx.com/content/dam/enelxmobility/italia/documenti/manuali-schede-tecniche/Waybox-3-Security-Bulletin-06-2024-V1.pdf
https://wpscan.com/vulnerability/d79e1e9c-980d-4974-bfbd-d87d6e28d9a6/
https://wpscan.com/vulnerability/d79e1e9c-980d-4974-bfbd-d87d6e28d9a6/
https://github.com/dataease/dataease/security/advisories/GHSA-5jr4-wrm2-xj36
https://github.com/dataease/dataease/security/advisories/GHSA-5jr4-wrm2-xj36
https://www.cert-in.org.in/s2cMainServlet?pageid=PUBVLNOTES01&VLCODE=CIVN-2024-0332
https://www.cert-in.org.in/s2cMainServlet?pageid=PUBVLNOTES01&VLCODE=CIVN-2024-0332
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CVE-2024- 04-1-2024 Brokerage Technology Solutions Aero 9.3 0.001 No
51561
CVE-2024- 06-11-2024 capricorn86 happy-dom 9.3 No
51757
CVE-2024- 07-11-2024 martinvonz Ij 9.3 No
51990
CVE-2024- 04-11-2024 BG-TEK Informatics Security CoslatVv3 9.2 0.001 No
10035 Technologies
CVE-2024- 06-11-2024 D-Link DNS-320 9.2 0.001 No
10914
CVE-2024- 06-11-2024 D-Link DNS-320 9.2 0.041 No
10915
CVE-2024- 04-11-2024  Apache Software Foundation Apache Kylin 9.1 No
23590
CVE-2024- 08-11-2024 Dell Enterprise SONIC 9.1 No
45763 oS
CVE-2024- 08-11-2024 Dell Enterprise SONIC 9. No
45765 (O
CVE-2024- 07-11-2024 Apache Software Foundation Apache 9.1 No
51504 ZooKeeper
CVE-2024- 04-11-2024 David Lingren Media Library 9.1 0.001 No
51661 Assistant
CVE-2023- 05-11-2024 Enel X JuiceBox Pro 3.0 g No
29125 22kW Cellular
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https://www.cert-in.org.in/s2cMainServlet?pageid=PUBVLNOTES01&VLCODE=CIVN-2024-0332
https://www.cert-in.org.in/s2cMainServlet?pageid=PUBVLNOTES01&VLCODE=CIVN-2024-0332
https://github.com/capricorn86/happy-dom/security/advisories/GHSA-96g7-g7g9-jxw8
https://github.com/capricorn86/happy-dom/security/advisories/GHSA-96g7-g7g9-jxw8
https://github.com/martinvonz/jj/security/advisories/GHSA-88h5-6w7m-5w56
https://github.com/martinvonz/jj/security/advisories/GHSA-88h5-6w7m-5w56
https://www.usom.gov.tr/bildirim/tr-24-1814
https://www.usom.gov.tr/bildirim/tr-24-1814
https://vuldb.com/?id.283309
https://vuldb.com/?id.283309
https://vuldb.com/?id.283310
https://vuldb.com/?id.283310
https://lists.apache.org/thread/7161154h0k6zygr9917qq0g95p39szml
https://lists.apache.org/thread/7161154h0k6zygr9917qq0g95p39szml
https://www.dell.com/support/kbdoc/en-us/000245655/dsa-2024-449-security-update-for-dell-enterprise-sonic-distribution-vulnerabilities
https://www.dell.com/support/kbdoc/en-us/000245655/dsa-2024-449-security-update-for-dell-enterprise-sonic-distribution-vulnerabilities
https://www.dell.com/support/kbdoc/en-us/000245655/dsa-2024-449-security-update-for-dell-enterprise-sonic-distribution-vulnerabilities
https://www.dell.com/support/kbdoc/en-us/000245655/dsa-2024-449-security-update-for-dell-enterprise-sonic-distribution-vulnerabilities
https://lists.apache.org/thread/b3qrmpkto5r6989qr61fw9y2x646kqlh
https://lists.apache.org/thread/b3qrmpkto5r6989qr61fw9y2x646kqlh
https://patchstack.com/database/vulnerability/media-library-assistant/wordpress-media-library-assistant-plugin-3-19-remote-code-execution-rce-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/media-library-assistant/wordpress-media-library-assistant-plugin-3-19-remote-code-execution-rce-vulnerability?_s_id=cve
https://support-emobility.enelx.com/content/dam/enelxmobility/italia/documenti/manuali-schede-tecniche/Waybox-3-Security-Bulletin-06-2024-V1.pdf
https://support-emobility.enelx.com/content/dam/enelxmobility/italia/documenti/manuali-schede-tecniche/Waybox-3-Security-Bulletin-06-2024-V1.pdf
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CVE-2024- 08-11-2024  Dell Enterprise SONIC 9 No
45764 oS
CVE-2024- 05-11-2024 Hewlett Packard Enterprise HPE Aruba 9 No
47460 (HPE) Networking
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and AOS-10

0300 244 9700

SC3@gov.scot



https://www.dell.com/support/kbdoc/en-us/000245655/dsa-2024-449-security-update-for-dell-enterprise-sonic-distribution-vulnerabilities
https://www.dell.com/support/kbdoc/en-us/000245655/dsa-2024-449-security-update-for-dell-enterprise-sonic-distribution-vulnerabilities
https://support.hpe.com/hpesc/public/docDisplay?docId=hpesbnw04722en_us&docLocale=en_US
https://support.hpe.com/hpesc/public/docDisplay?docId=hpesbnw04722en_us&docLocale=en_US
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About this data

This report brings together information from several sources including:
CISA Known Exploited Vulnerabilities Catalog
CVE Program
FIRST - Exploit Prediction Scoring System (EPSS)

Note: The information in this report represents a snapshot in time and may become outdated by the time
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited
Vulnerabilities Catalog.

For further information please contact SC3@gov.scot

Scottish Cyber Coordination Centre 0300 244 9700 SC3@gov.scot




