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Vulnerabilities 

Over Two Dozen Flaws Identified in Advantech Industrial Wi-Fi Access Points – Patch 
ASAP 

The Hacker News - 28 November 2024 23:27 

Nearly two dozen security vulnerabilities have been disclosed in Advantech EKI industrial-
grade wireless access point devices, some of which could be weaponized to bypass 
authentication and execute code with elevated privileges. 

 

Microsoft Patches Exploited Vulnerability in Partner Network Website 

SecurityWeek - 28 November 2024 12:00 

Microsoft informed customers that vulnerabilities affecting cloud, AI and other services have 
been patched, including an exploited flaw. 

 

Threat actors and malware 

T-Mobile Shares More Information on China-Linked Cyberattack 

SecurityWeek - 28 November 2024 12:30 

T-Mobile has confirmed being targeted by hackers, likely China’s Salt Typhoon, but reiterated 
that the attack was blocked. 

 

UK related 

UK hospital network postpones procedures after cyberattack 

BleepingComputer - 28 November 2024 06:08 

Major UK healthcare provider Wirral University Teaching Hospital (WUTH), part of the NHS 
Foundation Trust, has suffered a cyberattack that caused a systems outage leading to 
postponing appointments and scheduled procedures. […] 
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