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This report summarizes the known software vulnerabilities published during the period 30 Sep-6 Oct 2024.
This data can help users prioritise and manage the vulnerabilities that might pose a risk to their
organisations.

It includes a breakdown of vulnerabilities by vendor, a table of vulnerabilities with the highest likelihood of
being exploited (EPSS >0.001), and a table of vulnerabilities with the highest severity rating (CVSSv3 Base

Score >=9). The tables also indicate whether a vulnerability has been exploited according to the CISA Known
Exploited Catalog.

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or
remediation guidance.
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https://www.first.org/epss/data_stats
https://nvd.nist.gov/vuln-metrics/cvss
https://nvd.nist.gov/vuln-metrics/cvss
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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Vulnerabilities with highest likelihood of exploitation, 30 Sep-6 Oct 2024

Date Base Probability of
CVE Published Vendor Product Score Exploitation Exploited
CVE-2024- 01-10-2024 code- Restaurant Reservation System 6.9 0.002 No
9359 projects
CVE-2024- 01-10-2024 code- Restaurant Reservation System 6.9 0.002 No
9360 projects
CVE-2024- 01-10-2024 cagdasdag KB Support - WordPress Help 8.1 0.001 No
8548 Desk and Knowledge Base
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https://vuldb.com/?id.278888
https://vuldb.com/?id.278888
https://vuldb.com/?id.278889
https://vuldb.com/?id.278889
https://www.wordfence.com/threat-intel/vulnerabilities/id/5fb90b3b-08bd-4887-a6bf-054b42d3e403?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/5fb90b3b-08bd-4887-a6bf-054b42d3e403?source=cve
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Vulnerabilities with highest severity, 30 Sep-6 Oct 2024

Date Base Probability of
CVE Published Vendor Product Score  Exploitation Exploited
CVE-2024- 02-10-2024 Cisco Cisco Data Center 9.9 No
20432 Network Manager
CVE-2024- 03-10-2024 Optigo Networks ONS-S8 Spectra 9.8 No
41925 Aggregation Switch
CVE-2024- 03-10-2024 Delta Electronics DIAEnergie 9.8 No
43699
CVE-2024- 02-10-2024 Google Android 9.8 No
44097
CVE-2024- 06-10-2024 Cavok Cavok 9.8 No
45249
CVE-2024- 06-10-2024 Elsight Halo version 11.7.1.5 9.8 No
45251
CVE-2024- 06-10-2024 Elsight Halo version 11.7.1.5 9.8 No
45252
CVE-2024- 30-09-2024  PLANET GS-4210-24PL4C 9.8 0.001 No
8456 Technology hardware 2.0
CVE-2024-  01-10-2024 xunhuweb Wechat Social login ff& 9.8 0.001 No
9106 QQETAT A R4l
CVE-2024-  01-10-2024 xunhuweb Wechat Social login 5 9.8 0.001 No
9108 QQETET B FAdi 1
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https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ndfc-cmdinj-UvYZrKfr
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ndfc-cmdinj-UvYZrKfr
https://www.cisa.gov/news-events/ics-advisories/icsa-24-275-01
https://www.cisa.gov/news-events/ics-advisories/icsa-24-275-01
https://www.cisa.gov/news-events/ics-advisories/icsa-24-277-03
https://www.cisa.gov/news-events/ics-advisories/icsa-24-277-03
https://support.google.com/product-documentation/answer/14950962?sjid=9489879942601373169-NA
https://support.google.com/product-documentation/answer/14950962?sjid=9489879942601373169-NA
https://www.gov.il/en/Departments/faq/cve_advisories
https://www.gov.il/en/Departments/faq/cve_advisories
https://www.gov.il/en/Departments/faq/cve_advisories
https://www.gov.il/en/Departments/faq/cve_advisories
https://www.gov.il/en/Departments/faq/cve_advisories
https://www.gov.il/en/Departments/faq/cve_advisories
https://www.twcert.org.tw/tw/cp-132-8061-91872-1.html
https://www.twcert.org.tw/tw/cp-132-8061-91872-1.html
https://www.wordfence.com/threat-intel/vulnerabilities/id/1bd44471-1a9c-4465-a52a-be64d51e7ea1?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/1bd44471-1a9c-4465-a52a-be64d51e7ea1?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/06881386-3c92-426b-948d-58e8a8bee624?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/06881386-3c92-426b-948d-58e8a8bee624?source=cve
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Date Base Probability of
CVE Published Vendor Product Score  Exploitation Exploited
CVE-2024- 01-10-2024 CodeRevolution Echo RSS Feed Post 9.8 0.001 No
9265 Generator
CVE-2024- 01-10-2024 RedefiningTheWeb WordPress & 9.8 0.001 No
9289 WooCommerce Affiliate
Program

CVE-2024- 01-10-2024 Mozilla Firefox 9.8 No
9392
CVE-2024- 01-10-2024 Mozilla Firefox 9.8 No
9401
CVE-2024- 01-10-2024 Mozilla Firefox 9.8 No
9402
CVE-2024- 02-10-2024 Linear eMerge e3-Series 9.8 No
9441
CVE-2024- 05-10-2024 Vmaxstudio Vmax Project Manager 9.6 No
44014
CVE-2024- 03-10-2024 TEM Opera Plus FM Family 9.3 No
41988 Transmitter
CVE-2024- 06-10-2024 YITH YITH WooCommerce Ajax 9.3 No
47350 Search
CVE-2024- 04-10-2024 Shilpi Computers Client Dashboard 93 No
47656
CVE-2024- 02-10-2024 Schneider Series 700 9.1 No
35293 Elektronik
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https://www.wordfence.com/threat-intel/vulnerabilities/id/c099f401-4b05-4532-8e31-af1b1dea7eca?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/c099f401-4b05-4532-8e31-af1b1dea7eca?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/ed19835f-2718-41d8-95af-47c8b9589529?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/ed19835f-2718-41d8-95af-47c8b9589529?source=cve
https://bugzilla.mozilla.org/show_bug.cgi?id=1899154
https://bugzilla.mozilla.org/show_bug.cgi?id=1899154
https://bugzilla.mozilla.org/buglist.cgi?bug_id=1872744%2C1897792%2C1911317%2C1916476
https://bugzilla.mozilla.org/buglist.cgi?bug_id=1872744%2C1897792%2C1911317%2C1916476
https://bugzilla.mozilla.org/buglist.cgi?bug_id=1872744%2C1897792%2C1911317%2C1913445%2C1914106%2C1914475%2C1914963%2C1915008%2C1916476
https://bugzilla.mozilla.org/buglist.cgi?bug_id=1872744%2C1897792%2C1911317%2C1913445%2C1914106%2C1914475%2C1914963%2C1915008%2C1916476
https://ssd-disclosure.com/ssd-advisory-nortek-linear-emerge-e3-pre-auth-rce/
https://ssd-disclosure.com/ssd-advisory-nortek-linear-emerge-e3-pre-auth-rce/
https://patchstack.com/database/vulnerability/vmax-project-manager/wordpress-vmax-project-manager-plugin-1-0-local-file-inclusion-to-rce-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/vmax-project-manager/wordpress-vmax-project-manager-plugin-1-0-local-file-inclusion-to-rce-vulnerability?_s_id=cve
https://www.cisa.gov/news-events/ics-advisories/icsa-24-277-01
https://www.cisa.gov/news-events/ics-advisories/icsa-24-277-01
https://patchstack.com/database/vulnerability/yith-woocommerce-ajax-search/wordpress-yith-woocommerce-ajax-search-plugin-2-8-0-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/yith-woocommerce-ajax-search/wordpress-yith-woocommerce-ajax-search-plugin-2-8-0-sql-injection-vulnerability?_s_id=cve
https://www.cert-in.org.in/s2cMainServlet?pageid=PUBVLNOTES01&VLCODE=CIVN-2024-0313
https://www.cert-in.org.in/s2cMainServlet?pageid=PUBVLNOTES01&VLCODE=CIVN-2024-0313
https://www.schneider-elektronik.de/wp-content/uploads/2024/07/SAR-202405-1.pdf
https://www.schneider-elektronik.de/wp-content/uploads/2024/07/SAR-202405-1.pdf
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CVE-2024- 03-10-2024 Optigo Networks ONS-S8 Spectra 9.1 No
45367 Aggregation Switch
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https://www.cisa.gov/news-events/ics-advisories/icsa-24-275-01
https://www.cisa.gov/news-events/ics-advisories/icsa-24-275-01
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About this data

This report brings together information from several sources including:
CISA Known Exploited Vulnerabilities Catalog
CVE Program
FIRST - Exploit Prediction Scoring System (EPSS)

Note: The information in this report represents a snapshot in time and may become outdated by the time
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited
Vulnerabilities Catalog.

For further information please contact SC3@gov.scot
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