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Weekly Vulnerability Report 
22 October 2024 

This report summarizes the known software vulnerabilities published during the period 14-20 October 
2024. This data can help users prioritise and manage the vulnerabilities that might pose a risk to their 
organisations. 

It includes a breakdown of vulnerabilities by vendor, a table of vulnerabilities with the highest likelihood of 
being exploited (EPSS >0.001), and a table of vulnerabilities with the highest severity rating (CVSSv3 Base 
Score >=9). The tables also indicate whether a vulnerability has been exploited according to the CISA Known 
Exploited Catalog. 

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or 
remediation guidance. 

  

https://www.first.org/epss/data_stats
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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Count of vulnerabilities by software vendor (top 10), 14-20 October 2024 
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Vulnerabilities with highest likelihood of exploitation, 14-20 October 2024 

CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2023-
22649 

16-10-2024 SUSE rancher 8.4 0.004 No 

CVE-2024-
21216 

15-10-2024 Oracle Corporation Oracle WebLogic 
Server 

9.8 0.001 No 

CVE-2024-
10078 

18-10-2024 chertz WP Easy Post Types 7.3 0.001 No 

CVE-2024-
43587 

17-10-2024 Microsoft Microsoft Edge 
(Chromium-based) 

5.9 0.001 No 

CVE-2024-
43566 

17-10-2024 Microsoft Microsoft Edge 
(Chromium-based) 

7.5 0.001 No 

CVE-2024-
43578 

17-10-2024 Microsoft Microsoft Edge 
(Chromium-based) 

7.6 0.001 No 

CVE-2024-
43579 

17-10-2024 Microsoft Microsoft Edge 
(Chromium-based) 

7.6 0.001 No 

CVE-2024-
43595 

17-10-2024 Microsoft Microsoft Edge 
(Chromium-based) 

6.5 0.001 No 

CVE-2024-
43596 

17-10-2024 Microsoft Microsoft Edge 
(Chromium-based) 

6.5 0.001 No 

CVE-2024-
21234 

15-10-2024 Oracle Corporation Oracle WebLogic 
Server 

7.5 0.001 No 

CVE-2024-
21246 

15-10-2024 Oracle Corporation Oracle Service Bus 7.5 0.001 No 

https://bugzilla.suse.com/show_bug.cgi?id=CVE-2023-22649
https://bugzilla.suse.com/show_bug.cgi?id=CVE-2023-22649
https://www.oracle.com/security-alerts/cpuoct2024.html
https://www.oracle.com/security-alerts/cpuoct2024.html
https://www.wordfence.com/threat-intel/vulnerabilities/id/d12c4b1c-23d0-430f-a6ea-0a3ab487ed10?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/d12c4b1c-23d0-430f-a6ea-0a3ab487ed10?source=cve
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43587
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43587
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43566
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43566
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43578
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43578
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43579
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43579
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43595
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43595
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43596
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43596
https://www.oracle.com/security-alerts/cpuoct2024.html
https://www.oracle.com/security-alerts/cpuoct2024.html
https://www.oracle.com/security-alerts/cpuoct2024.html
https://www.oracle.com/security-alerts/cpuoct2024.html
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
45693 

16-10-2024 Apache Software 
Foundation 

Apache CloudStack NA 0.001 No 

  

https://cloudstack.apache.org/blog/security-release-advisory-4.18.2.4-4.19.1.2
https://cloudstack.apache.org/blog/security-release-advisory-4.18.2.4-4.19.1.2
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Vulnerabilities with highest severity, 14-20 October 2024 

CVE Date Published Vendor Product 
Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2020-
36837 

16-10-2024 themegrill ThemeGrill Demo Importer 9.9 0.001 No 

CVE-2023-
32191 

16-10-2024 SUSE rke 9.9  No 

CVE-2024-
48027 

16-10-2024 xaraartech External featured image from 
bing 

9.9  No 

CVE-2024-
48034 

16-10-2024 Fliperrr Team Creates 3D Flipbook, PDF 
Flipbook 

9.9  No 

CVE-2024-
48035 

16-10-2024 Takayuki 
Imanishi 

ACF Images Search And 
Insert 

9.9  No 

CVE-2024-
49260 

16-10-2024 Limb WordPress Gallery Plugin – 
Limb Image Gallery 

9.9  No 

CVE-2024-
49331 

20-10-2024 Myriad 
Solutionz 

Property Lot Management 
System 

9.9 NA No 

CVE-2016-
15042 

16-10-2024 nmedia N-Media Post Front-end Form 9.8 0.001 No 

CVE-2018-
25105 

16-10-2024 mndpsingh2
87 

File Manager 9.8 0.001 No 

CVE-2019-
25213 

16-10-2024 vasyltech Advanced Access Manager – 
Restricted Content, Users & 
Roles, Enhanced Security and 
More 

9.8 0.001 No 

https://www.wordfence.com/threat-intel/vulnerabilities/id/8c0dc694-854e-4f96-8c2d-7251c41a3ee9?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/8c0dc694-854e-4f96-8c2d-7251c41a3ee9?source=cve
https://bugzilla.suse.com/show_bug.cgi?id=CVE-2023-32191
https://bugzilla.suse.com/show_bug.cgi?id=CVE-2023-32191
https://patchstack.com/database/vulnerability/external-featured-image-from-bing/wordpress-external-featured-image-from-bing-plugin-1-0-2-remote-code-execution-rce-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/external-featured-image-from-bing/wordpress-external-featured-image-from-bing-plugin-1-0-2-remote-code-execution-rce-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/create-flipbook-from-pdf/wordpress-creates-3d-flipbook-pdf-flipbook-plugin-1-2-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/create-flipbook-from-pdf/wordpress-creates-3d-flipbook-pdf-flipbook-plugin-1-2-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/acf-images-search-and-insert/wordpress-acf-images-search-and-insert-plugin-1-1-4-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/acf-images-search-and-insert/wordpress-acf-images-search-and-insert-plugin-1-1-4-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/limb-gallery/wordpress-limb-gallery-plugin-1-5-7-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/limb-gallery/wordpress-limb-gallery-plugin-1-5-7-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/plms/wordpress-property-lot-management-system-plugin-4-2-38-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/plms/wordpress-property-lot-management-system-plugin-4-2-38-arbitrary-file-upload-vulnerability?_s_id=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/2c1e6298-f243-49a5-b1b7-52bd6a6c8858?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/2c1e6298-f243-49a5-b1b7-52bd6a6c8858?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/a56d5a2f-ae13-4523-bc4a-17bb2fb4c6f0?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/a56d5a2f-ae13-4523-bc4a-17bb2fb4c6f0?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/55e0f0df-7be2-4e18-988c-2cc558768eff?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/55e0f0df-7be2-4e18-988c-2cc558768eff?source=cve
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CVE Date Published Vendor Product 
Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2019-
25217 

16-10-2024 siteground Speed Optimizer – The All-In-
One Performance-Boosting 
Plugin 

9.8 0.001 No 

CVE-2020-
36832 

16-10-2024 wpindeed Indeed Membership Pro 9.8 0.001 No 

CVE-2021-
4443 

16-10-2024 quadlayers WordPress Mega Menu – 
QuadMenu 

9.8 0.001 No 

CVE-2021-
4449 

16-10-2024 ZoomIt ZoomSounds - WordPress 
Wave Audio Player with 
Playlist 

9.8 0.001 No 

CVE-2024-
10018 

16-10-2024 TECNO com.transsion.aivoiceassistan
t 

9.8  No 

CVE-2024-
10118 

18-10-2024 SECOM WRTR-304GN-304TW-UPSC 9.8 0.001 No 

CVE-2024-
10119 

18-10-2024 SECOM WRTM326 9.8 0.001 No 

CVE-2024-
10131 

19-10-2024 infiniflow infiniflow/ragflow 9.8  No 

CVE-2024-
21216 

15-10-2024 Oracle 
Corporation 

Oracle WebLogic Server 9.8 0.001 No 

CVE-2024-
44000 

20-10-2024 LiteSpeed 
Technologies 

LiteSpeed Cache 9.8 NA No 

https://www.wordfence.com/threat-intel/vulnerabilities/id/657f3bd7-2cdc-4eb6-ba50-7c7fca468df0?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/657f3bd7-2cdc-4eb6-ba50-7c7fca468df0?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/a5341bbd-55bd-41ad-b5d1-d6b56c141277?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/a5341bbd-55bd-41ad-b5d1-d6b56c141277?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/04003542-fd62-4587-9834-70e7fe8f08ef?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/04003542-fd62-4587-9834-70e7fe8f08ef?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/262e3bb3-bc83-4d0b-8056-9f94ec141b8f?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/262e3bb3-bc83-4d0b-8056-9f94ec141b8f?source=cve
https://security.tecno.com/SRC/blogdetail/323?lang=en_US
https://security.tecno.com/SRC/blogdetail/323?lang=en_US
https://www.twcert.org.tw/tw/cp-132-8154-69fa5-1.html
https://www.twcert.org.tw/tw/cp-132-8154-69fa5-1.html
https://www.twcert.org.tw/tw/cp-132-8156-81c9d-1.html
https://www.twcert.org.tw/tw/cp-132-8156-81c9d-1.html
https://huntr.com/bounties/42ae0b27-e851-4b58-a991-f691a437fbaa
https://huntr.com/bounties/42ae0b27-e851-4b58-a991-f691a437fbaa
https://www.oracle.com/security-alerts/cpuoct2024.html
https://www.oracle.com/security-alerts/cpuoct2024.html
https://patchstack.com/database/vulnerability/litespeed-cache/wordpress-litespeed-cache-plugin-6-5-0-1-unauthenticated-account-takeover-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/litespeed-cache/wordpress-litespeed-cache-plugin-6-5-0-1-unauthenticated-account-takeover-vulnerability?_s_id=cve
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CVE Date Published Vendor Product 
Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
45216 

16-10-2024 Apache 
Software 
Foundation 

Apache Solr 9.8  No 

CVE-2024-
45274 

15-10-2024 MB connect 
line 

mbNET.mini 9.8 0.001 No 

CVE-2024-
45275 

15-10-2024 MB connect 
line 

mbNET.mini 9.8 0.001 No 

CVE-2024-
48026 

16-10-2024 Grayson 
Robbins 

Disc Golf Manager 9.8  No 

CVE-2024-
48028 

16-10-2024 Boyan 
Raichev 

IP Loc8 9.8  No 

CVE-2024-
48030 

16-10-2024 Gabriele 
Valenti 

Telecash Ricaricaweb 9.8  No 

CVE-2024-
49217 

17-10-2024 Madiri 
Salman 
Aashish 

Adding drop down roles in 
registration 

9.8  No 

CVE-2024-
49218 

16-10-2024 Al Imran 
Akash 

Recently 9.8  No 

CVE-2024-
49247 

16-10-2024 sooskriszta, 
webforza 

BuddyPress Better 
Registration 

9.8  No 

CVE-2024-
49318 

17-10-2024 Scott Olson My Reading Library 9.8  No 

CVE-2024-
49322 

17-10-2024 CodePassen
ger 

Job Board Manager for 
WordPress 

9.8  No 

https://solr.apache.org/security.html#cve-2024-45216-apache-solr-authentication-bypass-possible-using-a-fake-url-path-ending
https://solr.apache.org/security.html#cve-2024-45216-apache-solr-authentication-bypass-possible-using-a-fake-url-path-ending
https://cert.vde.com/en/advisories/VDE-2024-056
https://cert.vde.com/en/advisories/VDE-2024-056
https://cert.vde.com/en/advisories/VDE-2024-056
https://cert.vde.com/en/advisories/VDE-2024-056
https://patchstack.com/database/vulnerability/disc-golf-manager/wordpress-disc-golf-manager-plugin-1-0-0-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/disc-golf-manager/wordpress-disc-golf-manager-plugin-1-0-0-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/ip-loc8/wordpress-ip-loc8-plugin-1-1-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/ip-loc8/wordpress-ip-loc8-plugin-1-1-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/telecash-ricaricaweb/wordpress-telecash-ricaricaweb-plugin-2-2-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/telecash-ricaricaweb/wordpress-telecash-ricaricaweb-plugin-2-2-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/user-drop-down-roles-in-registration/wordpress-adding-drop-down-roles-in-registration-plugin-1-1-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/user-drop-down-roles-in-registration/wordpress-adding-drop-down-roles-in-registration-plugin-1-1-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/recently-viewed-most-viewed-and-sold-products-for-woocommerce/wordpress-recently-plugin-1-1-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/recently-viewed-most-viewed-and-sold-products-for-woocommerce/wordpress-recently-plugin-1-1-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/better-bp-registration/wordpress-buddypress-better-registration-plugin-1-6-broken-authentication-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/better-bp-registration/wordpress-buddypress-better-registration-plugin-1-6-broken-authentication-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/my-reading-library/wordpress-my-reading-library-plugin-1-0-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/my-reading-library/wordpress-my-reading-library-plugin-1-0-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/jemployee/wordpress-job-board-manager-for-wordpress-plugin-1-0-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/jemployee/wordpress-job-board-manager-for-wordpress-plugin-1-0-privilege-escalation-vulnerability?_s_id=cve
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CVE Date Published Vendor Product 
Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
49328 

20-10-2024 Vivek 
Tamrakar 

WP REST API FNS 9.8 NA No 

CVE-2024-
49332 

20-10-2024 Giveaway 
Boost 

Giveaway Boost 9.8 NA No 

CVE-2024-
49604 

20-10-2024 Najeeb 
Ahmad 

Simple User Registration 9.8 NA No 

CVE-2024-
49624 

20-10-2024 Smartdevth Advanced Advertising System 9.8 NA No 

CVE-2024-
49625 

20-10-2024 Brandon 
Clark 

SiteBuilder Dynamic 
Components 

9.8 NA No 

CVE-2024-
49626 

20-10-2024 Piyushmca Shipyaari Shipping 
Management 

9.8 NA No 

CVE-2024-
9105 

16-10-2024 Tophive Ultimate AI 9.8 0.001 No 

CVE-2024-
9263 

17-10-2024 arraytics WP Timetics- AI-powered 
Appointment Booking 
Calendar and Online 
Scheduling Plugin 

9.8  No 

CVE-2024-
9486 

15-10-2024 Kubernetes Image Builder 9.8  No 

CVE-2024-
9537 

18-10-2024 ScienceLogic SL1 9.8  No 

CVE-2024-
9634 

16-10-2024 webdevmatt
crom 

GiveWP – Donation Plugin 
and Fundraising Platform 

9.8 0.001 No 

https://patchstack.com/database/vulnerability/rest-api-fns/wordpress-wp-rest-api-fns-plugin-plugin-1-0-0-account-takeover-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/rest-api-fns/wordpress-wp-rest-api-fns-plugin-plugin-1-0-0-account-takeover-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/giveaway-boost/wordpress-giveaway-boost-plugin-2-1-4-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/giveaway-boost/wordpress-giveaway-boost-plugin-2-1-4-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wp-registration/wordpress-simple-user-registration-plugin-5-5-account-takeover-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wp-registration/wordpress-simple-user-registration-plugin-5-5-account-takeover-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/advanced-advertising-system/wordpress-advanced-advertising-system-plugin-1-3-1-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/advanced-advertising-system/wordpress-advanced-advertising-system-plugin-1-3-1-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/sitebuilder-dynamic-components/wordpress-sitebuilder-dynamic-components-plugin-1-0-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/sitebuilder-dynamic-components/wordpress-sitebuilder-dynamic-components-plugin-1-0-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/shipyaari-shipping-managment/wordpress-shipyaari-shipping-management-plugin-1-2-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/shipyaari-shipping-managment/wordpress-shipyaari-shipping-management-plugin-1-2-php-object-injection-vulnerability?_s_id=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/c2475643-a0b4-444a-a2c6-a5c45e90e1dd?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/c2475643-a0b4-444a-a2c6-a5c45e90e1dd?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/74bd595b-d2fa-4c62-82d2-dba2c2b128f0?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/74bd595b-d2fa-4c62-82d2-dba2c2b128f0?source=cve
https://github.com/kubernetes/kubernetes/issues/128006
https://github.com/kubernetes/kubernetes/issues/128006
https://rackspace.service-now.com/system_status?id=detailed_status&service=4dafca5a87f41610568b206f8bbb35a6
https://rackspace.service-now.com/system_status?id=detailed_status&service=4dafca5a87f41610568b206f8bbb35a6
https://www.wordfence.com/threat-intel/vulnerabilities/id/b8eb3aa9-fe60-48b6-aa24-7873dd68b47e?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/b8eb3aa9-fe60-48b6-aa24-7873dd68b47e?source=cve
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CVE Date Published Vendor Product 
Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
9862 

17-10-2024 cyberlord92 Miniorange OTP Verification 
with Firebase 

9.8 0.001 No 

CVE-2024-
9863 

17-10-2024 cyberlord92 Miniorange OTP Verification 
with Firebase 

9.8 0.001 No 

CVE-2024-
9893 

16-10-2024 nextendweb Nextend Social Login Pro 9.8 0.001 No 

CVE-2024-
9921 

14-10-2024 teamplus 
technology 

team+ 9.8 0.001 No 

CVE-2024-
9924 

14-10-2024 Hgiga OAKlouds 9.8 0.001 No 

CVE-2024-
9925 

15-10-2024 TAI Smart 
Factory 

QPLANT SF 9.8 0.001 No 

CVE-2024-
9972 

15-10-2024 ChanGate Property Management 
System 

9.8 0.001 No 

CVE-2024-
9982 

15-10-2024 ESi 
Technology 

AIM LINE Marketing Platform 9.8 0.001 No 

CVE-2024-
9984 

15-10-2024 Ragic Enterprise Cloud Database 9.8 0.001 No 

CVE-2024-
49286 

20-10-2024 Moridrin SSV Events 9.6 NA No 

CVE-2023-
32188 

16-10-2024 SUSE neuvector 9.4  No 

CVE-2024-
9264 

18-10-2024 Grafana Grafana 9.4  No 

https://www.wordfence.com/threat-intel/vulnerabilities/id/9c3df12d-e526-4a23-89d3-bfdcea9f7b2d?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/9c3df12d-e526-4a23-89d3-bfdcea9f7b2d?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/f04eab14-dd86-4145-b5eb-20d064bc8417?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/f04eab14-dd86-4145-b5eb-20d064bc8417?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/0e4588d1-f21e-48ba-a8cb-d18c421f000a?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/0e4588d1-f21e-48ba-a8cb-d18c421f000a?source=cve
https://www.twcert.org.tw/tw/cp-132-8124-d9b92-1.html
https://www.twcert.org.tw/tw/cp-132-8124-d9b92-1.html
https://www.twcert.org.tw/tw/cp-132-8130-89bb1-1.html
https://www.twcert.org.tw/tw/cp-132-8130-89bb1-1.html
https://incibe.es/en/incibe-cert/notices/aviso-sci/sql-injection-qplant-tai-smart-factory
https://incibe.es/en/incibe-cert/notices/aviso-sci/sql-injection-qplant-tai-smart-factory
https://www.twcert.org.tw/tw/cp-132-8140-ee91e-1.html
https://www.twcert.org.tw/tw/cp-132-8140-ee91e-1.html
https://www.twcert.org.tw/tw/cp-132-8146-497a2-1.html
https://www.twcert.org.tw/tw/cp-132-8146-497a2-1.html
https://www.twcert.org.tw/tw/cp-132-8150-c955a-1.html
https://www.twcert.org.tw/tw/cp-132-8150-c955a-1.html
https://patchstack.com/database/vulnerability/ssv-events/wordpress-ssv-events-plugin-3-2-7-local-file-inclusion-to-rce-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/ssv-events/wordpress-ssv-events-plugin-3-2-7-local-file-inclusion-to-rce-vulnerability?_s_id=cve
https://bugzilla.suse.com/show_bug.cgi?id=CVE-2023-32188
https://bugzilla.suse.com/show_bug.cgi?id=CVE-2023-32188
https://grafana.com/security/security-advisories/cve-2024-9264/
https://grafana.com/security/security-advisories/cve-2024-9264/
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CVE Date Published Vendor Product 
Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
49246 

17-10-2024 anand23 Ajax Rating with Custom 
Login 

9.3  No 

CVE-2024-
49305 

17-10-2024 WPFactory Email Verification for 
WooCommerce 

9.3  No 

CVE-2024-
49397 

17-10-2024 Elvaco M-Bus Metering Gateway 
CMe3100 

9.2  No 

CVE-2024-
10004 

15-10-2024 Mozilla Firefox for iOS 9.1  No 

CVE-2024-
10025 

17-10-2024 SICK AG SICK CLV6xx 9.1  No 

CVE-2024-
37404 

18-10-2024 Ivanti Connect Secure 9.1  No 

CVE-2024-
47649 

16-10-2024 THATplugin Iconize 9.1  No 

CVE-2024-
47945 

15-10-2024 RITTAL 
GmbH & 
Co. KG 

IoT Interface & CMC III 
Processing Unit 

9.1  No 

CVE-2024-
48042 

16-10-2024 Supsystic Contact Form by Supsystic 9.1  No 

CVE-2024-
48914 

15-10-2024 vendure-
ecommerce 

vendure 9.1  No 

CVE-2024-
48920 

17-10-2024 acm309 PutongOJ 9.1  No 

https://patchstack.com/database/vulnerability/ajax-rating-with-custom-login/wordpress-ajax-rating-with-custom-login-plugin-1-1-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/ajax-rating-with-custom-login/wordpress-ajax-rating-with-custom-login-plugin-1-1-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/emails-verification-for-woocommerce/wordpress-customer-email-verification-for-woocommerce-plugin-2-8-10-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/emails-verification-for-woocommerce/wordpress-customer-email-verification-for-woocommerce-plugin-2-8-10-sql-injection-vulnerability?_s_id=cve
https://www.cisa.gov/news-events/ics-advisories/icsa-24-291-01
https://www.cisa.gov/news-events/ics-advisories/icsa-24-291-01
https://bugzilla.mozilla.org/show_bug.cgi?id=1904885
https://bugzilla.mozilla.org/show_bug.cgi?id=1904885
https://sick.com/psirt
https://sick.com/psirt
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Connect-Secure-and-Policy-Secure-CVE-2024-37404
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Connect-Secure-and-Policy-Secure-CVE-2024-37404
https://patchstack.com/database/vulnerability/iconize/wordpress-iconize-plugin-1-2-4-remote-code-execution-rce-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/iconize/wordpress-iconize-plugin-1-2-4-remote-code-execution-rce-vulnerability?_s_id=cve
https://r.sec-consult.com/rittaliot
https://r.sec-consult.com/rittaliot
https://patchstack.com/database/vulnerability/contact-form-by-supsystic/wordpress-contact-form-by-supsystic-plugin-1-7-28-remote-code-execution-rce-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/contact-form-by-supsystic/wordpress-contact-form-by-supsystic-plugin-1-7-28-remote-code-execution-rce-vulnerability?_s_id=cve
https://github.com/vendure-ecommerce/vendure/security/advisories/GHSA-r9mq-3c9r-fmjq
https://github.com/vendure-ecommerce/vendure/security/advisories/GHSA-r9mq-3c9r-fmjq
https://github.com/acm309/PutongOJ/security/advisories/GHSA-gj6h-73c5-xw6f
https://github.com/acm309/PutongOJ/security/advisories/GHSA-gj6h-73c5-xw6f
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CVE Date Published Vendor Product 
Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
49271 

16-10-2024 Unlimited 
Elements 

Unlimited Elements For 
Elementor (Free Widgets, 
Addons, Templates) 

9.1  No 

CVE-2024-
21172 

15-10-2024 Oracle 
Corporation 

Oracle Hospitality OPERA 5 9 0.001 No 

  

https://patchstack.com/database/vulnerability/unlimited-elements-for-elementor/wordpress-unlimited-elements-for-elementor-free-widgets-addons-templates-plugin-1-5-121-remote-code-execution-rce-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/unlimited-elements-for-elementor/wordpress-unlimited-elements-for-elementor-free-widgets-addons-templates-plugin-1-5-121-remote-code-execution-rce-vulnerability?_s_id=cve
https://www.oracle.com/security-alerts/cpuoct2024.html
https://www.oracle.com/security-alerts/cpuoct2024.html
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About this data 

This report brings together information from several sources including: 

• CISA Known Exploited Vulnerabilities Catalog 

• CVE Program 

• FIRST - Exploit Prediction Scoring System (EPSS) 

Note: The information in this report represents a snapshot in time and may become outdated by the time 
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited 
Vulnerabilities Catalog. 

For further information please contact SC3@gov.scot 


