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Weekly Vulnerability Report 
15 October 2024 

This report summarizes the known software vulnerabilities published during the period 7-13 October 2024. 
This data can help users prioritise and manage the vulnerabilities that might pose a risk to their 
organisations. 

It includes a breakdown of vulnerabilities by vendor, a table of vulnerabilities with the highest likelihood of 
being exploited (EPSS >0.001), and a table of vulnerabilities with the highest severity rating (CVSSv3 Base 
Score >=9). The tables also indicate whether a vulnerability has been exploited according to the CISA Known 
Exploited Catalog. 

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or 
remediation guidance. 

  

https://www.first.org/epss/data_stats
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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Count of vulnerabilities by software vendor (top 10), 7-13 October 2024 
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Vulnerabilities with highest likelihood of exploitation, 7-13 October 2024 

CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
9380 

08-10-2024 Ivanti CSA (Cloud Services 
Appliance) 

7.2 0.046 Yes 

CVE-2024-
43573 

08-10-2024 Microsoft Windows 10 Version 
22H2 

6.5 0.013 Yes 

CVE-2024-
9379 

08-10-2024 Ivanti CSA (Cloud Services 
Appliance) 

6.5 0.008 Yes 

CVE-2024-
9463 

09-10-2024 Palo Alto 
Networks 

Expedition 9.9 0.004 No 

CVE-2024-
45134 

10-10-2024 Adobe Adobe Commerce 2.7 0.001 No 

CVE-2024-
33066 

07-10-2024 Qualcomm, Inc. Snapdragon 9.8 0.001 No 

CVE-2024-
38265 

08-10-2024 Microsoft Windows Server 2019 8.8 0.001 No 

CVE-2024-
45117 

10-10-2024 Adobe Adobe Commerce 7.6 0.001 No 

CVE-2024-
43047 

07-10-2024 Qualcomm, Inc. Snapdragon 7.8 0.001 Yes 

CVE-2024-
47412 

09-10-2024 Adobe Animate 7.8 0.001 No 

CVE-2024-
47413 

09-10-2024 Adobe Animate 7.8 0.001 No 

https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-CSA-Cloud-Services-Appliance-CVE-2024-9379-CVE-2024-9380-CVE-2024-9381
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-CSA-Cloud-Services-Appliance-CVE-2024-9379-CVE-2024-9380-CVE-2024-9381
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43573
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43573
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-CSA-Cloud-Services-Appliance-CVE-2024-9379-CVE-2024-9380-CVE-2024-9381
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-CSA-Cloud-Services-Appliance-CVE-2024-9379-CVE-2024-9380-CVE-2024-9381
https://security.paloaltonetworks.com/PAN-SA-2024-0010
https://security.paloaltonetworks.com/PAN-SA-2024-0010
https://helpx.adobe.com/security/products/magento/apsb24-73.html
https://helpx.adobe.com/security/products/magento/apsb24-73.html
https://docs.qualcomm.com/product/publicresources/securitybulletin/october-2024-bulletin.html
https://docs.qualcomm.com/product/publicresources/securitybulletin/october-2024-bulletin.html
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38265
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38265
https://helpx.adobe.com/security/products/magento/apsb24-73.html
https://helpx.adobe.com/security/products/magento/apsb24-73.html
https://docs.qualcomm.com/product/publicresources/securitybulletin/october-2024-bulletin.html
https://docs.qualcomm.com/product/publicresources/securitybulletin/october-2024-bulletin.html
https://helpx.adobe.com/security/products/animate/apsb24-76.html
https://helpx.adobe.com/security/products/animate/apsb24-76.html
https://helpx.adobe.com/security/products/animate/apsb24-76.html
https://helpx.adobe.com/security/products/animate/apsb24-76.html
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
47414 

09-10-2024 Adobe Animate 7.8 0.001 No 

CVE-2024-
47415 

09-10-2024 Adobe Animate 7.8 0.001 No 

CVE-2024-
47418 

09-10-2024 Adobe Animate 7.8 0.001 No 

CVE-2024-
47410 

09-10-2024 Adobe Animate 7.8 0.001 No 

CVE-2024-
47417 

09-10-2024 Adobe Animate 7.8 0.001 No 

  

https://helpx.adobe.com/security/products/animate/apsb24-76.html
https://helpx.adobe.com/security/products/animate/apsb24-76.html
https://helpx.adobe.com/security/products/animate/apsb24-76.html
https://helpx.adobe.com/security/products/animate/apsb24-76.html
https://helpx.adobe.com/security/products/animate/apsb24-76.html
https://helpx.adobe.com/security/products/animate/apsb24-76.html
https://helpx.adobe.com/security/products/animate/apsb24-76.html
https://helpx.adobe.com/security/products/animate/apsb24-76.html
https://helpx.adobe.com/security/products/animate/apsb24-76.html
https://helpx.adobe.com/security/products/animate/apsb24-76.html
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Vulnerabilities with highest severity, 7-13 October 2024 

CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability 
of 
Exploitation Exploited 

CVE-2024-
47553 

08-10-2024 Siemens Siemens SINEC Security Monitor 9.9  No 

CVE-2024-
9463 

09-10-2024 Palo Alto 
Networks 

Expedition 9.9 0.004 No 

CVE-2024-
20100 

07-10-2024 MediaTek, 
Inc. 

MT3605, MT6985, MT6989, MT6990, 
MT7927, MT8183, MT8365, MT8512, 
MT8676, MT8678, MT8695, MT8698, 
MT8755, MT8775, MT8792, MT8796 

9.8  No 

CVE-2024-
20101 

07-10-2024 MediaTek, 
Inc. 

MT3605, MT6985, MT6989, MT6990, 
MT7927, MT8183, MT8512, MT8676, 
MT8678, MT8695, MT8698, MT8755, 
MT8775, MT8792, MT8796 

9.8  No 

CVE-2024-
20103 

07-10-2024 MediaTek, 
Inc. 

MT3605, MT6985, MT6989, MT6990, 
MT7927, MT8183, MT8512, MT8678, 
MT8695, MT8698, MT8796, MT8893 

9.8  No 

CVE-2024-
3057 

08-10-2024 PureStorage FlashArray 9.8  No 

CVE-2024-
33066 

07-10-2024 Qualcomm, 
Inc. 

Snapdragon 9.8 0.001 No 

CVE-2024-
41798 

08-10-2024 Siemens SENTRON 7KM PAC3200 9.8  No 

https://cert-portal.siemens.com/productcert/html/ssa-430425.html
https://cert-portal.siemens.com/productcert/html/ssa-430425.html
https://security.paloaltonetworks.com/PAN-SA-2024-0010
https://security.paloaltonetworks.com/PAN-SA-2024-0010
https://corp.mediatek.com/product-security-bulletin/October-2024
https://corp.mediatek.com/product-security-bulletin/October-2024
https://corp.mediatek.com/product-security-bulletin/October-2024
https://corp.mediatek.com/product-security-bulletin/October-2024
https://corp.mediatek.com/product-security-bulletin/October-2024
https://corp.mediatek.com/product-security-bulletin/October-2024
https://support.purestorage.com/category/m_pure_storage_product_security
https://support.purestorage.com/category/m_pure_storage_product_security
https://docs.qualcomm.com/product/publicresources/securitybulletin/october-2024-bulletin.html
https://docs.qualcomm.com/product/publicresources/securitybulletin/october-2024-bulletin.html
https://cert-portal.siemens.com/productcert/html/ssa-850560.html
https://cert-portal.siemens.com/productcert/html/ssa-850560.html
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability 
of 
Exploitation Exploited 

CVE-2024-
43468 

08-10-2024 Microsoft Microsoft Configuration Manager 9.8 0.001 No 

CVE-2024-
45115 

10-10-2024 Adobe Adobe Commerce 9.8 0.001 No 

CVE-2024-
47636 

10-10-2024 Eyecix JobSearch 9.8  No 

CVE-2024-
48033 

11-10-2024 Elie Burstein, 
Baptiste 
Gourdin 

Talkback 9.8  No 

CVE-2024-
7099 

13-10-2024 netease-
youdao 

netease-youdao/qanything 9.8  No 

CVE-2024-
8884 

08-10-2024 Schneider 
Electric 

System Monitor application in 
Harmony Industrial PC 
HMIBMO/HMIBMI/HMIPSO/HMIBM
P/HMIBMU/HMIPSP/HMIPEP series 

9.8  No 

CVE-2024-
8911 

08-10-2024 latepoint LatePoint Plugin 9.8 0.001 No 

CVE-2024-
8943 

08-10-2024 latepoint LatePoint Plugin 9.8 0.001 No 

CVE-2024-
9047 

12-10-2024 nickboss WordPress File Upload 9.8 0.001 No 

CVE-2024-
9234 

11-10-2024 ataurr GutenKit – Page Builder Blocks, 
Patterns, and Templates for 
Gutenberg Block Editor 

9.8  No 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43468
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43468
https://helpx.adobe.com/security/products/magento/apsb24-73.html
https://helpx.adobe.com/security/products/magento/apsb24-73.html
https://patchstack.com/database/vulnerability/wp-jobsearch/wordpress-wp-jobsearch-plugin-2-5-9-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wp-jobsearch/wordpress-wp-jobsearch-plugin-2-5-9-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/talkback-secure-linkback-protocol/wordpress-talkback-plugin-1-0-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/talkback-secure-linkback-protocol/wordpress-talkback-plugin-1-0-php-object-injection-vulnerability?_s_id=cve
https://huntr.com/bounties/bc98983e-06cc-4a4b-be01-67e5010cb2c1
https://huntr.com/bounties/bc98983e-06cc-4a4b-be01-67e5010cb2c1
https://download.schneider-electric.com/files?p_Doc_Ref=SEVD-2024-282-07&p_enDocType=Security+and+Safety+Notice&p_File_Name=SEVD-2024-282-07.pdf
https://download.schneider-electric.com/files?p_Doc_Ref=SEVD-2024-282-07&p_enDocType=Security+and+Safety+Notice&p_File_Name=SEVD-2024-282-07.pdf
https://www.wordfence.com/threat-intel/vulnerabilities/id/5c9a23a3-5eb5-4f5b-bf32-c9d163426f29?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/5c9a23a3-5eb5-4f5b-bf32-c9d163426f29?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/bac8c35b-2afa-4347-b86e-2f16db19a4d3?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/bac8c35b-2afa-4347-b86e-2f16db19a4d3?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/554a314c-9e8e-4691-9792-d086790ef40f?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/554a314c-9e8e-4691-9792-d086790ef40f?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/e44c5dc0-6bf6-417a-9383-b345ff57ac32?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/e44c5dc0-6bf6-417a-9383-b345ff57ac32?source=cve
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability 
of 
Exploitation Exploited 

CVE-2024-
9518 

10-10-2024 userplus User registration & user profile – 
UserPlus 

9.8 0.001 No 

CVE-2024-
9574 

07-10-2024 SOPlanning SOPlanning 9.8  No 

CVE-2024-
9680 

09-10-2024 Mozilla Firefox 9.8  No 

CVE-2024-
9707 

11-10-2024 themehunk Hunk Companion 9.8 0.001 No 

CVE-2024-
9822 

11-10-2024 pedaloagenc
y 

Pedalo Connector 9.8 0.001 No 

CVE-2024-
9164 

11-10-2024 GitLab GitLab 9.6  No 

CVE-2024-
9487 

10-10-2024 GitHub Enterprise Server 9.5  No 

CVE-2024-
9201 

10-10-2024 SEUR SEUR plugin 9.4  No 

CVE-2024-
47074 

11-10-2024 dataease dataease 9.3  No 

CVE-2024-
47331 

11-10-2024 NinjaTeam Multi Step for Contact Form 9.3  No 

CVE-2024-
47830 

11-10-2024 makeplane plane 9.3  No 

https://www.wordfence.com/threat-intel/vulnerabilities/id/2489e649-27f7-4ca0-8655-0957016fa89a?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/2489e649-27f7-4ca0-8655-0957016fa89a?source=cve
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-soplanning
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-soplanning
https://bugzilla.mozilla.org/show_bug.cgi?id=1923344
https://bugzilla.mozilla.org/show_bug.cgi?id=1923344
https://www.wordfence.com/threat-intel/vulnerabilities/id/9c101fca-037c-4bed-9dc7-baa021a8b59c?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/9c101fca-037c-4bed-9dc7-baa021a8b59c?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/6ab0d342-bfa7-4760-b839-37c3354414ca?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/6ab0d342-bfa7-4760-b839-37c3354414ca?source=cve
https://gitlab.com/gitlab-org/gitlab/-/issues/493946
https://gitlab.com/gitlab-org/gitlab/-/issues/493946
https://docs.github.com/en/enterprise-server@3.11/admin/release-notes#3.11.16
https://docs.github.com/en/enterprise-server@3.11/admin/release-notes#3.11.16
https://www.incibe.es/en/incibe-cert/notices/aviso/sql-injection-vulnerability-seur-plugin
https://www.incibe.es/en/incibe-cert/notices/aviso/sql-injection-vulnerability-seur-plugin
https://github.com/dataease/dataease/security/advisories/GHSA-jgg7-w629-wcpc
https://github.com/dataease/dataease/security/advisories/GHSA-jgg7-w629-wcpc
https://patchstack.com/database/vulnerability/cf7-multi-step/wordpress-multi-step-for-contact-form-plugin-2-7-7-unauthenticated-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/cf7-multi-step/wordpress-multi-step-for-contact-form-plugin-2-7-7-unauthenticated-sql-injection-vulnerability?_s_id=cve
https://github.com/makeplane/plane/security/advisories/GHSA-39gx-38xf-c348
https://github.com/makeplane/plane/security/advisories/GHSA-39gx-38xf-c348
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability 
of 
Exploitation Exploited 

CVE-2024-
47832 

09-10-2024 ssoready ssoready 9.3  No 

CVE-2024-
9464 

09-10-2024 Palo Alto 
Networks 

Expedition 9.3  No 

CVE-2023-
25581 

10-10-2024 pac4j pac4j 9.2  No 

CVE-2024-
9465 

09-10-2024 Palo Alto 
Networks 

Expedition 9.2  No 

CVE-2024-
8015 

09-10-2024 Progress 
Software 

Telerik Reporting 9.1  No 

CVE-2024-
38124 

08-10-2024 Microsoft Windows Server 2019 9  No 

  

https://github.com/ssoready/ssoready/security/advisories/GHSA-j2hr-q93x-gxvh
https://github.com/ssoready/ssoready/security/advisories/GHSA-j2hr-q93x-gxvh
https://security.paloaltonetworks.com/PAN-SA-2024-0010
https://security.paloaltonetworks.com/PAN-SA-2024-0010
https://securitylab.github.com/advisories/GHSL-2022-085_pac4j/
https://securitylab.github.com/advisories/GHSL-2022-085_pac4j/
https://security.paloaltonetworks.com/PAN-SA-2024-0010
https://security.paloaltonetworks.com/PAN-SA-2024-0010
https://docs.telerik.com/report-server/knowledge-base/insecure-type-resolution-cve-2024-8015
https://docs.telerik.com/report-server/knowledge-base/insecure-type-resolution-cve-2024-8015
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38124
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38124
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About this data 

This report brings together information from several sources including: 

• CISA Known Exploited Vulnerabilities Catalog 

• CVE Program 

• FIRST - Exploit Prediction Scoring System (EPSS) 

Note: The information in this report represents a snapshot in time and may become outdated by the time 
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited 
Vulnerabilities Catalog. 

For further information please contact SC3@gov.scot 


