
 
 
 

 

Scottish Cyber Coordination Centre 0300 244 9700        SC3@gov.scot 

Weekly Vulnerability Report 
3 September 2024 

This report summarizes the known software vulnerabilities published during the period 26 August-1 
September 2024. This data can help users prioritise and manage the vulnerabilities that might pose a risk 
to their organisations. 

It includes a breakdown of vulnerabilities by vendor, a table of vulnerabilities with the highest likelihood of 
being exploited (EPSS >0.001), and a table of vulnerabilities with the highest severity rating (CVSSv3 Base 
Score >=9). The tables also indicate whether a vulnerability has been exploited according to the CISA Known 
Exploited Catalog. 

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or 
remediation guidance.  

https://www.first.org/epss/data_stats
https://nvd.nist.gov/vuln-metrics/cvss
https://nvd.nist.gov/vuln-metrics/cvss
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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Count of vulnerabilities by software vendor (top 10), 26 August-1 September 
2024 
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Vulnerabilities with highest likelihood of exploitation, 26 August-1 
September 2024 

CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
8181 

27-08-2024 FlowiseAI Flowise 7.3 0.005 No 

CVE-2024-
34195 

28-08-2024 n/a n/a 8.8 0.005 No 

CVE-2024-
8224 

27-08-2024 Tenda G3 8.7 0.004 No 

CVE-2024-
8225 

27-08-2024 Tenda G3 8.7 0.004 No 

CVE-2024-
8226 

27-08-2024 Tenda O1 8.7 0.004 No 

CVE-2024-
8227 

28-08-2024 Tenda O1 8.7 0.004 No 

CVE-2024-
8228 

28-08-2024 Tenda O5 8.7 0.004 No 

CVE-2024-
8229 

28-08-2024 Tenda O6 8.7 0.004 No 

CVE-2024-
8230 

28-08-2024 Tenda O6 8.7 0.004 No 

CVE-2024-
8294 

29-08-2024 n/a FeehiCMS 5.3 0.003 No 

https://tenable.com/security/research/tra-2024-22-0
https://tenable.com/security/research/tra-2024-22-0
https://gist.github.com/Swind1er/84161b607d06d060fba5adcdd92bceb4
https://gist.github.com/Swind1er/84161b607d06d060fba5adcdd92bceb4
https://vuldb.com/?id.275933
https://vuldb.com/?id.275933
https://vuldb.com/?id.275934
https://vuldb.com/?id.275934
https://vuldb.com/?id.275935
https://vuldb.com/?id.275935
https://vuldb.com/?id.275936
https://vuldb.com/?id.275936
https://vuldb.com/?id.275937
https://vuldb.com/?id.275937
https://vuldb.com/?id.275938
https://vuldb.com/?id.275938
https://vuldb.com/?id.275939
https://vuldb.com/?id.275939
https://vuldb.com/?id.276069
https://vuldb.com/?id.276069
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
8295 

29-08-2024 n/a FeehiCMS 5.3 0.003 No 

CVE-2024-
8296 

29-08-2024 n/a FeehiCMS 5.3 0.003 No 

CVE-2024-
8170 

26-08-2024 SourceCodes
ter 

Zipped Folder Manager App 5.3 0.002 No 

CVE-2024-
8162 

26-08-2024 TOTOLINK T10 AC1200 9.3 0.002 No 

CVE-2024-
8210 

27-08-2024 D-Link DNS-120 5.3 0.002 No 

CVE-2024-
8213 

27-08-2024 D-Link DNS-120 5.3 0.002 No 

CVE-2024-
8166 

26-08-2024 Ruijie EG2000K 5.1 0.002 No 

CVE-2024-
44761 

28-08-2024 n/a n/a 9.9 0.002 No 

CVE-2024-
8211 

27-08-2024 D-Link DNS-120 5.3 0.001 No 

CVE-2024-
8214 

27-08-2024 D-Link DNS-120 5.3 0.001 No 

CVE-2024-
8030 

28-08-2024 bdthemes Ultimate Store Kit Elementor 
Addons, Woocommerce Builder, 
EDD Builder, Elementor Store 

9.8 0.001 No 

https://vuldb.com/?id.276070
https://vuldb.com/?id.276070
https://vuldb.com/?id.276071
https://vuldb.com/?id.276071
https://vuldb.com/?id.275769
https://vuldb.com/?id.275769
https://vuldb.com/?id.275760
https://vuldb.com/?id.275760
https://vuldb.com/?id.275919
https://vuldb.com/?id.275919
https://vuldb.com/?id.275922
https://vuldb.com/?id.275922
https://vuldb.com/?id.275764
https://vuldb.com/?id.275764
https://github.com/WarmBrew/web_vul/blob/main/EQ/EQEMS.md
https://github.com/WarmBrew/web_vul/blob/main/EQ/EQEMS.md
https://vuldb.com/?id.275920
https://vuldb.com/?id.275920
https://vuldb.com/?id.275923
https://vuldb.com/?id.275923
https://www.wordfence.com/threat-intel/vulnerabilities/id/ef566dca-91ed-4929-b36b-4e424e07e1d4?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/ef566dca-91ed-4929-b36b-4e424e07e1d4?source=cve
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

Builder, Product Grid, Product 
Table, Woocommerce Slider 

CVE-2024-
8301 

29-08-2024 dingfanzu CMS 6.9 0.001 No 

CVE-2024-
8172 

26-08-2024 SourceCodes
ter 

QR Code Attendance System 5.3 0.001 No 

CVE-2024-
44551 

26-08-2024 n/a n/a NA 0.001 No 

CVE-2024-
44552 

26-08-2024 n/a n/a 6.6 0.001 No 

CVE-2024-
44555 

26-08-2024 n/a n/a 9.8 0.001 No 

CVE-2024-
44549 

26-08-2024 n/a n/a 6.6 0.001 No 

CVE-2024-
44550 

26-08-2024 n/a n/a 8.8 0.001 No 

CVE-2024-
44553 

26-08-2024 n/a n/a 8.8 0.001 No 

CVE-2024-
44556 

26-08-2024 n/a n/a 6.6 0.001 No 

CVE-2024-
44557 

26-08-2024 n/a n/a 8 0.001 No 

CVE-2024-
44558 

26-08-2024 n/a n/a 8.8 0.001 No 

https://vuldb.com/?id.276073
https://vuldb.com/?id.276073
https://vuldb.com/?id.275771
https://vuldb.com/?id.275771
https://detailed-stetson-767.notion.site/Tenda-AX1806-Buffer-Overflow-in-formGetIptv-74cd0418924247729bae905996ae8902?pvs=4
https://detailed-stetson-767.notion.site/Tenda-AX1806-Buffer-Overflow-in-formGetIptv-74cd0418924247729bae905996ae8902?pvs=4
https://detailed-stetson-767.notion.site/Tenda-AX1806-Buffer-Overflow-in-formGetIptv-74cd0418924247729bae905996ae8902?pvs=4
https://detailed-stetson-767.notion.site/Tenda-AX1806-Buffer-Overflow-in-formGetIptv-74cd0418924247729bae905996ae8902?pvs=4
https://detailed-stetson-767.notion.site/Tenda-AX1806-Buffer-Overflow-in-setIptvInfo-5aee8fa8b7754d319ee35027d3628f2e?pvs=4
https://detailed-stetson-767.notion.site/Tenda-AX1806-Buffer-Overflow-in-setIptvInfo-5aee8fa8b7754d319ee35027d3628f2e?pvs=4
https://detailed-stetson-767.notion.site/Tenda-AX1806-Buffer-Overflow-in-formGetIptv-74cd0418924247729bae905996ae8902?pvs=4
https://detailed-stetson-767.notion.site/Tenda-AX1806-Buffer-Overflow-in-formGetIptv-74cd0418924247729bae905996ae8902?pvs=4
https://detailed-stetson-767.notion.site/Tenda-AX1806-Buffer-Overflow-in-formGetIptv-74cd0418924247729bae905996ae8902?pvs=4
https://detailed-stetson-767.notion.site/Tenda-AX1806-Buffer-Overflow-in-formGetIptv-74cd0418924247729bae905996ae8902?pvs=4
https://detailed-stetson-767.notion.site/Tenda-AX1806-Buffer-Overflow-in-formGetIptv-74cd0418924247729bae905996ae8902?pvs=4
https://detailed-stetson-767.notion.site/Tenda-AX1806-Buffer-Overflow-in-formGetIptv-74cd0418924247729bae905996ae8902?pvs=4
https://detailed-stetson-767.notion.site/Tenda-AX1806-Buffer-Overflow-in-setIptvInfo-5aee8fa8b7754d319ee35027d3628f2e?pvs=4
https://detailed-stetson-767.notion.site/Tenda-AX1806-Buffer-Overflow-in-setIptvInfo-5aee8fa8b7754d319ee35027d3628f2e?pvs=4
https://detailed-stetson-767.notion.site/Tenda-AX1806-Buffer-Overflow-in-setIptvInfo-5aee8fa8b7754d319ee35027d3628f2e?pvs=4
https://detailed-stetson-767.notion.site/Tenda-AX1806-Buffer-Overflow-in-setIptvInfo-5aee8fa8b7754d319ee35027d3628f2e?pvs=4
https://detailed-stetson-767.notion.site/Tenda-AX1806-Buffer-Overflow-in-setIptvInfo-5aee8fa8b7754d319ee35027d3628f2e?pvs=4
https://detailed-stetson-767.notion.site/Tenda-AX1806-Buffer-Overflow-in-setIptvInfo-5aee8fa8b7754d319ee35027d3628f2e?pvs=4
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
44563 

26-08-2024 n/a n/a 8 0.001 No 

CVE-2024-
44565 

26-08-2024 n/a n/a 8 0.001 No 

CVE-2024-
8169 

26-08-2024 code-
projects 

Online Quiz Site 6.9 0.001 No 

CVE-2024-
45435 

29-08-2024 n/a n/a 9.8 0.001 No 

CVE-2024-
8174 

26-08-2024 code-
projects 

Blood Bank System 6.9 0.001 No 

CVE-2024-
8212 

27-08-2024 D-Link DNS-120 5.3 0.001 No 

CVE-2024-
8297 

29-08-2024 kitsada8621 Digital Library Management 
System 

6.9 0.001 No 

  

https://detailed-stetson-767.notion.site/Tenda-AX1806-Buffer-Overflow-in-getIptvInfo-d15d44b770e24213a8dcb13a4812e3f4?pvs=4
https://detailed-stetson-767.notion.site/Tenda-AX1806-Buffer-Overflow-in-getIptvInfo-d15d44b770e24213a8dcb13a4812e3f4?pvs=4
https://detailed-stetson-767.notion.site/Tenda-AX1806-Buffer-Overflow-in-form_fast_setting_internet_set-fe072267132d42be935ea4d7a53f7369?pvs=4
https://detailed-stetson-767.notion.site/Tenda-AX1806-Buffer-Overflow-in-form_fast_setting_internet_set-fe072267132d42be935ea4d7a53f7369?pvs=4
https://vuldb.com/?id.275768
https://vuldb.com/?id.275768
https://gist.github.com/tariqhawis/c67177164d3b7975210caddb25b60d62
https://gist.github.com/tariqhawis/c67177164d3b7975210caddb25b60d62
https://vuldb.com/?id.275773
https://vuldb.com/?id.275773
https://vuldb.com/?id.275921
https://vuldb.com/?id.275921
https://vuldb.com/?id.276072
https://vuldb.com/?id.276072
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Vulnerabilities with highest severity, 26 August-1 September 2024 

CVE Date Published Vendor Product 
Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
3980 

27-08-2024 Hitachi Energy MicroSCADA SYS600 9.9  No 

CVE-2024-
44761 

28-08-2024 n/a n/a 9.9 0.002 No 

CVE-2024-
4872 

27-08-2024 Hitachi Energy MicroSCADA SYS600 9.9 0.001 No 

CVE-2024-
29723 

29-08-2024 SportsNET SportsNET 9.8 0.001 No 

CVE-2024-
29724 

29-08-2024 SportsNET SportsNET 9.8 0.001 No 

CVE-2024-
29725 

29-08-2024 SportsNET SportsNET 9.8 0.001 No 

CVE-2024-
29726 

29-08-2024 SportsNET SportsNET 9.8 0.001 No 

CVE-2024-
29727 

29-08-2024 SportsNET SportsNET 9.8 0.001 No 

CVE-2024-
29728 

29-08-2024 SportsNET SportsNET 9.8 0.001 No 

CVE-2024-
29729 

29-08-2024 SportsNET SportsNET 9.8 0.001 No 

CVE-2024-
29730 

29-08-2024 SportsNET SportsNET 9.8 0.001 No 

https://publisher.hitachienergy.com/preview?DocumentID=8DBD000160&LanguageCode=en&DocumentPartId=&Action=Launch
https://publisher.hitachienergy.com/preview?DocumentID=8DBD000160&LanguageCode=en&DocumentPartId=&Action=Launch
https://github.com/WarmBrew/web_vul/blob/main/EQ/EQEMS.md
https://github.com/WarmBrew/web_vul/blob/main/EQ/EQEMS.md
https://publisher.hitachienergy.com/preview?DocumentID=8DBD000160&LanguageCode=en&DocumentPartId=&Action=Launch
https://publisher.hitachienergy.com/preview?DocumentID=8DBD000160&LanguageCode=en&DocumentPartId=&Action=Launch
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-sportsnet
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-sportsnet
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-sportsnet
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-sportsnet
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-sportsnet
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-sportsnet
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-sportsnet
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-sportsnet
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-sportsnet
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-sportsnet
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-sportsnet
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-sportsnet
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-sportsnet
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-sportsnet
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-sportsnet
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-sportsnet
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CVE Date Published Vendor Product 
Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
29731 

29-08-2024 SportsNET SportsNET 9.8 0.001 No 

CVE-2024-
34087 

26-08-2024 n/a n/a 9.8  No 

CVE-2024-
34198 

28-08-2024 n/a n/a 9.8  No 

CVE-2024-
41285 

26-08-2024 n/a n/a 9.8 0.001 No 

CVE-2024-
41361 

29-08-2024 n/a n/a 9.8  No 

CVE-2024-
41364 

29-08-2024 n/a n/a 9.8  No 

CVE-2024-
41366 

29-08-2024 n/a n/a 9.8  No 

CVE-2024-
41367 

29-08-2024 n/a n/a 9.8  No 

CVE-2024-
41368 

29-08-2024 n/a n/a 9.8  No 

CVE-2024-
41369 

29-08-2024 n/a n/a 9.8  No 

CVE-2024-
41370 

29-08-2024 n/a n/a 9.8  No 

CVE-2024-
41372 

29-08-2024 n/a n/a 9.8  No 

https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-sportsnet
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-sportsnet
https://themodernham.com/bbs-hacking-discovering-rce-within-bpq32-seh-based-buffer-overflow/
https://themodernham.com/bbs-hacking-discovering-rce-within-bpq32-seh-based-buffer-overflow/
https://gist.github.com/Swind1er/02f6cb414e440c34878f20fef756e286
https://gist.github.com/Swind1er/02f6cb414e440c34878f20fef756e286
https://www.fastcom.com.cn/product-8.html
https://www.fastcom.com.cn/product-8.html
https://github.com/MiczFlor/RPi-Jukebox-RFID/issues/2398
https://github.com/MiczFlor/RPi-Jukebox-RFID/issues/2398
https://github.com/MiczFlor/RPi-Jukebox-RFID/issues/2400
https://github.com/MiczFlor/RPi-Jukebox-RFID/issues/2400
https://github.com/MiczFlor/RPi-Jukebox-RFID/issues/2399
https://github.com/MiczFlor/RPi-Jukebox-RFID/issues/2399
https://github.com/MiczFlor/RPi-Jukebox-RFID/issues/2397
https://github.com/MiczFlor/RPi-Jukebox-RFID/issues/2397
https://github.com/MiczFlor/RPi-Jukebox-RFID/issues/2396
https://github.com/MiczFlor/RPi-Jukebox-RFID/issues/2396
https://github.com/MiczFlor/RPi-Jukebox-RFID/issues/2401
https://github.com/MiczFlor/RPi-Jukebox-RFID/issues/2401
https://github.com/causefx/Organizr
https://github.com/causefx/Organizr
https://github.com/causefx/Organizr
https://github.com/causefx/Organizr
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CVE Date Published Vendor Product 
Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
41444 

26-08-2024 n/a n/a 9.8  No 

CVE-2024-
42905 

28-08-2024 n/a n/a 9.8  No 

CVE-2024-
43931 

29-08-2024 eyecix JobSearch 9.8  No 

CVE-2024-
44555 

26-08-2024 n/a n/a 9.8 0.001 No 

CVE-2024-
45256 

26-08-2024 n/a n/a 9.8  No 

CVE-2024-
45265 

26-08-2024 n/a n/a 9.8  No 

CVE-2024-
45321 

27-08-2024 n/a n/a 9.8  No 

CVE-2024-
45435 

29-08-2024 n/a n/a 9.8 0.001 No 

CVE-2024-
45488 

30-08-2024 n/a n/a 9.8  No 

CVE-2024-
45490 

30-08-2024 n/a n/a 9.8  No 

CVE-2024-
6633 

27-08-2024 Fortra FileCatalyst Workflow 9.8 0.001 No 

CVE-2024-
6670 

29-08-2024 Progress Software 
Corporation 

WhatsUp Gold 9.8  No 

https://github.com/seacms-net/CMS
https://github.com/seacms-net/CMS
https://immense-mirror-b42.notion.site/Beijing-Digital-China-Yunke-Information-Technology-Co-Ltd-DCN-firewall-has-a-command-execution-vuln-31bdd1228f6d47c09e854af5f0e7059f
https://immense-mirror-b42.notion.site/Beijing-Digital-China-Yunke-Information-Technology-Co-Ltd-DCN-firewall-has-a-command-execution-vuln-31bdd1228f6d47c09e854af5f0e7059f
https://patchstack.com/database/vulnerability/wp-jobsearch/wordpress-jobsearch-wp-job-board-wordpress-plugin-plugin-2-5-3-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wp-jobsearch/wordpress-jobsearch-wp-job-board-wordpress-plugin-plugin-2-5-3-php-object-injection-vulnerability?_s_id=cve
https://detailed-stetson-767.notion.site/Tenda-AX1806-Buffer-Overflow-in-setIptvInfo-5aee8fa8b7754d319ee35027d3628f2e?pvs=4
https://detailed-stetson-767.notion.site/Tenda-AX1806-Buffer-Overflow-in-setIptvInfo-5aee8fa8b7754d319ee35027d3628f2e?pvs=4
https://github.com/malwaredllc/byob
https://github.com/malwaredllc/byob
https://skyss.ru/
https://skyss.ru/
https://security.metacpan.org/2024/08/26/cpanminus-downloads-code-using-insecure-http.html
https://security.metacpan.org/2024/08/26/cpanminus-downloads-code-using-insecure-http.html
https://gist.github.com/tariqhawis/c67177164d3b7975210caddb25b60d62
https://gist.github.com/tariqhawis/c67177164d3b7975210caddb25b60d62
https://support.oneidentity.com/product-notification/noti-00001628
https://support.oneidentity.com/product-notification/noti-00001628
https://github.com/libexpat/libexpat/pull/890
https://github.com/libexpat/libexpat/pull/890
https://www.fortra.com/security/advisories/product-security/fi-2024-011
https://www.fortra.com/security/advisories/product-security/fi-2024-011
https://www.progress.com/network-monitoring
https://www.progress.com/network-monitoring
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CVE Date Published Vendor Product 
Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
6671 

29-08-2024 Progress Software 
Corporation 

WhatsUp Gold 9.8  No 

CVE-2024-
7720 

27-08-2024 HP Inc. HP Security Manager 9.8  No 

CVE-2024-
7857 

29-08-2024 maxfoundry Media Library Folders 9.8 0.001 No 

CVE-2024-
8030 

28-08-2024 bdthemes Ultimate Store Kit 
Elementor Addons, 
Woocommerce Builder, 
EDD Builder, Elementor 
Store Builder, Product 
Grid, Product Table, 
Woocommerce Slider 

9.8 0.001 No 

CVE-2024-
8073 

26-08-2024 Hillstone Networks Hillstone Networks Web 
Application Firewall 

9.8  No 

CVE-2024-
8161 

26-08-2024 CIGES CIGESv2 9.8  No 

CVE-2024-
38795 

29-08-2024 CridioStudio ListingPro 9.3 0.001 No 

CVE-2024-
39622 

29-08-2024 CridioStudio ListingPro 9.3 0.001 No 

CVE-2024-
39653 

29-08-2024 E4J s.r.l. VikRentCar 9.3  No 

https://www.progress.com/network-monitoring
https://www.progress.com/network-monitoring
https://support.hp.com/us-en/document/ish_11074404-11074432-16/
https://support.hp.com/us-en/document/ish_11074404-11074432-16/
https://www.wordfence.com/threat-intel/vulnerabilities/id/d2266254-9281-4859-8630-f7bb5c0ead19?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/d2266254-9281-4859-8630-f7bb5c0ead19?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/ef566dca-91ed-4929-b36b-4e424e07e1d4?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/ef566dca-91ed-4929-b36b-4e424e07e1d4?source=cve
https://www.hillstonenet.com.cn/security-notification/2024/08/21/mlzrld-2/
https://www.hillstonenet.com.cn/security-notification/2024/08/21/mlzrld-2/
https://www.incibe.es/en/incibe-cert/notices/aviso/sql-injection-vulnerability-cigesv2-system
https://www.incibe.es/en/incibe-cert/notices/aviso/sql-injection-vulnerability-cigesv2-system
https://patchstack.com/database/vulnerability/listingpro-plugin/wordpress-listingpro-plugin-2-9-3-unauthenticated-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/listingpro-plugin/wordpress-listingpro-plugin-2-9-3-unauthenticated-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/listingpro/wordpress-listingpro-theme-2-9-3-unauthenticated-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/listingpro/wordpress-listingpro-theme-2-9-3-unauthenticated-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/vikrentcar/wordpress-vikrentcar-car-rental-management-system-plugin-1-4-0-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/vikrentcar/wordpress-vikrentcar-car-rental-management-system-plugin-1-4-0-sql-injection-vulnerability?_s_id=cve
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CVE Date Published Vendor Product 
Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
43132 

29-08-2024 WPWeb Elite Docket (WooCommerce 
Collections / Wishlist / 
Watchlist) 

9.3  No 

CVE-2024-
43144 

29-08-2024 StylemixThemes Cost Calculator Builder 9.3  No 

CVE-2024-
43917 

29-08-2024 TemplateInvaders TI WooCommerce Wishlist 9.3  No 

CVE-2024-
43941 

29-08-2024 Propovoice Propovoice Pro 9.3  No 

CVE-2024-
5057 

29-08-2024 Easy Digital 
Downloads 

Easy Digital Downloads 9.3  No 

CVE-2024-
7071 

27-08-2024 Brain Information 
Technologies Inc. 

Brain Low-Code 9.3 0.001 No 

CVE-2024-
7988 

26-08-2024 Rockwell 
Automation 

ThinManager® 
ThinServer™ 

9.3 0.001 No 

CVE-2024-
8162 

26-08-2024 TOTOLINK T10 AC1200 9.3 0.002 No 

CVE-2024-
3673 

30-08-2024 Unknown Web Directory Free 9.1  No 

CVE-2024-
44760 

28-08-2024 n/a n/a 9.1 0.001 No 

CVE-2024-
45436 

29-08-2024 n/a n/a 9.1 0.001 No 

https://patchstack.com/database/vulnerability/woocommerce-collections/wordpress-docket-woocommerce-collections-wishlist-watchlist-plugin-1-6-6-unauthenticated-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/woocommerce-collections/wordpress-docket-woocommerce-collections-wishlist-watchlist-plugin-1-6-6-unauthenticated-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/cost-calculator-builder/wordpress-cost-calculator-builder-plugin-3-2-15-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/cost-calculator-builder/wordpress-cost-calculator-builder-plugin-3-2-15-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/ti-woocommerce-wishlist/wordpress-ti-woocommerce-wishlist-plugin-2-8-2-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/ti-woocommerce-wishlist/wordpress-ti-woocommerce-wishlist-plugin-2-8-2-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/propovoice-pro/wordpress-propovoice-pro-plugin-1-7-0-3-unauthenticated-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/propovoice-pro/wordpress-propovoice-pro-plugin-1-7-0-3-unauthenticated-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/easy-digital-downloads/wordpress-easy-digital-downloads-plugin-3-2-12-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/easy-digital-downloads/wordpress-easy-digital-downloads-plugin-3-2-12-sql-injection-vulnerability?_s_id=cve
https://www.usom.gov.tr/bildirim/tr-24-1349
https://www.usom.gov.tr/bildirim/tr-24-1349
https://www.rockwellautomation.com/en-us/trust-center/security-advisories/advisory.SD1692.html
https://www.rockwellautomation.com/en-us/trust-center/security-advisories/advisory.SD1692.html
https://vuldb.com/?id.275760
https://vuldb.com/?id.275760
https://wpscan.com/vulnerability/0e8930cb-e176-4406-a43f-a6032471debf/
https://wpscan.com/vulnerability/0e8930cb-e176-4406-a43f-a6032471debf/
https://github.com/WarmBrew/web_vul/blob/main/SunmoEMS/SunmoEMS-info.md
https://github.com/WarmBrew/web_vul/blob/main/SunmoEMS/SunmoEMS-info.md
https://github.com/ollama/ollama/pull/5314
https://github.com/ollama/ollama/pull/5314
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CVE-2024-
7856 

29-08-2024 sonaar MP3 Audio Player – Music 
Player, Podcast Player & 
Radio by Sonaar 

9.1 0.001 No 

CVE-2024-
8016 

30-08-2024 theeventscalendar The Events Calendar Pro 9.1 0.001 No 

  

https://www.wordfence.com/threat-intel/vulnerabilities/id/43adc9dd-1780-440f-90c2-ff05a22eb084?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/43adc9dd-1780-440f-90c2-ff05a22eb084?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/34f0e5a6-0bd3-4734-b7e0-27dc825d193f?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/34f0e5a6-0bd3-4734-b7e0-27dc825d193f?source=cve
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About this data 

This report brings together information from several sources including: 

• CISA Known Exploited Vulnerabilities Catalog 

• CVE Program 

• FIRST - Exploit Prediction Scoring System (EPSS) 

Note: The information in this report represents a snapshot in time and may become outdated by the time 
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited 
Vulnerabilities Catalog. 

For further information please contact SC3@gov.scot 


