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24 September 2024

This report summarizes the known software vulnerabilities published during the period 16-22 September
2024. This data can help users prioritise and manage the vulnerabilities that might pose a risk to their
organisations.

It includes a breakdown of vulnerabilities by vendor, a table of vulnerabilities with the highest likelihood of
being exploited (EPSS >0.001), and a table of vulnerabilities with the highest severity rating (CVSSv3 Base

Score >=9). The tables also indicate whether a vulnerability has been exploited according to the CISA Known
Exploited Catalog.

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or
remediation guidance.
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https://www.first.org/epss/data_stats
https://nvd.nist.gov/vuln-metrics/cvss
https://nvd.nist.gov/vuln-metrics/cvss
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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Count of vulnerabilities by software vendor (top 10), 16-22 September 2024
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Vulnerabilities with highest likelihood of exploitation, 16-22 September 2024

Date Base Probability of
CVE Published Vendor Product Score Exploitation Exploited
CVE-2024- 19-09-2024 Ivanti CSA (Cloud Services 9.4 0.31 Yes
8963 Appliance)
CVE-2024- 16-09-2024  Smart HMI WeblQ 93 0.003 No
8752
CVE-2024- 16-09-2024  Apache Software Apache Seata 9.8 0.002 No
22399 Foundation
CVE-2024- 19-09-2024  SourceCodester Best Online News 53 0.002 No
9008 Portal
CVE-2024- 19-09-2024 Red Hat Red Hat Build of NA 0.001 No
8883 Keycloak
CVE-2024- 21-09-2024 dvankooten MC4WP: Mailchimp 4.4 0.001 No
8680 for WordPress
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https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-CSA-4-6-Cloud-Services-Appliance-CVE-2024-8963
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-CSA-4-6-Cloud-Services-Appliance-CVE-2024-8963
https://www.tenable.com/security/research/tra-2024-38
https://www.tenable.com/security/research/tra-2024-38
https://lists.apache.org/thread/91nzzlxyj4nmks85gbzwkkjtbmnmlkc4
https://lists.apache.org/thread/91nzzlxyj4nmks85gbzwkkjtbmnmlkc4
https://vuldb.com/?id.278164
https://vuldb.com/?id.278164
https://access.redhat.com/errata/RHSA-2024:6878
https://access.redhat.com/errata/RHSA-2024:6878
https://www.wordfence.com/threat-intel/vulnerabilities/id/aa464547-0380-4b91-a5ea-0cd9a66da7a7?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/aa464547-0380-4b91-a5ea-0cd9a66da7a7?source=cve
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Vulnerabilities with highest severity, 16-22 September 2024

Date Base Probability of
CVE Published Vendor Product Score Exploitation Exploited
CVE-2024- 17-09-2024  Acronis Acronis Backup plugin 9.9 No
8767 for cPanel & WHM
CVE-2023- 19-09-2024  dragonflyoss Dragonfly2 9.8 No
27584
CVE-2024- 16-09-2024  Apache Software Apache Seata 9.8 0.002 No
22399 Foundation
CVE-2024- 20-09-2024 FreeBSD FreeBSD 9.8 No
41721
CVE-2024- 19-09-2024  traefik traefik 9.8 No
45410
CVE-2024- 16-09-2024 D-Link DIR-X5460 Al 9.8 0.001 No
45694
CVE-2024- 16-09-2024  D-Link DIR-X4860 Al 9.8 0.001 No
45695
CVE-2024- 16-09-2024  D-Link DIR-X4860 Al 9.8 0.001 No
45697
CVE-2024- 19-09-2024  sofastack sofa-hessian 9.8 No
46983
CVE-2024- 20-09-2024 jeremieglotin Webo-facto 9.8 0.001 No
8853
CVE-2024- 20-09-2024 Cellopoint Secure Email Gateway 9.8 0.001 No
9043
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https://security-advisory.acronis.com/advisories/SEC-4976
https://security-advisory.acronis.com/advisories/SEC-4976
https://github.com/dragonflyoss/Dragonfly2/security/advisories/GHSA-hpc8-7wpm-889w
https://github.com/dragonflyoss/Dragonfly2/security/advisories/GHSA-hpc8-7wpm-889w
https://lists.apache.org/thread/91nzzlxyj4nmks85gbzwkkjtbmnmlkc4
https://lists.apache.org/thread/91nzzlxyj4nmks85gbzwkkjtbmnmlkc4
https://security.freebsd.org/advisories/FreeBSD-SA-24:15.bhyve.asc
https://security.freebsd.org/advisories/FreeBSD-SA-24:15.bhyve.asc
https://github.com/traefik/traefik/security/advisories/GHSA-62c8-mh53-4cqv
https://github.com/traefik/traefik/security/advisories/GHSA-62c8-mh53-4cqv
https://www.twcert.org.tw/tw/cp-132-8080-7f494-1.html
https://www.twcert.org.tw/tw/cp-132-8080-7f494-1.html
https://www.twcert.org.tw/tw/cp-132-8082-f1687-1.html
https://www.twcert.org.tw/tw/cp-132-8082-f1687-1.html
https://www.twcert.org.tw/tw/cp-132-8088-590ed-1.html
https://www.twcert.org.tw/tw/cp-132-8088-590ed-1.html
https://github.com/sofastack/sofa-hessian/security/advisories/GHSA-c459-2m73-67hj
https://github.com/sofastack/sofa-hessian/security/advisories/GHSA-c459-2m73-67hj
https://www.wordfence.com/threat-intel/vulnerabilities/id/c1280ceb-9ce8-47fc-8fd3-6af80015dea9?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/c1280ceb-9ce8-47fc-8fd3-6af80015dea9?source=cve
https://www.twcert.org.tw/tw/cp-132-8102-b94a9-1.html
https://www.twcert.org.tw/tw/cp-132-8102-b94a9-1.html

Scottish

Cyber

Coordination

Centre

Date Base Probability of

CVE Published Vendor Product Score Exploitation Exploited
CVE-2024- 20-09-2024 navidrome navidrome 9.4 No
47062
CVE-2024- 18-09-2024  Eliz Software Panel 9.4 No
5958
CVE-2024- 18-09-2024  Eliz Software Panel 9.4 No
6877
CVE-2024- 17-09-2024  Veribilim Software Veribase Order 9.4 No
7873
CVE-2024- 19-09-2024  Ivanti CSA (Cloud Services 9.4 0.31 Yes
8963 Appliance)
CVE-2024- 17-09-2024  highwarden Super Store Finder 93 No
43976
CVE-2024- 17-09-2024  highwarden Super Store Finder 9.3 No
43978
CVE-2024- 17-09-2024  WWPTaskForce WPCargo Track & Trace 9.3 No
44004
CVE-2024- 19-09-2024  Apex Softcell LD Geo 9.3 No
47088
CVE-2024- 18-09-2024  Eliz Software Panel 9.3 No
5959
CVE-2024- 18-09-2024  Eliz Software Panel 9.3 No
5960
CVE-2024- 19-09-2024  Ece Software Electronic Ticket System 9.3 No
7785
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https://github.com/navidrome/navidrome/security/advisories/GHSA-58vj-cv5w-v4v6
https://github.com/navidrome/navidrome/security/advisories/GHSA-58vj-cv5w-v4v6
https://www.usom.gov.tr/bildirim/tr-24-1497
https://www.usom.gov.tr/bildirim/tr-24-1497
https://www.usom.gov.tr/bildirim/tr-24-1497
https://www.usom.gov.tr/bildirim/tr-24-1497
https://www.usom.gov.tr/bildirim/tr-24-1485
https://www.usom.gov.tr/bildirim/tr-24-1485
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-CSA-4-6-Cloud-Services-Appliance-CVE-2024-8963
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-CSA-4-6-Cloud-Services-Appliance-CVE-2024-8963
https://patchstack.com/database/vulnerability/superstorefinder-wp/wordpress-super-store-finder-plugin-6-9-7-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/superstorefinder-wp/wordpress-super-store-finder-plugin-6-9-7-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/superstorefinder-wp/wordpress-super-store-finder-plugin-6-9-8-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/superstorefinder-wp/wordpress-super-store-finder-plugin-6-9-8-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wpcargo/wordpress-wpcargo-track-trace-plugin-7-0-6-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wpcargo/wordpress-wpcargo-track-trace-plugin-7-0-6-sql-injection-vulnerability?_s_id=cve
https://www.cert-in.org.in/s2cMainServlet?pageid=PUBVLNOTES01&VLCODE=CIVN-2024-0296
https://www.cert-in.org.in/s2cMainServlet?pageid=PUBVLNOTES01&VLCODE=CIVN-2024-0296
https://www.usom.gov.tr/bildirim/tr-24-1497
https://www.usom.gov.tr/bildirim/tr-24-1497
https://www.usom.gov.tr/bildirim/tr-24-1497
https://www.usom.gov.tr/bildirim/tr-24-1497
https://www.usom.gov.tr/bildirim/tr-24-1506
https://www.usom.gov.tr/bildirim/tr-24-1506
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CVE Published Vendor Product Score Exploitation Exploited
CVE-2024- 16-09-2024  Smart HMI WeblQ 9.3 0.003 No
8752
CVE-2024- 18-09-2024 CIRCUTOR CIRCUTOR TCP2RS+ 9.3 No
8889
CVE-2024- 19-09-2024  Kastle Systems Access Control System 9.2 No
45861
CVE-2024- 16-09-2024  SFS Consulting InsurekE GL 9.2 0.001 No
6401
CVE-2024- 18-09-2024  Eliz Software Panel 9.2 No
6878
CVE-2024- 16-09-2024  SFS Consulting ww.Winsure 92 0.001 No
7098
CVE-2024- 16-09-2024  SFS Consulting ww.Winsure 9.2 0.001 No
7104
CVE-2024- 17-09-2024 PTZOptics PT30X-SDI 9. No
8956
CVE-2024- 19-09-2024  grafana-plugin-sdk- Grafana Plugin SDK 9.1 No
8986 go
CVE-2024- 18-09-2024  OpenPLC OpenPLC_v3 9 0.001 No
34026
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https://www.tenable.com/security/research/tra-2024-38
https://www.tenable.com/security/research/tra-2024-38
https://www.incibe.es/en/incibe-cert/notices/aviso-sci/multiple-vulnerabilities-circutor-products
https://www.incibe.es/en/incibe-cert/notices/aviso-sci/multiple-vulnerabilities-circutor-products
https://www.cisa.gov/news-events/ics-advisories/icsa-24-263-05
https://www.cisa.gov/news-events/ics-advisories/icsa-24-263-05
https://www.usom.gov.tr/bildirim/tr-24-1475
https://www.usom.gov.tr/bildirim/tr-24-1475
https://www.usom.gov.tr/bildirim/tr-24-1497
https://www.usom.gov.tr/bildirim/tr-24-1497
https://www.usom.gov.tr/bildirim/tr-24-1475
https://www.usom.gov.tr/bildirim/tr-24-1475
https://www.usom.gov.tr/bildirim/tr-24-1475
https://www.usom.gov.tr/bildirim/tr-24-1475
https://ptzoptics.com/firmware-changelog/
https://ptzoptics.com/firmware-changelog/
https://grafana.com/security/security-advisories/cve-2024-8986/
https://grafana.com/security/security-advisories/cve-2024-8986/
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2005
https://talosintelligence.com/vulnerability_reports/TALOS-2024-2005
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About this data

This report brings together information from several sources including:
CISA Known Exploited Vulnerabilities Catalog
CVE Program
FIRST - Exploit Prediction Scoring System (EPSS)

Note: The information in this report represents a snapshot in time and may become outdated by the time
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited
Vulnerabilities Catalog.

For further information please contact SC3@gov.scot
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