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Weekly Vulnerability Report

17 September 2024

This report summarizes the known software vulnerabilities published during the period 9-15 September

2024. This data can help users prioritise and manage the vulnerabilities that might pose a risk to their
organisations.

It includes a breakdown of vulnerabilities by vendor, a table of vulnerabilities with the highest likelihood of
being exploited (EPSS >0.001), and a table of vulnerabilities with the highest severity rating (CVSSv3 Base

Score >=9). The tables also indicate whether a vulnerability has been exploited according to the CISA Known
Exploited Catalog.

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or
remediation guidance.
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https://www.first.org/epss/data_stats
https://nvd.nist.gov/vuln-metrics/cvss
https://nvd.nist.gov/vuln-metrics/cvss
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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Count of vulnerabilities by software vendor (top 10), 9-15 September 2024
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Vulnerabilities with highest likelihood of exploitation, 9-15 September 2024

Date Base Probability of
CVE Published Vendor Product Score Exploitation Exploited
CVE-2024- 10-09-2024 Microsoft Windows 10 Version 1507 9.8 0.023 Yes
43491
CVE-2024- 10-09-2024 Ivanti CSA (Cloud Services 7.2 0.023 Yes
8190 Appliance)
CVE-2024- 10-09-2024 Microsoft Windows 10 Version 1809 54 0.003 Yes
38217
CVE-2024- 12-09-2024 SourceCodester Food Ordering 6.9 0.002 No
871 Management System
CVE-2024- 13-09-2024 code-projects Crud Operation System 53 0.002 No
8762
CVE-2024- 10-09-2024 Microsoft Windows 10 Version 1809 7.5 0.001 No
38257
CVE-2024- 10-09-2024 Microsoft Windows Server 2022 8.8 0.001 No
38259
CVE-2024- 09-09-2024  twigphp Twig 8.6 0.001 No
45471
CVE-2024- 12-09-2024 GitLab GitLab 53 0.001 No
2743
CVE-2024- 10-09-2024 Microsoft Windows Server 2019 8.8 0.001 No
43455
CVE-2024- 12-09-2024 GitLab GitLab 6.5 0.001 No

4660
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43491
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43491
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Cloud-Service-Appliance-CSA-CVE-2024-8190
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Cloud-Service-Appliance-CSA-CVE-2024-8190
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38217
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38217
https://vuldb.com/?id.277220
https://vuldb.com/?id.277220
https://vuldb.com/?id.277341
https://vuldb.com/?id.277341
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38257
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38257
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38259
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38259
https://github.com/twigphp/Twig/security/advisories/GHSA-6j75-5wfj-gh66
https://github.com/twigphp/Twig/security/advisories/GHSA-6j75-5wfj-gh66
https://gitlab.com/gitlab-org/gitlab/-/issues/451014
https://gitlab.com/gitlab-org/gitlab/-/issues/451014
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43455
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43455
https://gitlab.com/gitlab-org/gitlab/-/issues/460892
https://gitlab.com/gitlab-org/gitlab/-/issues/460892
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Date Base Probability of

CVE Published Vendor Product Score Exploitation Exploited
CVE-2024- 12-09-2024 SourceCodester Best House Rental 53 0.001 No
8709 Management System
CVE-2024- 12-09-2024 code-projects Inventory Management 53 0.001 No
8710
CVE-2024- 13-09-2024  Adobe [llustrator 7.8 0.001 No
43758
CVE-2024- 13-09-2024 Adobe ColdFusion 9.8 0.001 No
41874
CVE-2024- 12-09-2024 Ivanti EPM 10 0.001 No
29847
CVE-2024- 13-09-2024  Adobe After Effects 7.8 0.001 No
39380
CVE-2024- 13-09-2024 Adobe Photoshop Desktop 7.8 0.001 No
43756
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https://vuldb.com/?id.277218
https://vuldb.com/?id.277218
https://vuldb.com/?id.277219
https://vuldb.com/?id.277219
https://helpx.adobe.com/security/products/illustrator/apsb24-66.html
https://helpx.adobe.com/security/products/illustrator/apsb24-66.html
https://helpx.adobe.com/security/products/coldfusion/apsb24-71.html
https://helpx.adobe.com/security/products/coldfusion/apsb24-71.html
https://forums.ivanti.com/s/article/Security-Advisory-EPM-September-2024-for-EPM-2024-and-EPM-2022
https://forums.ivanti.com/s/article/Security-Advisory-EPM-September-2024-for-EPM-2024-and-EPM-2022
https://helpx.adobe.com/security/products/after_effects/apsb24-55.html
https://helpx.adobe.com/security/products/after_effects/apsb24-55.html
https://helpx.adobe.com/security/products/photoshop/apsb24-72.html
https://helpx.adobe.com/security/products/photoshop/apsb24-72.html
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Vulnerabilities with highest severity, 9-15 September 2024

Date Base Probability of
CVE Published Vendor Product Score Exploitation Exploited
CVE-2024- 09-09-2024 Elastic Kibana 9.9 No
37288
CVE-2024- 12-09-2024  GitLab GitLab 99 No
6678
CVE-2023- 10-09-2024 n/a n/a 9.8 No
37226
CVE-2023- 10-09-2024 n/a n/a 9.8 No
37227
CVE-2023- 10-09-2024 n/a n/a 9.8 No
37231
CVE-2024- 10-09-2024 Siemens SIMATIC Information 9.8 No
33698 Server 2022
CVE-2024- 13-09-2024  Adobe ColdFusion 9.8 0.001 No
41874
CVE-2024- 10-09-2024  Microsoft Windows 10 Version 1507 9.8 0.023 Yes
4349]
CVE-2024- 09-09-2024 n/a n/a 9.8 0.001 No
44410
CVE-2024- 09-09-2024 n/a n/a 9.8 No
4441
CVE-2024- 11-09-2024 n/a n/a 9.8 0.001 No
44466
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https://discuss.elastic.co/t/kibana-8-15-1-security-update-esa-2024-27-esa-2024-28/366119
https://discuss.elastic.co/t/kibana-8-15-1-security-update-esa-2024-27-esa-2024-28/366119
https://gitlab.com/gitlab-org/gitlab/-/issues/471923
https://gitlab.com/gitlab-org/gitlab/-/issues/471923
https://code-white.com/
https://code-white.com/
https://code-white.com/
https://code-white.com/
https://code-white.com/
https://code-white.com/
https://cert-portal.siemens.com/productcert/html/ssa-039007.html
https://cert-portal.siemens.com/productcert/html/ssa-039007.html
https://helpx.adobe.com/security/products/coldfusion/apsb24-71.html
https://helpx.adobe.com/security/products/coldfusion/apsb24-71.html
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43491
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43491
https://www.dlink.com/en/security-bulletin/
https://www.dlink.com/en/security-bulletin/
https://www.dlink.com/en/security-bulletin/
https://www.dlink.com/en/security-bulletin/
https://github.com/CurryRaid/iot_vul/tree/main/comfast
https://github.com/CurryRaid/iot_vul/tree/main/comfast
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CVE-2024- 11-09-2024 n/a n/a 9.8 No
44547
CVE-2024- 10-09-2024 n/a n/a 9.8 No
44677
CVE-2024- 09-09-2024 n/a n/a 9.8 No
44721
CVE-2024- 09-09-2024 n/a n/a 9.8 0.001 No
44849
CVE-2024- 10-09-2024 n/a n/a 9.8 No
44893
CVE-2024- 09-09-2024 n/a n/a 9.8 No
44902
CVE-2024- 11-09-2024  significant-gravitas  significant- 9.8 No
6097 gravitas/autogpt
CVE-2024- 10-09-2024  Zyxel NAS326 firmware 9.8 0.001 No
6342
CVE-2024- 10-09-2024  Endress+Hauser Echo Curve Viewer 9.8 0.001 No
6596
CVE-2024- 1-09-2024 villatheme WooCommerce Photo 9.8 0.001 No
8277 Reviews Premium
CVE-2024- 10-09-2024  VICldial VICldial 9.8 No
8503
CVE-2024- 09-09-2024 LEARNING DIGITAL  Orca HCM 9.8 0.001 No
8584
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https://github.com/evilnapsis/inventio-lite
https://github.com/evilnapsis/inventio-lite
https://github.com/elunez/eladmin
https://github.com/elunez/eladmin
https://github.com/seacms-net/CMS/issues/23
https://github.com/seacms-net/CMS/issues/23
https://github.com/extencil/CVE-2024-44849?tab=readme-ov-file
https://github.com/extencil/CVE-2024-44849?tab=readme-ov-file
https://github.com/jeecgboot/JimuReport/issues/2904
https://github.com/jeecgboot/JimuReport/issues/2904
http://thinkphp.com/
http://thinkphp.com/
https://huntr.com/bounties/8a742c13-bb5e-4bc9-8b86-049d8a386050
https://huntr.com/bounties/8a742c13-bb5e-4bc9-8b86-049d8a386050
https://www.zyxel.com/global/en/support/security-advisories/zyxel-security-advisory-for-os-command-injection-vulnerability-in-nas-products-09-10-2024
https://www.zyxel.com/global/en/support/security-advisories/zyxel-security-advisory-for-os-command-injection-vulnerability-in-nas-products-09-10-2024
https://cert.vde.com/en/advisories/VDE-2024-041
https://cert.vde.com/en/advisories/VDE-2024-041
https://www.wordfence.com/threat-intel/vulnerabilities/id/a1e2d370-a716-4d6b-8e23-74db2fbd0760?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/a1e2d370-a716-4d6b-8e23-74db2fbd0760?source=cve
https://korelogic.com/Resources/Advisories/KL-001-2024-011.txt
https://korelogic.com/Resources/Advisories/KL-001-2024-011.txt
https://www.twcert.org.tw/tw/cp-132-8039-24e48-1.html
https://www.twcert.org.tw/tw/cp-132-8039-24e48-1.html
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CVE Published Vendor Product Score Exploitation Exploited
CVE-2024- 09-09-2024 laurent22 joplin 9.7 No
40643
CVE-2024- 11-09-2024  Simple Online SO Planning 93 No
27112 Planning
CVE-2024- 11-09-2024  Simple Online SO Planning 93 No
2713 Planning
CVE-2024- 12-09-2024 n/a n/a 9.3 No
34334
CVE-2024- 09-09-2024 Hewlett Packard HPE HP-UX ONCplus 9.3 No
42500 Enterprise (HPE)
CVE-2024- T11-09-2024 Reedos Software Mutual Fund Distribution 9.3 No
45790 Solutions Product (aiM-Star)
CVE-2024- 12-09-2024  Rockwell FactoryTalk® Batch 92 No
45823 Automation View™
CVE-2024- 12-09-2024  Rockwell FactoryTalk View Site 9.2 No
45824 Automation Edition
CVE-2024- 11-09-2024 Vidco Software VOC TESTER 9.2 No
7609
CVE-2019- 11-09-2024 Nik00726 video carousel slider with 9.1 0.001 No
25212 lightbox
CVE-2024- 12-09-2024  lvanti EPM 9.1 No
32840
CVE-2024- 12-09-2024  lvanti EPM 9.1 No
32842
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https://github.com/laurent22/joplin/security/advisories/GHSA-g796-3g6g-jmmc
https://github.com/laurent22/joplin/security/advisories/GHSA-g796-3g6g-jmmc
https://csirt.divd.nl/CVE-2024-27112
https://csirt.divd.nl/CVE-2024-27112
https://csirt.divd.nl/CVE-2024-27113
https://csirt.divd.nl/CVE-2024-27113
http://foss-online.com/
http://foss-online.com/
https://support.hpe.com/hpesc/public/docDisplay?docId=hpesbux04697en_us&docLocale=en_US
https://support.hpe.com/hpesc/public/docDisplay?docId=hpesbux04697en_us&docLocale=en_US
https://www.cert-in.org.in/s2cMainServlet?pageid=PUBVLNOTES01&VLCODE=CIVN-2024-0291
https://www.cert-in.org.in/s2cMainServlet?pageid=PUBVLNOTES01&VLCODE=CIVN-2024-0291
https://www.rockwellautomation.com/en-us/trust-center/security-advisories/advisory.SD%201698.html
https://www.rockwellautomation.com/en-us/trust-center/security-advisories/advisory.SD%201698.html
https://www.rockwellautomation.com/en-us/trust-center/security-advisories/advisory.SD1696.html
https://www.rockwellautomation.com/en-us/trust-center/security-advisories/advisory.SD1696.html
https://https/www.usom.gov.tr/bildirim/tr-24-1447
https://https/www.usom.gov.tr/bildirim/tr-24-1447
https://www.wordfence.com/threat-intel/vulnerabilities/id/85e70be3-3ed7-4ce1-a20c-046fb7c4ec31?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/85e70be3-3ed7-4ce1-a20c-046fb7c4ec31?source=cve
https://forums.ivanti.com/s/article/Security-Advisory-EPM-September-2024-for-EPM-2024-and-EPM-2022
https://forums.ivanti.com/s/article/Security-Advisory-EPM-September-2024-for-EPM-2024-and-EPM-2022
https://forums.ivanti.com/s/article/Security-Advisory-EPM-September-2024-for-EPM-2024-and-EPM-2022
https://forums.ivanti.com/s/article/Security-Advisory-EPM-September-2024-for-EPM-2024-and-EPM-2022
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CVE-2024- 12-09-2024  lvanti EPM 9.1 No
32843
CVE-2024- 12-09-2024  lvanti EPM 9.1 No
32845
CVE-2024- 12-09-2024  Ivanti EPM 9.1 No
32846
CVE-2024- 12-09-2024  lvanti EPM 9. No
32848
CVE-2024- 12-09-2024  lvanti EPM 9.1 No
34779
CVE-2024- 12-09-2024  lvanti EPM 9.1 No
34783
CVE-2024- 12-09-2024  Ivanti EPM 9.1 No
34785
CVE-2024- 10-09-2024 Siemens SIMATIC BATCH V9.l 9. No
35783
CVE-2024- 12-09-2024  n/a n/a 9.1 No
40457
CVE-2024- 10-09-2024 n/a n/a 9.1 No
43040
CVE-2024- 10-09-2024  NixOS nix 9.1 No
45593
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https://forums.ivanti.com/s/article/Security-Advisory-EPM-September-2024-for-EPM-2024-and-EPM-2022
https://forums.ivanti.com/s/article/Security-Advisory-EPM-September-2024-for-EPM-2024-and-EPM-2022
https://forums.ivanti.com/s/article/Security-Advisory-EPM-September-2024-for-EPM-2024-and-EPM-2022
https://forums.ivanti.com/s/article/Security-Advisory-EPM-September-2024-for-EPM-2024-and-EPM-2022
https://forums.ivanti.com/s/article/Security-Advisory-EPM-September-2024-for-EPM-2024-and-EPM-2022
https://forums.ivanti.com/s/article/Security-Advisory-EPM-September-2024-for-EPM-2024-and-EPM-2022
https://forums.ivanti.com/s/article/Security-Advisory-EPM-September-2024-for-EPM-2024-and-EPM-2022
https://forums.ivanti.com/s/article/Security-Advisory-EPM-September-2024-for-EPM-2024-and-EPM-2022
https://forums.ivanti.com/s/article/Security-Advisory-EPM-September-2024-for-EPM-2024-and-EPM-2022
https://forums.ivanti.com/s/article/Security-Advisory-EPM-September-2024-for-EPM-2024-and-EPM-2022
https://forums.ivanti.com/s/article/Security-Advisory-EPM-September-2024-for-EPM-2024-and-EPM-2022
https://forums.ivanti.com/s/article/Security-Advisory-EPM-September-2024-for-EPM-2024-and-EPM-2022
https://forums.ivanti.com/s/article/Security-Advisory-EPM-September-2024-for-EPM-2024-and-EPM-2022
https://forums.ivanti.com/s/article/Security-Advisory-EPM-September-2024-for-EPM-2024-and-EPM-2022
https://cert-portal.siemens.com/productcert/html/ssa-629254.html
https://cert-portal.siemens.com/productcert/html/ssa-629254.html
https://www.noip.com/support/knowledgebase/install-linux-3-x-dynamic-update-client-duc
https://www.noip.com/support/knowledgebase/install-linux-3-x-dynamic-update-client-duc
https://gist.github.com/X1lyS/75a8ea48c4997b683e8b41c94e79e5f9
https://gist.github.com/X1lyS/75a8ea48c4997b683e8b41c94e79e5f9
https://github.com/NixOS/nix/security/advisories/GHSA-h4vv-h3jq-v493
https://github.com/NixOS/nix/security/advisories/GHSA-h4vv-h3jq-v493
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CVE-2024- 14-09-2024  softaculous Backuply — Backup, 9.1 0.001 No
8669 Restore, Migrate and
Clone

CVE-2024- 12-09-2024  SolarWinds Access Rights Manager 9 No
28991
CVE-2024- 10-09-2024  Microsoft Azure Stack Hub 9 No
38220
CVE-2024- 12-09-2024 mindsdb mindsdb 9 No
45856
CVE-2024- 12-09-2024  Docker Docker Desktop 9 0.001 No
8695
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https://www.wordfence.com/threat-intel/vulnerabilities/id/6a061553-c988-4a31-a0a2-7a2608faa33f?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/6a061553-c988-4a31-a0a2-7a2608faa33f?source=cve
https://www.solarwinds.com/trust-center/security-advisories/CVE-2024-28991
https://www.solarwinds.com/trust-center/security-advisories/CVE-2024-28991
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38220
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38220
https://hiddenlayer.com/sai-security-advisory/2024-09-mindsdb/
https://hiddenlayer.com/sai-security-advisory/2024-09-mindsdb/
https://docs.docker.com/desktop/release-notes/#4342
https://docs.docker.com/desktop/release-notes/#4342
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About this data

This report brings together information from several sources including:
CISA Known Exploited Vulnerabilities Catalog
CVE Program
FIRST - Exploit Prediction Scoring System (EPSS)

Note: The information in this report represents a snapshot in time and may change as CVSS or EPSS scores
are updated or new vulnerabilities are added to the Known Exploited Vulnerabilities Catalog.

For further information please contact SC3@gov.scot

Scottish Cyber Coordination Centre 0300 244 9700 SC3@gov.scot




