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Weekly Vulnerability Report 
6 August 2024 

 

This report summarizes the known software vulnerabilities published during the period 29 July-4 August 
2024. This data can help users prioritise and manage the vulnerabilities that might pose a risk to their 
organisations. 

It includes a breakdown of vulnerabilities by vendor, a table of vulnerabilities with the highest likelihood of 
being exploited (EPSS >0.001), and a table of vulnerabilities with the highest severity rating (CVSSv3 Base 
Score >=9). The tables also indicate whether a vulnerability has been exploited according to the CISA Known 
Exploited Catalog. 

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or 
remediation guidance. 

We would like to know what you think about the weekly vulnerability report. Please take a few minutes to 
complete this anonymous survey. 

  

https://www.first.org/epss/data_stats
https://nvd.nist.gov/vuln-metrics/cvss
https://nvd.nist.gov/vuln-metrics/cvss
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://forms.office.com/Pages/ResponsePage.aspx?id=R3T3DoMQ7E24nyfHZQdoQK_r4sXlneVEvDCqgE3cT5NUNTNKSE1HUTlSVUUwM1FQMkQ5V1JHMVJJMC4u
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Count of vulnerabilities by software vendor (top 10), 29 July-4 August 2024 
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Vulnerabilities with highest likelihood of exploitation, 29 July-4 August 2024 

CVE Date Published Vendor Product Base Score Probability of Exploitation Exploited 

CVE-2024-7331 01-08-2024 TOTOLINK A3300R 8.7 0.002 No 
  

https://vuldb.com/?id.273254
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Vulnerabilities with highest severity, 29 July-4 August 2024 

CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
36572 

30-07-2024 n/a n/a 9.8  No 

CVE-2024-
37858 

29-07-2024 n/a n/a 9.8  No 

CVE-2024-
38770 

01-08-2024 Revmakx Backup and Staging by WP 
Time Capsule 

9.8 NA No 

CVE-2024-
38882 

02-08-2024 n/a n/a 9.8 NA No 

CVE-2024-
38909 

30-07-2024 n/a n/a 9.8  No 

CVE-2024-
38983 

30-07-2024 n/a n/a 9.8  No 

CVE-2024-
38984 

30-07-2024 n/a n/a 9.8  No 

CVE-2024-
38986 

30-07-2024 n/a n/a 9.8  No 

CVE-2024-
39010 

30-07-2024 n/a n/a 9.8  No 

CVE-2024-
39011 

30-07-2024 n/a n/a 9.8  No 

CVE-2024-
40782 

29-07-2024 Apple Safari 9.8  No 

https://gist.github.com/mestrtee/1771ab4fba733ca898b6e2463dc6ed19
https://gist.github.com/mestrtee/1771ab4fba733ca898b6e2463dc6ed19
https://www.sourcecodester.com/
https://www.sourcecodester.com/
https://patchstack.com/database/vulnerability/wp-time-capsule/wordpress-backup-and-staging-by-wp-time-capsule-plugin-1-22-20-authentication-bypass-and-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wp-time-capsule/wordpress-backup-and-staging-by-wp-time-capsule-plugin-1-22-20-authentication-bypass-and-privilege-escalation-vulnerability?_s_id=cve
http://caterease.com/
http://caterease.com/
http://elfinder.com/
http://elfinder.com/
https://gist.github.com/mestrtee/f82d0c3a8fe3a125f06425caef5d22ed
https://gist.github.com/mestrtee/f82d0c3a8fe3a125f06425caef5d22ed
https://gist.github.com/mestrtee/97a9a7d73fc8b38fcf01322239dd5fb1
https://gist.github.com/mestrtee/97a9a7d73fc8b38fcf01322239dd5fb1
https://gist.github.com/mestrtee/b20c3aee8bea16e1863933778da6e4cb
https://gist.github.com/mestrtee/b20c3aee8bea16e1863933778da6e4cb
https://gist.github.com/mestrtee/af7a746df91ab5e944bd7a186816c262
https://gist.github.com/mestrtee/af7a746df91ab5e944bd7a186816c262
https://gist.github.com/mestrtee/693ef1c8b0a5ff1ae19f253381711f3e
https://gist.github.com/mestrtee/693ef1c8b0a5ff1ae19f253381711f3e
https://support.apple.com/en-us/HT214121
https://support.apple.com/en-us/HT214121
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
41610 

30-07-2024 n/a n/a 9.8  No 

CVE-2024-
41611 

30-07-2024 n/a n/a 9.8  No 

CVE-2024-
41660 

31-07-2024 openbmc slpd-lite 9.8  No 

CVE-2024-
41702 

30-07-2024 SiberianCMS SiberianCMS v5.0.8 9.8  No 

CVE-2024-
5670 

29-07-2024 Softnext SN OS 12.1 9.8 0.001 No 

CVE-2024-
5765 

30-07-2024 Unknown WpStickyBar 9.8  No 

CVE-2024-
6695 

31-07-2024 Unknown User Profile Builder 9.8  No 

CVE-2024-
7201 

29-07-2024 Simopro 
Technology 

WinMatrix3 9.8 0.001 No 

CVE-2024-
7202 

29-07-2024 Simopro 
Technology 

WinMatrix3 9.8 0.001 No 

CVE-2024-
7257 

03-08-2024 yaycommerce YayExtra – WooCommerce 
Extra Product Options 

9.8 NA No 

CVE-2024-
7314 

02-08-2024 anji-plus AJ-Report 9.8 NA No 

CVE-2024-
7093 

01-08-2024 Netflix Dispatch 9.4 NA No 

https://www.dlink.com/en/security-bulletin/
https://www.dlink.com/en/security-bulletin/
https://www.dlink.com/en/security-bulletin/
https://www.dlink.com/en/security-bulletin/
https://github.com/openbmc/slpd-lite/security/advisories/GHSA-wmgv-jffg-v3xr
https://github.com/openbmc/slpd-lite/security/advisories/GHSA-wmgv-jffg-v3xr
https://www.gov.il/en/Departments/faq/cve_advisories
https://www.gov.il/en/Departments/faq/cve_advisories
https://www.twcert.org.tw/tw/cp-132-7958-817f4-1.html
https://www.twcert.org.tw/tw/cp-132-7958-817f4-1.html
https://wpscan.com/vulnerability/0b73f84c-611e-4681-b362-35e721478ba4/
https://wpscan.com/vulnerability/0b73f84c-611e-4681-b362-35e721478ba4/
https://wpscan.com/vulnerability/4afa5c85-ce27-4ca7-bba2-61fb39c53a5b/
https://wpscan.com/vulnerability/4afa5c85-ce27-4ca7-bba2-61fb39c53a5b/
https://www.twcert.org.tw/tw/cp-132-7960-0ee18-1.html
https://www.twcert.org.tw/tw/cp-132-7960-0ee18-1.html
https://www.twcert.org.tw/tw/cp-132-7962-dd216-1.html
https://www.twcert.org.tw/tw/cp-132-7962-dd216-1.html
https://www.wordfence.com/threat-intel/vulnerabilities/id/753a4f7a-7bd4-43a4-b8fb-9e982239ba0e?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/753a4f7a-7bd4-43a4-b8fb-9e982239ba0e?source=cve
https://vulncheck.com/advisories/aj-report-swagger
https://vulncheck.com/advisories/aj-report-swagger
https://github.com/Netflix/security-bulletins/blob/master/advisories/nflx-2024-003.md
https://github.com/Netflix/security-bulletins/blob/master/advisories/nflx-2024-003.md
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
7205 

31-07-2024 CoolKit eWeLink Cloud Service 9.4  No 

CVE-2024-
42348 

02-08-2024 FOGProject fogproject 9.3 NA No 

CVE-2024-
6699 

30-07-2024 Mikafon 
Electronic Inc. 

Mikafon MA7 9.3  No 

CVE-2024-
7332 

01-08-2024 TOTOLINK CP450 9.3  No 

CVE-2024-
41961 

01-08-2024 sapcc elektra 9.2  No 

CVE-2024-
6980 

31-07-2024 Bitdefender GravityZone Update Server 9.2  No 

CVE-2024-
28805 

29-07-2024 n/a n/a 9.1  No 

CVE-2024-
38529 

29-07-2024 Admidio admidio 9.1  No 

CVE-2024-
38883 

02-08-2024 n/a n/a 9.1 NA No 

CVE-2024-
41259 

01-08-2024 n/a n/a 9.1 NA No 

CVE-2024-
41947 

31-07-2024 xwiki xwiki-platform 9.1  No 

CVE-2024-
5975 

30-07-2024 Unknown CZ Loan Management 9.1  No 

https://ewelink.cc/security-advisory-240730/
https://ewelink.cc/security-advisory-240730/
https://github.com/FOGProject/fogproject/security/advisories/GHSA-456c-4gw3-c9xw
https://github.com/FOGProject/fogproject/security/advisories/GHSA-456c-4gw3-c9xw
https://www.usom.gov.tr/bildirim/tr-24-1105
https://www.usom.gov.tr/bildirim/tr-24-1105
https://vuldb.com/?id.273255
https://vuldb.com/?id.273255
https://github.com/sapcc/elektra/security/advisories/GHSA-6j2h-486h-487q
https://github.com/sapcc/elektra/security/advisories/GHSA-6j2h-486h-487q
https://www.bitdefender.com/consumer/support/support/security-advisories/verbose-error-handling-issue-in-gravityzone-update-server-proxy-service/
https://www.bitdefender.com/consumer/support/support/security-advisories/verbose-error-handling-issue-in-gravityzone-update-server-proxy-service/
https://www.gruppotim.it/it/footer/red-team.html
https://www.gruppotim.it/it/footer/red-team.html
https://github.com/Admidio/admidio/security/advisories/GHSA-g872-jwwr-vggm
https://github.com/Admidio/admidio/security/advisories/GHSA-g872-jwwr-vggm
http://caterease.com/
http://caterease.com/
https://gist.github.com/nyxfqq/d192af10b53a363e2d9e430068333e04
https://gist.github.com/nyxfqq/d192af10b53a363e2d9e430068333e04
https://github.com/xwiki/xwiki-platform/security/advisories/GHSA-692v-783f-mg8x
https://github.com/xwiki/xwiki-platform/security/advisories/GHSA-692v-783f-mg8x
https://wpscan.com/vulnerability/68f81943-b007-49c8-be9c-d0405b2ba4cf/
https://wpscan.com/vulnerability/68f81943-b007-49c8-be9c-d0405b2ba4cf/
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
6366 

29-07-2024 Unknown User Profile Builder 9.1 0.001 No 

CVE-2024-
32758 

01-08-2024 Johnson 
Controls 

exacqVision 9 NA No 

CVE-2024-
38182 

31-07-2024 Microsoft Dynamics 365 Field Service 
(on-premises) v7 series 

9 0.001 No 

CVE-2024-
39619 

01-08-2024 CridioStudio ListingPro 9 NA No 

  

https://wpscan.com/vulnerability/5b90cbdd-52cc-4e7b-bf39-bea0dd59e19e/
https://wpscan.com/vulnerability/5b90cbdd-52cc-4e7b-bf39-bea0dd59e19e/
https://www.johnsoncontrols.com/trust-center/cybersecurity/security-advisories
https://www.johnsoncontrols.com/trust-center/cybersecurity/security-advisories
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38182
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38182
https://patchstack.com/database/vulnerability/listingpro-plugin/wordpress-listingpro-plugin-2-9-3-unauthenticated-local-file-inclusion-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/listingpro-plugin/wordpress-listingpro-plugin-2-9-3-unauthenticated-local-file-inclusion-vulnerability?_s_id=cve
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About this data 

This report brings together information from several sources including: 

• CISA Known Exploited Vulnerabilities Catalog 

• CVE Program 

• FIRST - Exploit Prediction Scoring System (EPSS) 

Note: The information in this report represents a snapshot in time and may become outdated by the time 
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited 
Vulnerabilities Catalog. 

For further information please contact SC3@gov.scot 


