
 
 
 

 

Scottish Cyber Coordination Centre 0300 244 9700        SC3@gov.scot 

Weekly Vulnerability Report 
27 August 2024 

This report summarizes the known software vulnerabilities published during the period 19-25 August 2024. 
This data can help users prioritise and manage the vulnerabilities that might pose a risk to their 
organisations. 

It includes a breakdown of vulnerabilities by vendor, a table of vulnerabilities with the highest likelihood of 
being exploited (EPSS >0.001), and a table of vulnerabilities with the highest severity rating (CVSSv3 Base 
Score >=9). The tables also indicate whether a vulnerability has been exploited according to the CISA Known 
Exploited Catalog. 

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or 
remediation guidance. 

We would like to know what you think about the weekly vulnerability report. Please take a few minutes to 
complete this anonymous survey. 

  

https://www.first.org/epss/data_stats
https://nvd.nist.gov/vuln-metrics/cvss
https://nvd.nist.gov/vuln-metrics/cvss
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://forms.office.com/Pages/ResponsePage.aspx?id=R3T3DoMQ7E24nyfHZQdoQK_r4sXlneVEvDCqgE3cT5NUNTNKSE1HUTlSVUUwM1FQMkQ5V1JHMVJJMC4u
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Count of vulnerabilities by software vendor (top 10), 19-25 August 2024 

 



 
 
 

 

Scottish Cyber Coordination Centre 0300 244 9700        SC3@gov.scot 

Vulnerabilities with highest likelihood of exploitation, 19-25 August 2024 

CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
7924 

19-08-2024 n/a ZZCMS 6.9 0.004 No 

CVE-2024-
7919 

19-08-2024 Anhui Deshun 
Intelligent 
Technology 

Jieshun JieLink+ 
JSOTC2016 

6.9 0.004 No 

CVE-2024-
7920 

19-08-2024 Anhui Deshun 
Intelligent 
Technology 

Jieshun JieLink+ 
JSOTC2016 

5.3 0.004 No 

CVE-2024-
7921 

19-08-2024 Anhui Deshun 
Intelligent 
Technology 

Jieshun JieLink+ 
JSOTC2016 

5.3 0.004 No 

CVE-2024-
7925 

19-08-2024 n/a ZZCMS 5.3 0.003 No 

CVE-2024-
7922 

19-08-2024 D-Link DNS-120 5.3 0.003 No 

CVE-2024-
8003 

20-08-2024 Go-Tribe gotribe-admin 5.1 0.003 No 

CVE-2024-
8005 

20-08-2024 demozx gf_cms 6.9 0.002 No 

CVE-2024-
5932 

20-08-2024 webdevmattcrom GiveWP – Donation 
Plugin and Fundraising 
Platform 

10 0.002 No 

https://vuldb.com/?id.275110
https://vuldb.com/?id.275110
https://vuldb.com/?id.275069
https://vuldb.com/?id.275069
https://vuldb.com/?id.275070
https://vuldb.com/?id.275070
https://vuldb.com/?id.275071
https://vuldb.com/?id.275071
https://vuldb.com/?id.275111
https://vuldb.com/?id.275111
https://vuldb.com/?id.275108
https://vuldb.com/?id.275108
https://vuldb.com/?id.275198
https://vuldb.com/?id.275198
https://vuldb.com/?id.275199
https://vuldb.com/?id.275199
https://www.wordfence.com/threat-intel/vulnerabilities/id/93e2d007-8157-42c5-92ad-704dc80749a3?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/93e2d007-8157-42c5-92ad-704dc80749a3?source=cve
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
7931 

19-08-2024 SourceCodester Online Graduate Tracer 
System 

5.3 0.002 No 

CVE-2024-
5762 

21-08-2024 Zen Cart Zen Cart 8.1 0.002 No 

CVE-2024-
7949 

20-08-2024 SourceCodester Online Graduate Tracer 
System 

5.3 0.002 No 

CVE-2024-
39717 

22-08-2024 Versa Director 6.6 0.002 Yes 

CVE-2020-
11847 

21-08-2024 OpenText Privileged Access 
Manager 

8.2 0.002 No 

CVE-2024-
7930 

19-08-2024 SourceCodester Clinics Patient 
Management System 

5.3 0.002 No 

CVE-2024-
7946 

20-08-2024 itsourcecode Online Blood Bank 
Management System 

6.9 0.001 No 

CVE-2024-
7947 

20-08-2024 SourceCodester Point of Sales and 
Inventory Management 
System 

6.9 0.001 No 

CVE-2024-
7948 

20-08-2024 SourceCodester Accounts Manager App 5.3 0.001 No 

CVE-2024-
42566 

20-08-2024 n/a n/a 8.8 0.001 No 

CVE-2024-
42567 

20-08-2024 n/a n/a 9.8 0.001 No 

https://vuldb.com/?id.275117
https://vuldb.com/?id.275117
https://www.zerodayinitiative.com/advisories/ZDI-24-883/
https://www.zerodayinitiative.com/advisories/ZDI-24-883/
https://vuldb.com/?id.275142
https://vuldb.com/?id.275142
https://support.versa-networks.com/support/solutions/articles/23000026724-versa-director-ha-port-exploit-discovery-remediation
https://support.versa-networks.com/support/solutions/articles/23000026724-versa-director-ha-port-exploit-discovery-remediation
https://www.netiq.com/documentation/privileged-account-manager-37/npam_3701_releasenotes/data/npam_3701_releasenotes.html
https://www.netiq.com/documentation/privileged-account-manager-37/npam_3701_releasenotes/data/npam_3701_releasenotes.html
https://vuldb.com/?id.275116
https://vuldb.com/?id.275116
https://vuldb.com/?id.275138
https://vuldb.com/?id.275138
https://vuldb.com/?id.275139
https://vuldb.com/?id.275139
https://vuldb.com/?id.275140
https://vuldb.com/?id.275140
https://gist.github.com/topsky979/95a8f0d24f1d409a14df4c04e0a8c547
https://gist.github.com/topsky979/95a8f0d24f1d409a14df4c04e0a8c547
https://gist.github.com/topsky979/96ba3f6ccd333480aa86e7078c4886d7
https://gist.github.com/topsky979/96ba3f6ccd333480aa86e7078c4886d7
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
42568 

20-08-2024 n/a n/a NA 0.001 No 

CVE-2024-
42570 

20-08-2024 n/a n/a 9.8 0.001 No 

CVE-2024-
42572 

20-08-2024 n/a n/a 9.8 0.001 No 

CVE-2024-
42573 

20-08-2024 n/a n/a NA 0.001 No 

CVE-2024-
42574 

20-08-2024 n/a n/a 9.8 0.001 No 

CVE-2024-
42575 

20-08-2024 n/a n/a 9.8 0.001 No 

CVE-2024-
42777 

21-08-2024 n/a n/a 9.8 0.001 No 

CVE-2024-
42781 

21-08-2024 n/a n/a 9.8 0.001 No 

CVE-2024-
42782 

21-08-2024 n/a n/a 7.6 0.001 No 

CVE-2024-
43401 

19-08-2024 xwiki xwiki-platform 9.1 0.001 No 

  

https://gist.github.com/topsky979/38a30275374ef796ab860795f5df4dac
https://gist.github.com/topsky979/38a30275374ef796ab860795f5df4dac
https://gist.github.com/topsky979/1d9ebca101fc5e30040436d70e522102
https://gist.github.com/topsky979/1d9ebca101fc5e30040436d70e522102
https://gist.github.com/topsky979/c4c9508b8b3ed11f098f716d46572295
https://gist.github.com/topsky979/c4c9508b8b3ed11f098f716d46572295
https://gist.github.com/topsky979/d44aabca29c1a6a9845fde465b924e79
https://gist.github.com/topsky979/d44aabca29c1a6a9845fde465b924e79
https://gist.github.com/topsky979/7064f8bbd3977ee665a098efcd0170c0
https://gist.github.com/topsky979/7064f8bbd3977ee665a098efcd0170c0
https://gist.github.com/topsky979/2fddc00b33b038cd778c1e4fb1936a15
https://gist.github.com/topsky979/2fddc00b33b038cd778c1e4fb1936a15
https://github.com/takekaramey/CVE_Writeup/blob/main/Kashipara/Music%20Management%20System%20v1.0/Unrestricted%20File%20Upload%20-%20SignUp.pdf
https://github.com/takekaramey/CVE_Writeup/blob/main/Kashipara/Music%20Management%20System%20v1.0/Unrestricted%20File%20Upload%20-%20SignUp.pdf
https://www.kashipara.com/project/php/12978/music-management-system-in-php-php-project-source-code
https://www.kashipara.com/project/php/12978/music-management-system-in-php-php-project-source-code
https://www.kashipara.com/project/php/12978/music-management-system-in-php-php-project-source-code
https://www.kashipara.com/project/php/12978/music-management-system-in-php-php-project-source-code
https://github.com/xwiki/xwiki-platform/security/advisories/GHSA-f963-4cq8-2gw7
https://github.com/xwiki/xwiki-platform/security/advisories/GHSA-f963-4cq8-2gw7
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Vulnerabilities with highest severity, 19-25 August 2024 

CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
43249 

19-08-2024 Bit Apps Bit Form Pro 9.9  No 

CVE-2024-
6386 

21-08-2024 WPML WPML 9.9 0.001 No 

CVE-2024-
28000 

21-08-2024 LiteSpeed 
Technologies 

LiteSpeed Cache 9.8  No 

CVE-2024-
30949 

20-08-2024 n/a n/a 9.8 0.001 No 

CVE-2024-
33872 

20-08-2024 n/a n/a 9.8  No 

CVE-2024-
36445 

22-08-2024 n/a n/a 9.8  No 

CVE-2024-
40453 

21-08-2024 n/a n/a 9.8 0.001 No 

CVE-2024-
42531 

23-08-2024 n/a n/a 9.8  No 

CVE-2024-
42556 

20-08-2024 n/a n/a 9.8  No 

CVE-2024-
42558 

20-08-2024 n/a n/a 9.8  No 

CVE-2024-
42559 

20-08-2024 n/a n/a 9.8  No 

https://patchstack.com/database/vulnerability/bitformpro/wordpress-bit-form-pro-plugin-2-6-4-authenticated-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/bitformpro/wordpress-bit-form-pro-plugin-2-6-4-authenticated-arbitrary-file-upload-vulnerability?_s_id=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/f7fc91cc-e529-4362-8269-bf7ee0766e1e?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/f7fc91cc-e529-4362-8269-bf7ee0766e1e?source=cve
https://patchstack.com/database/vulnerability/litespeed-cache/wordpress-litespeed-cache-plugin-6-3-0-1-unauthenticated-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/litespeed-cache/wordpress-litespeed-cache-plugin-6-3-0-1-unauthenticated-privilege-escalation-vulnerability?_s_id=cve
https://inbox.sourceware.org/newlib/20231129035714.469943-1-visitorckw%40gmail.com/
https://inbox.sourceware.org/newlib/20231129035714.469943-1-visitorckw%40gmail.com/
https://trust.keyfactor.com/?itemUid=d73921fd-bc9e-4e35-a974-cfb628e6a226&source=click
https://trust.keyfactor.com/?itemUid=d73921fd-bc9e-4e35-a974-cfb628e6a226&source=click
https://www.swissphone.com/en-us/solutions/components/terminals/radio-data-module-dical-red/
https://www.swissphone.com/en-us/solutions/components/terminals/radio-data-module-dical-red/
https://github.com/squirrellyjs/squirrelly
https://github.com/squirrellyjs/squirrelly
http://ezviz.com/
http://ezviz.com/
https://gist.github.com/topsky979/9688bcdd3e05ba79ebf4ff1042609b20
https://gist.github.com/topsky979/9688bcdd3e05ba79ebf4ff1042609b20
https://gist.github.com/topsky979/9651b4977e86f5b1bcae7a8959ff3342
https://gist.github.com/topsky979/9651b4977e86f5b1bcae7a8959ff3342
https://gist.github.com/topsky979/99d2ebf7b5598ef227262ba1b2bb392f/edit
https://gist.github.com/topsky979/99d2ebf7b5598ef227262ba1b2bb392f/edit
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
42562 

20-08-2024 n/a n/a 9.8  No 

CVE-2024-
42563 

20-08-2024 n/a n/a 9.8  No 

CVE-2024-
42565 

20-08-2024 n/a n/a 9.8  No 

CVE-2024-
42567 

20-08-2024 n/a n/a 9.8 0.001 No 

CVE-2024-
42569 

20-08-2024 n/a n/a 9.8  No 

CVE-2024-
42570 

20-08-2024 n/a n/a 9.8 0.001 No 

CVE-2024-
42571 

20-08-2024 n/a n/a 9.8  No 

CVE-2024-
42572 

20-08-2024 n/a n/a 9.8 0.001 No 

CVE-2024-
42574 

20-08-2024 n/a n/a 9.8 0.001 No 

CVE-2024-
42575 

20-08-2024 n/a n/a 9.8 0.001 No 

CVE-2024-
42765 

23-08-2024 n/a n/a 9.8  No 

CVE-2024-
42777 

21-08-2024 n/a n/a 9.8 0.001 No 

https://gist.github.com/topsky979/2dcca275bcc18e8058cefef714a2f61b
https://gist.github.com/topsky979/2dcca275bcc18e8058cefef714a2f61b
https://gist.github.com/topsky979/f645f99661ff33aed44d65dfa49e36fe
https://gist.github.com/topsky979/f645f99661ff33aed44d65dfa49e36fe
https://gist.github.com/topsky979/648f2cd4f5e58560cbc9308d06e2f876
https://gist.github.com/topsky979/648f2cd4f5e58560cbc9308d06e2f876
https://gist.github.com/topsky979/96ba3f6ccd333480aa86e7078c4886d7
https://gist.github.com/topsky979/96ba3f6ccd333480aa86e7078c4886d7
https://gist.github.com/topsky979/20a81dbf47d371e1dabe08f350c8185d
https://gist.github.com/topsky979/20a81dbf47d371e1dabe08f350c8185d
https://gist.github.com/topsky979/1d9ebca101fc5e30040436d70e522102
https://gist.github.com/topsky979/1d9ebca101fc5e30040436d70e522102
https://gist.github.com/topsky979/5c8e289fa66702fd3acbed558ee449dd
https://gist.github.com/topsky979/5c8e289fa66702fd3acbed558ee449dd
https://gist.github.com/topsky979/c4c9508b8b3ed11f098f716d46572295
https://gist.github.com/topsky979/c4c9508b8b3ed11f098f716d46572295
https://gist.github.com/topsky979/7064f8bbd3977ee665a098efcd0170c0
https://gist.github.com/topsky979/7064f8bbd3977ee665a098efcd0170c0
https://gist.github.com/topsky979/2fddc00b33b038cd778c1e4fb1936a15
https://gist.github.com/topsky979/2fddc00b33b038cd778c1e4fb1936a15
https://www.kashipara.com/
https://www.kashipara.com/
https://github.com/takekaramey/CVE_Writeup/blob/main/Kashipara/Music%20Management%20System%20v1.0/Unrestricted%20File%20Upload%20-%20SignUp.pdf
https://github.com/takekaramey/CVE_Writeup/blob/main/Kashipara/Music%20Management%20System%20v1.0/Unrestricted%20File%20Upload%20-%20SignUp.pdf
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
42781 

21-08-2024 n/a n/a 9.8 0.001 No 

CVE-2024-
42784 

21-08-2024 n/a n/a 9.8  No 

CVE-2024-
42813 

19-08-2024 n/a n/a 9.8  No 

CVE-2024-
42815 

19-08-2024 n/a n/a 9.8  No 

CVE-2024-
43202 

20-08-2024 Apache 
Software 
Foundation 

Apache DolphinScheduler 9.8  No 

CVE-2024-
43245 

19-08-2024 eyecix JobSearch 9.8  No 

CVE-2024-
43311 

19-08-2024 Geek Code 
Lab 

Login As Users 9.8  No 

CVE-2024-
43354 

19-08-2024 myCred myCred 9.8  No 

CVE-2024-
43404 

20-08-2024 NicPWNs MEGABOT 9.8  No 

CVE-2024-
44070 

19-08-2024 n/a n/a 9.8 0.001 No 

CVE-2024-
44076 

19-08-2024 n/a n/a 9.8 0.001 No 

https://www.kashipara.com/project/php/12978/music-management-system-in-php-php-project-source-code
https://www.kashipara.com/project/php/12978/music-management-system-in-php-php-project-source-code
https://www.kashipara.com/project/php/12978/music-management-system-in-php-php-project-source-code
https://www.kashipara.com/project/php/12978/music-management-system-in-php-php-project-source-code
https://gist.github.com/XiaoCurry/204680035c1efffa27d14956820ad928
https://gist.github.com/XiaoCurry/204680035c1efffa27d14956820ad928
https://gist.github.com/XiaoCurry/14d46e0becd79d9bb9907f2fbe147cfe
https://gist.github.com/XiaoCurry/14d46e0becd79d9bb9907f2fbe147cfe
https://github.com/apache/dolphinscheduler/pull/15758
https://github.com/apache/dolphinscheduler/pull/15758
https://patchstack.com/database/vulnerability/wp-jobsearch/wordpress-jobsearch-plugin-2-3-4-unauthenticated-account-takeover-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wp-jobsearch/wordpress-jobsearch-plugin-2-3-4-unauthenticated-account-takeover-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/login-as-users/wordpress-login-as-users-plugin-1-4-2-broken-authentication-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/login-as-users/wordpress-login-as-users-plugin-1-4-2-broken-authentication-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/mycred/wordpress-mycred-plugin-2-7-2-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/mycred/wordpress-mycred-plugin-2-7-2-php-object-injection-vulnerability?_s_id=cve
https://github.com/NicPWNs/MEGABOT/security/advisories/GHSA-vhxp-4hwq-w3p2
https://github.com/NicPWNs/MEGABOT/security/advisories/GHSA-vhxp-4hwq-w3p2
https://github.com/FRRouting/frr/pull/16497
https://github.com/FRRouting/frr/pull/16497
https://github.com/microcks/microcks/issues/1212
https://github.com/microcks/microcks/issues/1212
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
44083 

19-08-2024 n/a n/a 9.8  No 

CVE-2024-
45166 

22-08-2024 n/a n/a 9.8  No 

CVE-2024-
45167 

22-08-2024 n/a n/a 9.8  No 

CVE-2024-
45169 

22-08-2024 n/a n/a 9.8  No 

CVE-2024-
45191 

22-08-2024 n/a n/a 9.8  No 

CVE-2024-
5335 

21-08-2024 bdthemes Ultimate Store Kit Elementor 
Addons, Woocommerce Builder, 
EDD Builder, Elementor Store 
Builder, Product Grid, Product 
Table, Woocommerce Slider 

9.8 0.001 No 

CVE-2024-
6330 

19-08-2024 Unknown GEO my WP 9.8  No 

CVE-2024-
6847 

20-08-2024 Unknown Chatbot with ChatGPT WordPress 9.8  No 

CVE-2024-
7954 

23-08-2024 SPIP SPIP 9.8  No 

CVE-2023-
6452 

22-08-2024 Forcepoint Web Security 9.6  No 

https://github.com/Azvanzed/IdaMeme
https://github.com/Azvanzed/IdaMeme
https://www.syss.de/en/responsible-disclosure-policy
https://www.syss.de/en/responsible-disclosure-policy
https://www.syss.de/en/responsible-disclosure-policy
https://www.syss.de/en/responsible-disclosure-policy
https://www.syss.de/en/responsible-disclosure-policy
https://www.syss.de/en/responsible-disclosure-policy
https://soatok.blog/2024/08/14/security-issues-in-matrixs-olm-library/
https://soatok.blog/2024/08/14/security-issues-in-matrixs-olm-library/
https://www.wordfence.com/threat-intel/vulnerabilities/id/2ae44bcb-6149-4661-8890-23c867e9a918?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/2ae44bcb-6149-4661-8890-23c867e9a918?source=cve
https://wpscan.com/vulnerability/95b532e0-1ffb-421e-b9c0-de03f89491d7/
https://wpscan.com/vulnerability/95b532e0-1ffb-421e-b9c0-de03f89491d7/
https://wpscan.com/vulnerability/baa860bb-3b7d-438a-ad54-92bf8e21e851/
https://wpscan.com/vulnerability/baa860bb-3b7d-438a-ad54-92bf8e21e851/
https://vulncheck.com/advisories/spip-porte-plume
https://vulncheck.com/advisories/spip-porte-plume
https://support.forcepoint.com/s/article/000042212
https://support.forcepoint.com/s/article/000042212
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
38175 

20-08-2024 Microsoft Azure Managed Instance for Apache 
Cassandra 

9.6  No 

CVE-2024-
42581 

20-08-2024 n/a n/a 9.6 0.001 No 

CVE-2024-
43261 

19-08-2024 Hamed 
Naderfar 

Compute Links 9.6  No 

CVE-2024-
7568 

24-08-2024 brandondove Favicon Generator (CLOSED) 9.6 0.001 No 

CVE-2024-
6800 

20-08-2024 GitHub GitHub Enterprise Server 9.5  No 

CVE-2024-
36439 

22-08-2024 n/a n/a 9.4  No 

CVE-2024-
42764 

23-08-2024 n/a n/a 9.4  No 

CVE-2024-
43240 

19-08-2024 azzaroco Ultimate Membership Pro 9.4  No 

CVE-2024-
27185 

20-08-2024 Joomla! 
Project 

Joomla! CMS 9.1  No 

CVE-2024-
28987 

21-08-2024 SolarWinds Web Help Desk 9.1 0.001 No 

CVE-2024-
33852 

23-08-2024 n/a n/a 9.1  No 

CVE-2024-
33853 

23-08-2024 n/a n/a 9.1  No 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38175
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38175
https://gist.github.com/topsky979/2bd26343ccdff7c759f62d332c8caff6
https://gist.github.com/topsky979/2bd26343ccdff7c759f62d332c8caff6
https://patchstack.com/database/vulnerability/compute-links/wordpress-compute-links-plugin-1-2-1-remote-file-inclusion-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/compute-links/wordpress-compute-links-plugin-1-2-1-remote-file-inclusion-vulnerability?_s_id=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/6eb3ad80-3510-4018-91af-b733ef62e28f?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/6eb3ad80-3510-4018-91af-b733ef62e28f?source=cve
https://docs.github.com/en/enterprise-server@3.13/admin/release-notes#3.13.3
https://docs.github.com/en/enterprise-server@3.13/admin/release-notes#3.13.3
https://www.swissphone.com/en-us/solutions/components/terminals/radio-data-module-dical-red/
https://www.swissphone.com/en-us/solutions/components/terminals/radio-data-module-dical-red/
https://www.kashipara.com/
https://www.kashipara.com/
https://patchstack.com/database/vulnerability/indeed-membership-pro/wordpress-indeed-ultimate-membership-pro-plugin-12-6-unauthenticated-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/indeed-membership-pro/wordpress-indeed-ultimate-membership-pro-plugin-12-6-unauthenticated-privilege-escalation-vulnerability?_s_id=cve
https://developer.joomla.org/security-centre/942-20240802-core-cache-poisoning-in-pagination.html
https://developer.joomla.org/security-centre/942-20240802-core-cache-poisoning-in-pagination.html
https://www.solarwinds.com/trust-center/security-advisories/cve-2024-28987
https://www.solarwinds.com/trust-center/security-advisories/cve-2024-28987
https://github.com/centreon/centreon/releases
https://github.com/centreon/centreon/releases
https://github.com/centreon/centreon/releases
https://github.com/centreon/centreon/releases
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
42775 

22-08-2024 n/a n/a 9.1  No 

CVE-2024-
43400 

19-08-2024 xwiki xwiki-platform 9.1 0.001 No 

CVE-2024-
43401 

19-08-2024 xwiki xwiki-platform 9.1 0.001 No 

CVE-2024-
45163 

22-08-2024 n/a n/a 9.1  No 

CVE-2024-
45168 

22-08-2024 n/a n/a 9.1  No 

CVE-2024-
43242 

19-08-2024 azzaroco Ultimate Membership Pro 9  No 

CVE-2024-
43252 

19-08-2024 Crew HRM Crew HRM 9  No 

CVE-2024-
7777 

20-08-2024 bitpressadmin Contact Form by Bit Form: Multi 
Step Form, Calculation Contact 
Form, Payment Contact Form & 
Custom Contact Form builder 

9  No 

  

https://www.kashipara.com/
https://www.kashipara.com/
https://github.com/xwiki/xwiki-platform/security/advisories/GHSA-wcg9-pgqv-xm5v
https://github.com/xwiki/xwiki-platform/security/advisories/GHSA-wcg9-pgqv-xm5v
https://github.com/xwiki/xwiki-platform/security/advisories/GHSA-f963-4cq8-2gw7
https://github.com/xwiki/xwiki-platform/security/advisories/GHSA-f963-4cq8-2gw7
https://cypressthatkid.medium.com/remote-dos-exploit-found-in-mirai-botnet-source-code-27a1aad284f1
https://cypressthatkid.medium.com/remote-dos-exploit-found-in-mirai-botnet-source-code-27a1aad284f1
https://www.syss.de/en/responsible-disclosure-policy
https://www.syss.de/en/responsible-disclosure-policy
https://patchstack.com/database/vulnerability/indeed-membership-pro/wordpress-indeed-ultimate-membership-pro-plugin-12-6-unauthenticated-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/indeed-membership-pro/wordpress-indeed-ultimate-membership-pro-plugin-12-6-unauthenticated-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/hr-management/wordpress-crew-hrm-plugin-1-1-1-php-object-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/hr-management/wordpress-crew-hrm-plugin-1-1-1-php-object-injection-vulnerability?_s_id=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/4deb128d-0163-4a8e-9591-87352f74c3ef?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/4deb128d-0163-4a8e-9591-87352f74c3ef?source=cve
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About this data 

This report brings together information from several sources including: 

• CISA Known Exploited Vulnerabilities Catalog 

• CVE Program 

• FIRST - Exploit Prediction Scoring System (EPSS) 

Note: The information in this report represents a snapshot in time and may become outdated by the time 
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited 
Vulnerabilities Catalog. 

For further information please contact SC3@gov.scot 


