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Weekly Vulnerability Report

13 August 2024

This report summarizes the known software vulnerabilities published during the period 5-11 August 2024.
This data can help users prioritise and manage the vulnerabilities that might pose a risk to their
organisations.

It includes a breakdown of vulnerabilities by vendor, a table of vulnerabilities with the highest likelihood of
being exploited (EPSS >0.001), and a table of vulnerabilities with the highest severity rating (CVSSv3 Base

Score >=9). The tables also indicate whether a vulnerability has been exploited according to the CISA Known
Exploited Catalog.

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or
remediation guidance.

We would like to know what you think about the weekly vulnerability report. Please take a few minutes to
complete this anonymous survey.

Scottish Cyber Coordination Centre 0300 244 9700 SC3@gov.scot



https://www.first.org/epss/data_stats
https://nvd.nist.gov/vuln-metrics/cvss
https://nvd.nist.gov/vuln-metrics/cvss
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://forms.office.com/Pages/ResponsePage.aspx?id=R3T3DoMQ7E24nyfHZQdoQK_r4sXlneVEvDCqgE3cT5NUNTNKSE1HUTlSVUUwM1FQMkQ5V1JHMVJJMC4u
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Count of vulnerabilities by software vendor (top 10), 5-11 August 2024
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Vulnerabilities with highest likelihood of exploitation, 5-11 August 2024

CVE Date Published Vendor Product Base Score  Probability of Exploitation Exploited
CVE-2024-7467  05-08-2024 Raisecom MSGI200 53 0.017 No
CVE-2024-7468  05-08-2024 Raisecom MSGI1200 53 0.017 No
CVE-2024-7469  05-08-2024 Raisecom MSGI1200 53 0.017 No
CVE-2024-7470  05-08-2024 Raisecom MSGI1200 53 0.017 No
CVE-2024-6782  06-08-2024 Calibre Calibre 9.8 0.002 No
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https://vuldb.com/?id.273560
https://vuldb.com/?id.273561
https://vuldb.com/?id.273562
https://vuldb.com/?id.273563
https://starlabs.sg/advisories/24/24-6782/
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Vulnerabilities with highest severity, 5-11 August 2024

Date Base Probability of
CVE Published Vendor Product Score Exploitation Exploited
CVE-2024- 09-08-2024 Zabbix Zabbix 9.9 NA No
22116
CVE-2024- 07-08-2024 Cisco Cisco Small Business IP 9.8 NA No
20450 Phones
CVE-2024- 07-08-2024 Cisco Cisco Small Business IP 9.8 NA No
20454 Phones
CVE-2024- 06-08-2024 Janobe E-Negosyo System 9.8 NA No
33957
CVE-2024- 06-08-2024 Janobe E-Negosyo System 9.8 NA No
33958
CVE-2024- 06-08-2024 Janobe Janobe PayPal 9.8 NA No
33959
CVE-2024- 06-08-2024 Janobe Janobe PayPal 9.8 NA No
33960
CVE-2024- 06-08-2024 Janobe Janobe PayPal 9.8 NA No
339061
CVE-2024- 06-08-2024 Janobe Janobe PayPal 9.8 NA No
33962
CVE-2024- 06-08-2024 Janobe Janobe PayPal 9.8 NA No
33963
CVE-2024- 06-08-2024 Janobe Janobe PayPal 9.8 NA No
33964
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https://support.zabbix.com/browse/ZBX-25016
https://support.zabbix.com/browse/ZBX-25016
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-spa-http-vulns-RJZmX2Xz
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-spa-http-vulns-RJZmX2Xz
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-spa-http-vulns-RJZmX2Xz
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-spa-http-vulns-RJZmX2Xz
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janobe-products
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janobe-products
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janobe-products
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janobe-products
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janobe-products
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janobe-products
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janobe-products
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janobe-products
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janobe-products
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janobe-products
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janobe-products
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janobe-products
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janobe-products
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janobe-products
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janobe-products
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janobe-products
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CVE-2024- 06-08-2024 Janobe Janobe PayPal 9.8 NA No
33965
CVE-2024- 06-08-2024 Janobe Janobe PayPal 9.8 NA No
33966
CVE-2024- 06-08-2024 Janobe School Attendance 9.8 NA No
33967 Monitoring System
CVE-2024- 06-08-2024 Janobe School Attendance 9.8 NA No
33968 Monitoring System
CVE-2024- 06-08-2024 Janobe School Attendance 9.8 NA No
33969 Monitoring System
CVE-2024- 06-08-2024 Janobe School Attendance 9.8 NA No
33970 Monitoring System
CVE-2024- 06-08-2024 Janobe School Attendance 9.8 NA No
33971 Monitoring System
CVE-2024- 06-08-2024 Janobe School Attendance 9.8 NA No
33972 Monitoring System
CVE-2024- 06-08-2024 Janobe School Attendance 9.8 NA No
33973 Monitoring System
CVE-2024- 06-08-2024 Janobe School Attendance 9.8 NA No
33974 Monitoring System
CVE-2024- 07-08-2024 n/a n/a 9.8 NA No
34479
CVE-2024- 07-08-2024 n/a n/a 9.8 NA No
34480
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https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janobe-products
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janobe-products
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janobe-products
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janobe-products
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janobe-products
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https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janobe-products
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janobe-products
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janobe-products
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janobe-products
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janobe-products
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janobe-products
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janobe-products
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janobe-products
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janobe-products
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janobe-products
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janobe-products
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-janobe-products
https://cxsecurity.com/issue/WLB-2024080004
https://cxsecurity.com/issue/WLB-2024080004
https://cxsecurity.com/issue/WLB-2024080003
https://cxsecurity.com/issue/WLB-2024080003
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CVE-2024- 07-08-2024 Ivanti EPMM 9.8 NA No
36130
CVE-2024- 06-08-2024 n/a n/a 9.8 NA No
39225
CVE-2024- 06-08-2024 n/a n/a 9.8 NA No
39228
CVE-2024- 08-08-2024 n/a n/a 9.8 NA No
40477
CVE-2024- 08-08-2024 n/a n/a 9.8 NA No
40482
CVE-2024- 08-08-2024 n/a n/a 9.8 NA No
40486
CVE-2024- 05-08-2024 n/a n/a 9.8 No
40498
CVE-2024- 05-08-2024 n/a n/a 9.8 No
40530
CVE-2024- 07-08-2024 n/a n/a 9.8 NA No
41237
CVE-2024- 09-08-2024 n/a n/a 9.8 NA No
41476
CVE-2024- 09-08-2024 n/a n/a 9.8 NA No
41570
CVE-2024- 06-08-2024 Hewlett Packard Hpe Aruba Networking 9.8 NA No
42393 Enterprise (HPE) InstantOS and Aruba
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https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Endpoint-Manager-for-Mobile-EPMM-July-2024
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Endpoint-Manager-for-Mobile-EPMM-July-2024
http://ar750ar750sar300mar300m16mt300n-v2b1300mt1300sft1200x750.com/
http://ar750ar750sar300mar300m16mt300n-v2b1300mt1300sft1200x750.com/
http://ar750ar750sar300mar300m16mt300n-v2b1300mt1300sft1200x750.com/
http://ar750ar750sar300mar300m16mt300n-v2b1300mt1300sft1200x750.com/
https://phpgurukul.com/old-age-home-management-system-using-php-and-mysql/
https://phpgurukul.com/old-age-home-management-system-using-php-and-mysql/
https://github.com/takekaramey/CVE_Writeup/blob/main/Kashipara/Live%20Membership%20System%20v1.0/Unrestricted%20File%20Upload.pdf
https://github.com/takekaramey/CVE_Writeup/blob/main/Kashipara/Live%20Membership%20System%20v1.0/Unrestricted%20File%20Upload.pdf
https://www.kashipara.com/project/php/12997/live-membership-system-in-php-php-project-source-code
https://www.kashipara.com/project/php/12997/live-membership-system-in-php-php-project-source-code
https://github.com/Dirac231/CVE-2024-40498
https://github.com/Dirac231/CVE-2024-40498
https://critical.lt/blog/authorization-bypass-and-mass-assignment-in-pantera-crm/
https://critical.lt/blog/authorization-bypass-and-mass-assignment-in-pantera-crm/
https://www.kashipara.com/project/php/12362/responsive-school-management-system-php-project-source-code
https://www.kashipara.com/project/php/12362/responsive-school-management-system-php-project-source-code
https://www.amttgroup.com/
https://www.amttgroup.com/
https://blog.chebuya.com/posts/server-side-request-forgery-on-havoc-c2/
https://blog.chebuya.com/posts/server-side-request-forgery-on-havoc-c2/
https://support.hpe.com/hpesc/public/docDisplay?docId=hpesbnw04678en_us&docLocale=en_US
https://support.hpe.com/hpesc/public/docDisplay?docId=hpesbnw04678en_us&docLocale=en_US
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Access Points running
ArubaOS 10
CVE-2024- 06-08-2024 Hewlett Packard HPE Aruba Networking 9.8 NA No
42394 Enterprise (HPE) InstantOS and Aruba
Access Points running
ArubaOS 10
CVE-2024- 06-08-2024 Hewlett Packard HPE Aruba Networking 9.8 NA No
42395 Enterprise (HPE) InstantOS and Aruba
Access Points running
ArubaOS 10
CVE-2024- 09-08-2024 openhab openhab-webui 9.8 NA No
42469
CVE-2024- 06-08-2024 Halo Service HalolTSM 9.8 NA No
6202 Solutions
CVE-2024- 06-08-2024  Calibre Calibre 9.8 0.002 No
6782
CVE-2024- 07-08-2024 Journyx Journyx (jtime) 9.8 NA No
6890
CVE-2024- 06-08-2024 Google Chrome 9.8 NA No
6995
CVE-2024- 08-08-2024 reputeinfosystems Appointment Booking 9.8 NA No
7350 Calendar Plugin and
Scheduling Plugin -
BookingPress
CVE-2024-7521 06-08-2024 Mozilla Firefox 9.8 NA No
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https://support.hpe.com/hpesc/public/docDisplay?docId=hpesbnw04678en_us&docLocale=en_US
https://support.hpe.com/hpesc/public/docDisplay?docId=hpesbnw04678en_us&docLocale=en_US
https://support.hpe.com/hpesc/public/docDisplay?docId=hpesbnw04678en_us&docLocale=en_US
https://support.hpe.com/hpesc/public/docDisplay?docId=hpesbnw04678en_us&docLocale=en_US
https://github.com/openhab/openhab-webui/security/advisories/GHSA-f729-58x4-gqgf
https://github.com/openhab/openhab-webui/security/advisories/GHSA-f729-58x4-gqgf
https://haloitsm.com/guides/article/?kbid=2154
https://haloitsm.com/guides/article/?kbid=2154
https://starlabs.sg/advisories/24/24-6782/
https://starlabs.sg/advisories/24/24-6782/
https://korelogic.com/Resources/Advisories/KL-001-2024-007.txt
https://korelogic.com/Resources/Advisories/KL-001-2024-007.txt
https://chromereleases.googleblog.com/2024/07/stable-channel-update-for-desktop_23.html
https://chromereleases.googleblog.com/2024/07/stable-channel-update-for-desktop_23.html
https://www.wordfence.com/threat-intel/vulnerabilities/id/4c367565-75f7-4dd7-a2f1-111df581bd7a?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/4c367565-75f7-4dd7-a2f1-111df581bd7a?source=cve
https://bugzilla.mozilla.org/show_bug.cgi?id=1904644
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CVE-2024- 06-08-2024 Mozilla Firefox 9.8 NA No
7528
CVE-2024- 06-08-2024 Mozilla Firefox 9.8 NA No
7530
CVE-2024- 06-08-2024 n/a n/a 9.6 NA No
28739
CVE-2024- 08-08-2024 Microchip Techology Advanced Software 9.5 NA No
7490 Framework
CVE-2024- 10-08-2024 Enphase IQ Gateway 9.3 NA No
21876
CVE-2024- 08-08-2024 Huawei HarmonyQOS 9.3 NA No
42037
CVE-2024-6117 05-08-2024 Hamastar MeetingHub Paperless 9.3 No
Technology Meetings
CVE-2024-6118 05-08-2024 Hamastar MeetingHub Paperless 9.3 No
Technology Meetings

CVE-2024- 05-08-2024 JFrog Artifactory 9.3 No
6915
CVE-2024- 05-08-2024  Korenix JetPort 5601v3 9.3 No
7395
CVE-2024- 05-08-2024 Korenix JetPort 5601v3 9.3 No
7397
CVE-2024- 09-08-2024 mintplex-labs mintplex-labs/anything- 9. NA No
3279 M
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https://bugzilla.mozilla.org/show_bug.cgi?id=1895951
https://bugzilla.mozilla.org/show_bug.cgi?id=1895951
https://bugzilla.mozilla.org/show_bug.cgi?id=1904011
https://bugzilla.mozilla.org/show_bug.cgi?id=1904011
https://febin0x4e4a.wordpress.com/2024/03/07/xss-to-one-click-rce-in-koha-ils/
https://febin0x4e4a.wordpress.com/2024/03/07/xss-to-one-click-rce-in-koha-ils/
https://www.microchip.com/en-us/tools-resources/develop/libraries/advanced-software-framework
https://www.microchip.com/en-us/tools-resources/develop/libraries/advanced-software-framework
https://csirt.divd.nl/CVE-2024-21876
https://csirt.divd.nl/CVE-2024-21876
https://https/consumer.huawei.com/en/support/bulletin/2024/8/
https://https/consumer.huawei.com/en/support/bulletin/2024/8/
https://zuso.ai/advisory/za-2024-02
https://zuso.ai/advisory/za-2024-03
https://jfrog.com/help/r/jfrog-release-information/jfrog-security-advisories
https://jfrog.com/help/r/jfrog-release-information/jfrog-security-advisories
https://cyberdanube.com/de/en-multiple-vulnerabilities-in-korenix-jetport/
https://cyberdanube.com/de/en-multiple-vulnerabilities-in-korenix-jetport/
https://cyberdanube.com/de/en-multiple-vulnerabilities-in-korenix-jetport/
https://cyberdanube.com/de/en-multiple-vulnerabilities-in-korenix-jetport/
https://huntr.com/bounties/303c5145-2c14-4945-914a-936be74dd04e
https://huntr.com/bounties/303c5145-2c14-4945-914a-936be74dd04e
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CVE-2024- 09-08-2024 Zabbix Zabbix 91 NA No
36461
CVE-2024- 08-08-2024 Vonets VAR1200-H 9.1 NA No
37023
CVE-2024- 08-08-2024 Vonets VAR1200-H 91 NA No
39815
CVE-2024- 07-08-2024 n/a n/a 9.1 NA No
41247
CVE-2024- 08-08-2024 vrcx-team VRCX 9] NA No
42366
CVE-2024- 06-08-2024 Mozilla Firefox 9.1 NA No
7522
CVE-2024- 06-08-2024 Mozilla Firefox 91 NA No
7525
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https://support.zabbix.com/browse/ZBX-25018
https://support.zabbix.com/browse/ZBX-25018
https://www.cisa.gov/news-events/ics-advisories/icsa-24-214-08
https://www.cisa.gov/news-events/ics-advisories/icsa-24-214-08
https://www.cisa.gov/news-events/ics-advisories/icsa-24-214-08
https://www.cisa.gov/news-events/ics-advisories/icsa-24-214-08
https://github.com/takekaramey/CVE_Writeup/blob/main/Kashipara/Responsive%20School%20Management%20System%20v3.2.0/Broken%20Access%20Control%20-%20Admin%20Master%20-%20Add%20Classes.pdf
https://github.com/takekaramey/CVE_Writeup/blob/main/Kashipara/Responsive%20School%20Management%20System%20v3.2.0/Broken%20Access%20Control%20-%20Admin%20Master%20-%20Add%20Classes.pdf
https://github.com/vrcx-team/VRCX/security/advisories/GHSA-j98g-mgjm-wqph
https://github.com/vrcx-team/VRCX/security/advisories/GHSA-j98g-mgjm-wqph
https://bugzilla.mozilla.org/show_bug.cgi?id=1906727
https://bugzilla.mozilla.org/show_bug.cgi?id=1906727
https://bugzilla.mozilla.org/show_bug.cgi?id=1909298
https://bugzilla.mozilla.org/show_bug.cgi?id=1909298
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About this data

This report brings together information from several sources including:
CISA Known Exploited Vulnerabilities Catalog
CVE Program
FIRST - Exploit Prediction Scoring System (EPSS)

Note: The information in this report represents a snapshot in time and may become outdated by the time
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited
Vulnerabilities Catalog.

For further information please contact SC3@gov.scot

Scottish Cyber Coordination Centre 0300 244 9700 SC3@gov.scot




