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Vulnerabilities

Google addressed the tenth actively exploited Chrome zero-day this year
Security Affairs - 26 August 2024 23:57

Google released emergency security updates to fix the tenth actively exploited Chrome zero-
day vulnerability this year. Google released a security update to address a new Chrome zero-
day vulnerability, tracked as CVE-2024-7965 (CVSS score 8.8), that is actively exploited. The
vulnerability is an Inappropriate implementation issue that resides in Chrome's V8 JavaScript
engine.

SonicWall Patches Critical SonicOS Vulnerability
SecurityWeek - 26 August 2024 13:00

SonicWall has patched CVE-2024-40766, a critical SonicOS vulnerability that can lead to
unauthorized access or a firewall crash.

Microsoft Fixes ASCIl Smuggling Flaw That Enabled Data Theft from Microsoft 365
Copilot

The Hacker News - 27 August 2024 12:39

Details have emerged about a now-patched vulnerability in Microsoft 365 Copilot that could
enable the theft of sensitive user information using a technique called ASCII smuggling.”ASCII

Smuggling is a novel technique that uses special Unicode characters that mirror ASCII but are
actually not visible in the user interface,” security researcher Johann Rehberger said.”

Researchers Identify Over 20 Supply Chain Vulnerabilities in MLOps Platforms
The Hacker News - 26 August 2024 17:01

Cybersecurity researchers are warning about the security risks in the machine learning (ML)
software supply chain following the discovery of more than 20 vulnerabilities that could be
exploited to target MLOps platforms.

Critical Flaws in Traccar GPS System Expose Users to Remote Attacks
The Hacker News - 26 August 2024 14:15

Two security vulnerabilities have been disclosed in the open-source Traccar GPS tracking
system that could be potentially exploited by unauthenticated attackers to achieve remote
code execution under certain circumstances.
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Microsoft: Exchange Online mistakenly tags emails as malware
BleepingComputer - 26 August 2024 13:53

Microsoft is investigating an Exchange Online false positive issue causing emails containing
images to be wrongly tagged as malicious and sent to quarantine. [...]

Chinese Velvet Ant Uses Cisco Zero-Day to Deploy Custom Malware
Infosecurity Magazine - 26 August 2024 09:00

The Chinese cyber espionage group was observed jailbreaking a Cisco switch appliance using
a zero-day exploit
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