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Vulnerabilities

Apple fixed dozens of vulnerabilities in i0OS and macOS
Security Affairs - 31 July 2024 13:48

Apple has issued security updates to address multiple vulnerabilities across iOS, macOS, tvOS,
visionOS, watchOS, and Safari. Apple released security updates to address multiple
vulnerabilities in iOS, MmacOS, tvOS, visionOS, watchOS, and Safari. The IT giant released iOS
17.6 and iPadOS 17.6 to address dozens of security vulnerabilities, including authentication
and policy bypasses, information disclosure [...]

Cyber exploit activity increased 21% in Q2 2024
Security Magazine - 31 July 2024 10:58

Cyber threats in Q2 2024 were analyzed in a recent report that indicates a 21.07% increase in
exploit activity compared to Q1.

Siri Bug Enables Data Theft on Locked Apple Devices
darkreading - 31 July 2024 20:17

Malicious actors could potentially exploit this vulnerability if they gain physical access to a
user's device.

Dangerous XSS Bugs in RedCAP Threaten Academic & Scientific Research
darkreading - 31 July 2024 15:15

The security vulnerabilities, CVE-2024-37394, CVE-2024-37395, and CVE-2024-37396, could lay
open proprietary and sensitive research to data thieves.

Threat actors and malware

New Android malware wipes your device after draining bank accounts
BleepingComputer - 31 July 2024 13:23

A new Android malware that researchers call ‘BingoMod’ can wipe devices after successfully
stealing money from the victims’' bank accounts using the on-device fraud technique. [..]

Cybercriminals Deploy 100K+ Malware Android Apps to Steal OTP Codes
The Hacker News - 31 July 2024 16:31

A new malicious campaign has been observed making use of malicious Android apps to steal
users’' SMS messages since at least February 2022 as part of a large-scale campaign.The
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https://securityaffairs.com/166390/mobile-2/apple-ios-17-6-and-ipados-17-6.html
https://www.securitymagazine.com/articles/100893-cyber-exploit-activity-increased-21-in-q2-2024
https://www.darkreading.com/vulnerabilities-threats/siri-bug-enables-data-theft-on-locked-apple-devices
https://www.darkreading.com/threat-intelligence/dangerous-xss-bugs-redcap-academic-scientific-research
https://www.bleepingcomputer.com/news/security/new-android-malware-wipes-your-device-after-draining-bank-accounts/
https://thehackernews.com/2024/07/cybercriminals-deploy-100k-malware.html
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malicious apps, spanning over 107,000 unique samples, are designed to intercept one-time
passwords (OTPs) used for online account verification to commit identity fraud."Of those
107,000 malware samples, over 99,000 of

Microsoft Says Azure Outage Caused by DDoS Attack Response
SecurityWeek - 31 July 2024 12:15

Microsoft's response to a DDoS attack on Azure amplified the impact of the attack instead of
mitigating it, causing outages.The post Microsoft Says Azure Outage Caused by DDoS Attack
Response appeared first on SecurityWeek.
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