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30 July 2024

This report summarizes the known software vulnerabilities published during the period 22-28 July 2024.
This data can help users prioritise and manage the vulnerabilities that might pose a risk to their
organisations.

It includes a breakdown of vulnerabilities by vendor, a table of vulnerabilities with the highest likelihood of
being exploited (EPSS >0.001), and a table of vulnerabilities with the highest severity rating (CVSSv3 Base

Score >=9). The tables also indicate whether a vulnerability has been exploited according to the CISA Known
Exploited Catalog.

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or
remediation guidance.

We would like to know what you think about the weekly vulnerability report. Please take a few minutes to
complete this anonymous survey.

Scottish Cyber Coordination Centre 0300 244 9700 SC3@gov.scot



https://www.first.org/epss/data_stats
https://nvd.nist.gov/vuln-metrics/cvss
https://nvd.nist.gov/vuln-metrics/cvss
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://forms.office.com/Pages/ResponsePage.aspx?id=R3T3DoMQ7E24nyfHZQdoQK_r4sXlneVEvDCqgE3cT5NUNTNKSE1HUTlSVUUwM1FQMkQ5V1JHMVJJMC4u
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Count of vulnerabilities by software vendor (top 10), 22-28 July 2024
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Vulnerabilities with highest likelihood of exploitation, 22-28 July 2024

Date Base Probability of
CVE Published Vendor Product Score Exploitation Exploited
CVE-2024- 22-07-2024  itsourcecode Tailoring Management 53 0.003 No
6970 System
CVE-2024- 23-07-2024 n/a n/a 8.8 0.003 No
41319
CVE-2024- 24-07-2024 SourceCodester Insurance Management 6.9 0.003 No
7080 System
CVE-2024- 24-07-2024  Kirilkirkov Ecommerce-Laravel- 53 0.002 No
7067 Bootstrap
CVE-2024- 24-07-2024  SourceCodester Employee and Visitor Gate 53 0.001 No
7069 Pass Logging System
CVE-2024- 22-07-2024 Tenda O3 8.7 0.001 No
6963
CVE-2024- 22-07-2024 Tenda 03 8.7 0.001 No
6964
CVE-2024- 22-07-2024 Tenda 03 8.7 0.001 No
6965
CVE-2024- 24-07-2024 n/a n/a 7.3 0.001 No
41551
CVE-2024- 24-07-2024 n/a n/a 8.8 0.001 No
41459
CVE-2024- 24-07-2024 n/a n/a 6.5 0.001 No
41460
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https://vuldb.com/?id.272124
https://vuldb.com/?id.272124
https://github.com/yanggao017/vuln/blob/main/TOTOLINK/A6000R/CI_7_webcmd/README.md
https://github.com/yanggao017/vuln/blob/main/TOTOLINK/A6000R/CI_7_webcmd/README.md
https://vuldb.com/?id.272365
https://vuldb.com/?id.272365
https://vuldb.com/?id.272348
https://vuldb.com/?id.272348
https://vuldb.com/?id.272351
https://vuldb.com/?id.272351
https://vuldb.com/?id.272117
https://vuldb.com/?id.272117
https://vuldb.com/?id.272118
https://vuldb.com/?id.272118
https://vuldb.com/?id.272119
https://vuldb.com/?id.272119
https://github.com/Chencihai/Chencihai/blob/main/cve/supplier-management-system/SQLi-1.md
https://github.com/Chencihai/Chencihai/blob/main/cve/supplier-management-system/SQLi-1.md
https://github.com/iotresearch/iot-vuln/blob/main/Tenda/FH1201/QuickIndex/QuickIndex.md
https://github.com/iotresearch/iot-vuln/blob/main/Tenda/FH1201/QuickIndex/QuickIndex.md
https://github.com/iotresearch/iot-vuln/blob/main/Tenda/FH1201/RouteStatic/README.md
https://github.com/iotresearch/iot-vuln/blob/main/Tenda/FH1201/RouteStatic/README.md
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Date Base Probability of
CVE Published Vendor Product Score Exploitation Exploited
CVE-2024- 24-07-2024 n/a n/a 9.8 0.001 No

41461
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https://github.com/iotresearch/iot-vuln/blob/main/Tenda/FH1201/DhcpListClient/README.md
https://github.com/iotresearch/iot-vuln/blob/main/Tenda/FH1201/DhcpListClient/README.md
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Vulnerabilities with highest severity, 22-28 July 2024

Date Base Probability of

CVE Published Vendor Product Score Exploitation Exploited
CVE-2024- 24-07-2024 Progress Telerik Report Server 98 0.001 No
6327 Software

Corporation
CVE-2023- 24-07-2024 Acronis Acronis Cyber Infrastructure 9.8 0.001 No
45249
CVE-2023- 24-07-2024 Apache Apache Dirill 9.8 No
48362 Software

Foundation
CVE-2024- 22-07-2024 n/a SuperAdGlI 9.8 No
21552
CVE-2024- 25-07-2024 Softaculous Webuzo 9.8 0.001 No
24621
CVE-2024- 22-07-2024 n/a n/a 9.8 No
28698
CVE-2024- 24-07-2024 n/a n/a 9.8 No
36533
CVE-2024- 24-07-2024  n/a n/a 9.8 No
36535
CVE-2024- 24-07-2024  n/a n/a 9.8 No
36536
CVE-2024- 24-07-2024 n/a n/a 9.8 No
36539

Scottish Cyber Coordination Centre

0300 244 9700

SC3@gov.scot



https://www.telerik.com/report-server
https://www.telerik.com/report-server
https://security-advisory.acronis.com/advisories/SEC-6452
https://security-advisory.acronis.com/advisories/SEC-6452
https://lists.apache.org/thread/9tt0q4bdjwgw0dz0l9knqxjnpb5y6zsl
https://lists.apache.org/thread/9tt0q4bdjwgw0dz0l9knqxjnpb5y6zsl
https://github.com/TransformerOptimus/SuperAGI/blob/9361f0491716e56bd0c0ae2f3b49da201a18c58c/superagi/agent/output_handler.py#L149
https://github.com/TransformerOptimus/SuperAGI/blob/9361f0491716e56bd0c0ae2f3b49da201a18c58c/superagi/agent/output_handler.py#L149
https://blog.exodusintel.com/2024/07/25/softaculous-webuzo-authentication-bypass/
https://blog.exodusintel.com/2024/07/25/softaculous-webuzo-authentication-bypass/
https://github.com/MarimerLLC/csla/pull/3552
https://github.com/MarimerLLC/csla/pull/3552
https://gist.github.com/HouqiyuA/a0e05a26ecc80bd970ac4649faecc930
https://gist.github.com/HouqiyuA/a0e05a26ecc80bd970ac4649faecc930
https://gist.github.com/HouqiyuA/2950c3993cdeff23afcbd73ba7a33879
https://gist.github.com/HouqiyuA/2950c3993cdeff23afcbd73ba7a33879
https://gist.github.com/HouqiyuA/381f100f2ba82a8ada03994aac5bb2e8
https://gist.github.com/HouqiyuA/381f100f2ba82a8ada03994aac5bb2e8
https://gist.github.com/HouqiyuA/c92f9ec979653dceeea947afd0b47a80
https://gist.github.com/HouqiyuA/c92f9ec979653dceeea947afd0b47a80
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Date Base Probability of
CVE Published Vendor Product Score Exploitation Exploited
CVE-2024- 24-07-2024 n/a n/a 9.8 No
36540
CVE-2024- 25-07-2024 Spring Spring Cloud Data Flow 9.8 No
37084
CVE-2024- 22-07-2024 Siemens CPCI85 Central 9.8 No
37998 Processing/Communication
CVE-2024- 22-07-2024 n/a n/a 9.8 No
38944
CVE-2024- 22-07-2024 n/a n/a 9.8 0.001 No
39250
CVE-2024- 22-07-2024 FishAudio Bert-VITS2 9.8 No
39685
CVE-2024- 22-07-2024 FishAudio Bert-VITS2 9.8 No
39686
CVE-2024- 25-07-2024  n/a n/a 9.8 No
40318
CVE-2024- 22-07-2024 n/a n/a 9.8 No
40502
CVE-2024- 26-07-2024 opengeos streamlit-geospatial 9.8 No
412
CVE-2024- 26-07-2024 opengeos streamlit-geospatial 9.8 No
41113
CVE-2024- 26-07-2024 opengeos streamlit-geospatial 9.8 No
41M4
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https://gist.github.com/HouqiyuA/a4834f3c8450f9d89e2bc4d5c4beef6a
https://gist.github.com/HouqiyuA/a4834f3c8450f9d89e2bc4d5c4beef6a
https://spring.io/security/cve-2024-37084
https://spring.io/security/cve-2024-37084
https://cert-portal.siemens.com/productcert/html/ssa-071402.html
https://cert-portal.siemens.com/productcert/html/ssa-071402.html
https://gist.github.com/LemonSec/6aaea8320187a38e1a398fa321f12303
https://gist.github.com/LemonSec/6aaea8320187a38e1a398fa321f12303
https://github.com/efrann/CVE-2024-39250
https://github.com/efrann/CVE-2024-39250
https://securitylab.github.com/advisories/GHSL-2024-045_GHSL-2024-047_fishaudio_Bert-VITS2/
https://securitylab.github.com/advisories/GHSL-2024-045_GHSL-2024-047_fishaudio_Bert-VITS2/
https://securitylab.github.com/advisories/GHSL-2024-045_GHSL-2024-047_fishaudio_Bert-VITS2/
https://securitylab.github.com/advisories/GHSL-2024-045_GHSL-2024-047_fishaudio_Bert-VITS2/
https://github.com/3v1lC0d3/RCE-QloApps/blob/main/qloapps--RCE.pdf
https://github.com/3v1lC0d3/RCE-QloApps/blob/main/qloapps--RCE.pdf
https://itsourcecode.com/free-projects/asp/hospital-management-system-project-in-asp-net-mvc-with-source-code/
https://itsourcecode.com/free-projects/asp/hospital-management-system-project-in-asp-net-mvc-with-source-code/
https://securitylab.github.com/advisories/GHSL-2024-100_GHSL-2024-108_streamlit-geospatial/
https://securitylab.github.com/advisories/GHSL-2024-100_GHSL-2024-108_streamlit-geospatial/
https://securitylab.github.com/advisories/GHSL-2024-100_GHSL-2024-108_streamlit-geospatial/
https://securitylab.github.com/advisories/GHSL-2024-100_GHSL-2024-108_streamlit-geospatial/
https://securitylab.github.com/advisories/GHSL-2024-100_GHSL-2024-108_streamlit-geospatial/
https://securitylab.github.com/advisories/GHSL-2024-100_GHSL-2024-108_streamlit-geospatial/
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CVE-2024- 26-07-2024 opengeos streamlit-geospatial 9.8 No
41M5
CVE-2024- 26-07-2024 opengeos streamlit-geospatial 9.8 No
4116
CVE-2024- 26-07-2024 opengeos streamlit-geospatial 9.8 No
41117
CVE-2024- 26-07-2024 opengeos streamlit-geospatial 9.8 No
41119
CVE-2024- 26-07-2024 opengeos streamlit-geospatial 9.8 No
41120
CVE-2024- 22-07-2024 n/a n/a 9.8 No
41316
CVE-2024- 22-07-2024 n/a n/a 9.8 No
41318
CVE-2024- 24-07-2024 n/a n/a 9.8 0.001 No
41461
CVE-2024- 24-07-2024 n/a n/a 9.8 No
41464
CVE-2024- 25-07-2024 n/a n/a 9.8 No
41468
CVE-2024- 22-07-2024 NI VeriStand 9.8 No
6793
CVE-2024- 22-07-2024 NI VeriStand 9.8 No
6794
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https://securitylab.github.com/advisories/GHSL-2024-100_GHSL-2024-108_streamlit-geospatial/
https://securitylab.github.com/advisories/GHSL-2024-100_GHSL-2024-108_streamlit-geospatial/
https://securitylab.github.com/advisories/GHSL-2024-100_GHSL-2024-108_streamlit-geospatial/
https://securitylab.github.com/advisories/GHSL-2024-100_GHSL-2024-108_streamlit-geospatial/
https://securitylab.github.com/advisories/GHSL-2024-100_GHSL-2024-108_streamlit-geospatial/
https://securitylab.github.com/advisories/GHSL-2024-100_GHSL-2024-108_streamlit-geospatial/
https://securitylab.github.com/advisories/GHSL-2024-100_GHSL-2024-108_streamlit-geospatial/
https://securitylab.github.com/advisories/GHSL-2024-100_GHSL-2024-108_streamlit-geospatial/
https://securitylab.github.com/advisories/GHSL-2024-100_GHSL-2024-108_streamlit-geospatial/
https://securitylab.github.com/advisories/GHSL-2024-100_GHSL-2024-108_streamlit-geospatial/
https://github.com/yanggao017/vuln/blob/main/TOTOLINK/A6000R/CI_2_apcli_cancel_wps/README.md
https://github.com/yanggao017/vuln/blob/main/TOTOLINK/A6000R/CI_2_apcli_cancel_wps/README.md
https://github.com/yanggao017/vuln/blob/main/TOTOLINK/A6000R/CI_5_apcli_wps_gen_pincode/README.md
https://github.com/yanggao017/vuln/blob/main/TOTOLINK/A6000R/CI_5_apcli_wps_gen_pincode/README.md
https://github.com/iotresearch/iot-vuln/blob/main/Tenda/FH1201/DhcpListClient/README.md
https://github.com/iotresearch/iot-vuln/blob/main/Tenda/FH1201/DhcpListClient/README.md
https://github.com/iotresearch/iot-vuln/tree/main/Tenda/FH1201/RouteStatic2
https://github.com/iotresearch/iot-vuln/tree/main/Tenda/FH1201/RouteStatic2
https://github.com/iotresearch/iot-vuln/blob/main/Tenda/FH1201/exeCommand/README.md
https://github.com/iotresearch/iot-vuln/blob/main/Tenda/FH1201/exeCommand/README.md
https://www.ni.com/en/support/security/available-critical-and-security-updates-for-ni-software/deserialization-of-untrusted-data-vulnerabilities-in-ni-veristand.html
https://www.ni.com/en/support/security/available-critical-and-security-updates-for-ni-software/deserialization-of-untrusted-data-vulnerabilities-in-ni-veristand.html
https://www.ni.com/en/support/security/available-critical-and-security-updates-for-ni-software/deserialization-of-untrusted-data-vulnerabilities-in-ni-veristand.html
https://www.ni.com/en/support/security/available-critical-and-security-updates-for-ni-software/deserialization-of-untrusted-data-vulnerabilities-in-ni-veristand.html
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CVE Published Vendor Product Score Exploitation Exploited
CVE-2024- 22-07-2024 NI VeriStand 9.8 No
6806
CVE-2024- 22-07-2024 Ankitects Anki 9.6 0.001 No
26020
CVE-2024- 23-07-2024 Microsoft GroupMe 9.6 0.001 No
38164
CVE-2024- 22-07-2024 Adrian Tobey  FormlLift for Infusionsoft Web 93 No
38773 Forms
CVE-2024- 25-07-2024 Huawei HarmonyQOS 9.3 No
39671
CVE-2024- 22-07-2024 PerkinElmer ProcessPlus 9.3 No
6912
CVE-2024- 22-07-2024 PerkinElmer ProcessPlus 9.3 No
6913
CVE-2024- 23-07-2024 Apache Apache StreamPark 9.1 No
29070 Software
Foundation

CVE-2024- 22-07-2024 n/a n/a 9.1 0.001 No
41704
CVE-2024- 22-07-2024 Unknown MasterStudy LMS WordPress 9.1 No
5973 Plugin
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https://www.ni.com/en/support/security/available-critical-and-security-updates-for-ni-software/missing-authorization-checks-in-ni-veristand-gateway.html
https://www.ni.com/en/support/security/available-critical-and-security-updates-for-ni-software/missing-authorization-checks-in-ni-veristand-gateway.html
https://talosintelligence.com/vulnerability_reports/TALOS-2024-1993
https://talosintelligence.com/vulnerability_reports/TALOS-2024-1993
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38164
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38164
https://patchstack.com/database/vulnerability/formlift/wordpress-formlift-plugin-7-5-17-unauthenticated-blind-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/formlift/wordpress-formlift-plugin-7-5-17-unauthenticated-blind-sql-injection-vulnerability?_s_id=cve
https://consumer.huawei.com/en/support/bulletin/2024/7/
https://consumer.huawei.com/en/support/bulletin/2024/7/
https://cyberdanube.com/en/en-multiple-vulnerabilities-in-perten-processplus/
https://cyberdanube.com/en/en-multiple-vulnerabilities-in-perten-processplus/
https://cyberdanube.com/en/en-multiple-vulnerabilities-in-perten-processplus/
https://cyberdanube.com/en/en-multiple-vulnerabilities-in-perten-processplus/
https://lists.apache.org/thread/zslblrz1l0n9t67mqdv42yv75ncfn9zl
https://lists.apache.org/thread/zslblrz1l0n9t67mqdv42yv75ncfn9zl
https://github.com/danny-avila/LibreChat/pull/3363
https://github.com/danny-avila/LibreChat/pull/3363
https://wpscan.com/vulnerability/59abfb7c-d5ea-45f2-ab9a-4391978e3805/
https://wpscan.com/vulnerability/59abfb7c-d5ea-45f2-ab9a-4391978e3805/
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About this data

This report brings together information from several sources including:
CISA Known Exploited Vulnerabilities Catalog
CVE Program
FIRST - Exploit Prediction Scoring System (EPSS)

Note: The information in this report represents a snapshot in time and may become outdated by the time
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited
Vulnerabilities Catalog.

For further information please contact SC3@gov.scot

Scottish Cyber Coordination Centre 0300 244 9700 SC3@gov.scot




