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Weekly Vulnerability Report 
23 July 2024 

 

This report summarizes the known software vulnerabilities published during the period 15-21 July 2024. 
This data can help users prioritise and manage the vulnerabilities that might pose a risk to their 
organisations. 

It includes a breakdown of vulnerabilities by vendor, a table of vulnerabilities with the highest likelihood of 
being exploited (EPSS >0.001), and a table of vulnerabilities with the highest severity rating (CVSSv3 Base 
Score >=9). The tables also indicate whether a vulnerability has been exploited according to the CISA Known 
Exploited Catalog. 

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or 
remediation guidance. 

We would like to know what you think about the weekly vulnerability report. Please take a few minutes to 
complete this anonymous survey. 

  

https://www.first.org/epss/data_stats
https://nvd.nist.gov/vuln-metrics/cvss
https://nvd.nist.gov/vuln-metrics/cvss
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://forms.office.com/Pages/ResponsePage.aspx?id=R3T3DoMQ7E24nyfHZQdoQK_r4sXlneVEvDCqgE3cT5NUNTNKSE1HUTlSVUUwM1FQMkQ5V1JHMVJJMC4u


 
 
 

 

Scottish Cyber Coordination Centre 0300 244 9700        SC3@gov.scot 

Count of vulnerabilities by software vendor (top 10), 15-21 July 2024 
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Vulnerabilities with highest likelihood of exploitation, 15-21 July 2024 

CVE Date Published Vendor Product Base Score Probability of Exploitation Exploited 
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Vulnerabilities with highest severity, 15-21 July 2024 

CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
5618 

18-07-2024 PruvaSoft 
Informatics 

Apinizer Management 
Console 

9.9 NA No 

CVE-2019-
16639 

16-07-2024 n/a n/a 9.8 NA No 

CVE-2024-
0857 

18-07-2024 Universal 
Software Inc. 

FlexWater Corporate Water 
Management 

9.8 NA No 

CVE-2024-
20401 

17-07-2024 Cisco Cisco Secure Email 9.8 NA No 

CVE-2024-
21181 

16-07-2024 Oracle 
Corporation 

WebLogic Server 9.8 NA No 

CVE-2024-
22442 

16-07-2024 Hewlett 
Packard 
Enterprise (HPE) 

HPE 3PAR Service Processor 9.8 NA No 

CVE-2024-
33180 

16-07-2024 n/a n/a 9.8 NA No 

CVE-2024-
38437 

21-07-2024 D-Link DSL-225 9.8 NA No 

CVE-2024-
38438 

21-07-2024 D-Link DSL-225 9.8 NA No 

CVE-2024-
39907 

18-07-2024 1Panel-dev 1Panel 9.8 NA No 

https://www.usom.gov.tr/bildirim/tr-24-1010
https://www.usom.gov.tr/bildirim/tr-24-1010
https://0x.mk/?p=239
https://0x.mk/?p=239
https://www.usom.gov.tr/bildirim/tr-24-1011
https://www.usom.gov.tr/bildirim/tr-24-1011
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-esa-afw-bGG2UsjH
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-esa-afw-bGG2UsjH
https://www.oracle.com/security-alerts/cpujul2024.html
https://www.oracle.com/security-alerts/cpujul2024.html
https://support.hpe.com/hpesc/public/docDisplay?docId=hpesbst04663en_us&docLocale=en_US
https://support.hpe.com/hpesc/public/docDisplay?docId=hpesbst04663en_us&docLocale=en_US
https://palm-vertebra-fe9.notion.site/saveParentControlInfo_1-7c9695d0251945ae8006db705b9b80ac
https://palm-vertebra-fe9.notion.site/saveParentControlInfo_1-7c9695d0251945ae8006db705b9b80ac
https://www.gov.il/en/Departments/faq/cve_advisories
https://www.gov.il/en/Departments/faq/cve_advisories
https://www.gov.il/en/Departments/faq/cve_advisories
https://www.gov.il/en/Departments/faq/cve_advisories
https://github.com/1Panel-dev/1Panel/security/advisories/GHSA-5grx-v727-qmq6
https://github.com/1Panel-dev/1Panel/security/advisories/GHSA-5grx-v727-qmq6
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
40130 

16-07-2024 n/a n/a 9.8 NA No 

CVE-2024-
40392 

16-07-2024 n/a n/a 9.8 NA No 

CVE-2024-
40394 

16-07-2024 n/a n/a 9.8 NA No 

CVE-2024-
40415 

15-07-2024 n/a n/a 9.8 NA No 

CVE-2024-
40425 

16-07-2024 n/a n/a 9.8 NA No 

CVE-2024-
40456 

16-07-2024 n/a n/a 9.8 NA No 

CVE-2024-
40515 

16-07-2024 n/a n/a 9.8 NA No 

CVE-2024-
40524 

15-07-2024 n/a n/a 9.8 NA No 

CVE-2024-
40624 

15-07-2024 torrentpier torrentpier 9.8 NA No 

CVE-2024-
41184 

18-07-2024 n/a n/a 9.8 NA No 

CVE-2024-
6220 

17-07-2024 zhengdon 简数采集器 9.8 NA No 

https://github.com/open5gs/open5gs/issues/2577
https://github.com/open5gs/open5gs/issues/2577
https://github.com/CveSecLook/cve/issues/46
https://github.com/CveSecLook/cve/issues/46
https://github.com/CveSecLook/cve/issues/48
https://github.com/CveSecLook/cve/issues/48
https://github.com/Feng-ZZ-pwn/IOT/blob/main/Tenda%20AX_1806/4/SetStaticRouteCfg.md
https://github.com/Feng-ZZ-pwn/IOT/blob/main/Tenda%20AX_1806/4/SetStaticRouteCfg.md
https://gist.github.com/J1rrY-learn/26524d4714a81cf2d64583069e96f765
https://gist.github.com/J1rrY-learn/26524d4714a81cf2d64583069e96f765
https://www.notion.so/ThinkSAAS-administrator-backend-SQL-injection-3a5c8c72fc374446892f8dc81ec94923?pvs=4
https://www.notion.so/ThinkSAAS-administrator-backend-SQL-injection-3a5c8c72fc374446892f8dc81ec94923?pvs=4
https://gist.github.com/as-lky/410d6ae5c8ead88c2e0f5c641b2382ec
https://gist.github.com/as-lky/410d6ae5c8ead88c2e0f5c641b2382ec
https://www.yuque.com/iceqaq/rtn9q7/cdd9w9phgxuqy4to
https://www.yuque.com/iceqaq/rtn9q7/cdd9w9phgxuqy4to
https://github.com/torrentpier/torrentpier/security/advisories/GHSA-fg86-4c2r-7wxw
https://github.com/torrentpier/torrentpier/security/advisories/GHSA-fg86-4c2r-7wxw
https://github.com/acassen/keepalived/issues/2447#issuecomment-2231329734
https://github.com/acassen/keepalived/issues/2447#issuecomment-2231329734
https://www.wordfence.com/threat-intel/vulnerabilities/id/49ae7971-7bdf-4369-b04b-fb48ea5b9518?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/49ae7971-7bdf-4369-b04b-fb48ea5b9518?source=cve
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
6457 

16-07-2024 realmag777 HUSKY – Products Filter 
Professional for 
WooCommerce 

9.8 NA No 

CVE-2024-
6636 

20-07-2024 WPWeb WooCommerce - Social 
Login 

9.8 NA No 

CVE-2024-
6743 

15-07-2024 AguardNet Space Management System 9.8 0.001 No 

CVE-2024-
6744 

15-07-2024 Cellopoint Secure Email Gateway 9.8 0.001 No 

CVE-2023-
4860 

16-07-2024 Google Chrome 9.6 NA No 

CVE-2024-
23466 

17-07-2024 SolarWinds Access Rights Manager 9.6 NA No 

CVE-2024-
23467 

17-07-2024 SolarWinds Access Rights Manager 9.6 NA No 

CVE-2024-
23469 

17-07-2024 SolarWinds Access Rights Manager 9.6 NA No 

CVE-2024-
23470 

17-07-2024 SolarWinds Access Rights Manager 9.6 NA No 

CVE-2024-
23471 

17-07-2024 SolarWinds Access Rights Manager 9.6 NA No 

CVE-2024-
23472 

17-07-2024 SolarWinds Access Rights Manager 9.6 NA No 

https://www.wordfence.com/threat-intel/vulnerabilities/id/ecfdf7b1-9bb8-4c1d-a00a-ca1e44440cab?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/ecfdf7b1-9bb8-4c1d-a00a-ca1e44440cab?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/77ea4ba8-6c13-494a-92e3-12643003635b?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/77ea4ba8-6c13-494a-92e3-12643003635b?source=cve
https://www.twcert.org.tw/tw/cp-132-7932-a6d4d-1.html
https://www.twcert.org.tw/tw/cp-132-7932-a6d4d-1.html
https://www.twcert.org.tw/tw/cp-132-7936-f6381-1.html
https://www.twcert.org.tw/tw/cp-132-7936-f6381-1.html
https://chromereleases.googleblog.com/2023/07/stable-channel-update-for-desktop.html
https://chromereleases.googleblog.com/2023/07/stable-channel-update-for-desktop.html
https://documentation.solarwinds.com/en/success_center/arm/content/release_notes/arm_2024-3_release_notes.htm
https://documentation.solarwinds.com/en/success_center/arm/content/release_notes/arm_2024-3_release_notes.htm
https://documentation.solarwinds.com/en/success_center/arm/content/release_notes/arm_2024-3_release_notes.htm
https://documentation.solarwinds.com/en/success_center/arm/content/release_notes/arm_2024-3_release_notes.htm
https://documentation.solarwinds.com/en/success_center/arm/content/release_notes/arm_2024-3_release_notes.htm
https://documentation.solarwinds.com/en/success_center/arm/content/release_notes/arm_2024-3_release_notes.htm
https://documentation.solarwinds.com/en/success_center/arm/content/release_notes/arm_2024-3_release_notes.htm
https://documentation.solarwinds.com/en/success_center/arm/content/release_notes/arm_2024-3_release_notes.htm
https://documentation.solarwinds.com/en/success_center/arm/content/release_notes/arm_2024-3_release_notes.htm
https://documentation.solarwinds.com/en/success_center/arm/content/release_notes/arm_2024-3_release_notes.htm
https://documentation.solarwinds.com/en/success_center/arm/content/release_notes/arm_2024-3_release_notes.htm
https://documentation.solarwinds.com/en/success_center/arm/content/release_notes/arm_2024-3_release_notes.htm
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
23475 

17-07-2024 SolarWinds Access Rights Manager 9.6 NA No 

CVE-2024-
28074 

17-07-2024 SolarWinds Access Rights Manager 9.6 NA No 

CVE-2024-
40414 

15-07-2024 n/a n/a 9.6 NA No 

CVE-2024-
5619 

18-07-2024 PruvaSoft 
Informatics 

Apinizer Management 
Console 

9.6 NA No 

CVE-2024-
36455 

15-07-2024 Broadcom Symantec Privileged Access 
Management 

9.4 NA No 

CVE-2024-
36456 

15-07-2024 Broadcom Symantec Privileged Access 
Management 

9.4 NA No 

CVE-2024-
38492 

15-07-2024 Broadcom Symantec Privileged Access 
Management 

9.4 NA No 

CVE-2023-
4976 

17-07-2024 PureStorage FlashBlade 9.3 NA No 

CVE-2024-
31070 

17-07-2024 Century 
Systems Co., 
Ltd. 

FutureNet NXR-1300 series 9.1 NA No 

CVE-2024-
6834 

17-07-2024 Open 
Mainframe 
Project 

Zowe 9 NA No 

  

https://documentation.solarwinds.com/en/success_center/arm/content/release_notes/arm_2024-3_release_notes.htm
https://documentation.solarwinds.com/en/success_center/arm/content/release_notes/arm_2024-3_release_notes.htm
https://documentation.solarwinds.com/en/success_center/arm/content/release_notes/arm_2024-3_release_notes.htm
https://documentation.solarwinds.com/en/success_center/arm/content/release_notes/arm_2024-3_release_notes.htm
https://github.com/Feng-ZZ-pwn/IOT/blob/main/Tenda%20AX_1806/2/SetNetControlList.md
https://github.com/Feng-ZZ-pwn/IOT/blob/main/Tenda%20AX_1806/2/SetNetControlList.md
https://www.usom.gov.tr/bildirim/tr-24-1010
https://www.usom.gov.tr/bildirim/tr-24-1010
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/24678
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/24678
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/24678
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/24678
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/24678
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/24678
https://purestorage.com/security
https://purestorage.com/security
https://www.centurysys.co.jp/backnumber/nxr_common/20240716-01.html
https://www.centurysys.co.jp/backnumber/nxr_common/20240716-01.html
https://github.com/zowe/api-layer
https://github.com/zowe/api-layer
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About this data 

This report brings together information from several sources including: 

• CISA Known Exploited Vulnerabilities Catalog 

• CVE Program 

• FIRST - Exploit Prediction Scoring System (EPSS) 

Note: The information in this report represents a snapshot in time and may become outdated by the time 
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited 
Vulnerabilities Catalog. 

For further information please contact SC3@gov.scot 


