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Weekly Vulnerability Report

2 July 2024

This report summarizes the known software vulnerabilities published during the period 24-30 June 2024.
This data can help users prioritise and manage the vulnerabilities that might pose a risk to their
organisations.

It includes a breakdown of vulnerabilities by vendor, a table of vulnerabilities with the highest likelihood of
being exploited (EPSS >0.001), and a table of vulnerabilities with the highest severity rating (CVSSv3 Base

Score >=9). The tables also indicate whether a vulnerability has been exploited according to the CISA Known
Exploited Catalog.

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or
remediation guidance.

We would like to know what you think about the weekly vulnerability report. Please take a few minutes to
complete this anonymous survey.

Scottish Cyber Coordination Centre 0300 244 9700 SC3@gov.scot



https://www.first.org/epss/data_stats
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://forms.office.com/Pages/ResponsePage.aspx?id=R3T3DoMQ7E24nyfHZQdoQK_r4sXlneVEvDCqgE3cT5NUNTNKSE1HUTlSVUUwM1FQMkQ5V1JHMVJJMC4u
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Count of vulnerabilities by software vendor (top 10), 24-30 June 2024
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Vulnerabilities with highest likelihood of exploitation, 24-30 June 2024

Date Base Probability of
CVE Published Vendor Product Score Exploitation Exploited
CVE-2024-  25-06-2024 warfareplugins Social Sharing Plugin — 10 0.001 No
6297 Social Warfare
CVE-2024- 25-06-2024 Autodesk AutoCAD, Advance Steel 8.8 0.001 No
23147 and Civil 3D
CVE-2024- 25-06-2024 Autodesk AutoCAD, Advance Steel 7.8 0.001 No
23156 and Civil 3D
CVE-2024- 25-06-2024 Autodesk AutoCAD, Advance Steel 8.8 0.001 No
23157 and Civil 3D
CVE-2024- 25-06-2024 Autodesk AutoCAD, Advance Steel 8.8 0.001 No
37000 and Civil 3D
CVE-2024- 25-06-2024 Autodesk AutoCAD, Advance Steel 8.8 0.001 No
37006 and Civil 3D
CVE-2024-  26-06-2024 GitLab GitLab 7.5 0.001 No
6323
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https://www.wordfence.com/threat-intel/vulnerabilities/id/56d24bc8-4a1a-4e60-aec5-960703a6058a?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/56d24bc8-4a1a-4e60-aec5-960703a6058a?source=cve
https://www.autodesk.com/trust/security-advisories/adsk-sa-2024-0009
https://www.autodesk.com/trust/security-advisories/adsk-sa-2024-0009
https://www.autodesk.com/trust/security-advisories/adsk-sa-2024-0010
https://www.autodesk.com/trust/security-advisories/adsk-sa-2024-0010
https://www.autodesk.com/trust/security-advisories/adsk-sa-2024-0010
https://www.autodesk.com/trust/security-advisories/adsk-sa-2024-0010
https://www.autodesk.com/trust/security-advisories/adsk-sa-2024-0009
https://www.autodesk.com/trust/security-advisories/adsk-sa-2024-0009
https://www.autodesk.com/trust/security-advisories/adsk-sa-2024-0009
https://www.autodesk.com/trust/security-advisories/adsk-sa-2024-0009
https://gitlab.com/gitlab-org/gitlab/-/issues/457912
https://gitlab.com/gitlab-org/gitlab/-/issues/457912
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Vulnerabilities with highest severity, 24-30 June 2024

Date Base Probability of
CVE Published Vendor Product Score Exploitation Exploited
CVE-2024- 27-06-2024 Spotfire Spotfire Analyst 99 No
3330
CVE-2024- 24-06-2024 StylemixThemes Consulting Elementor Widgets 9.9 No
37091
CVE-2024- 24-06-2024 Membership WishList Member X 9.9 No
37109 Software
CVE-2024- 25-06-2024 Avaya IP Office 9.9 No
4197
CVE-2024- 25-06-2024 The Conduit Conduit 99 No
6303 Contributors
CVE-2024- 27-06-2024 Talya Elektraweb 9.8 0.001 No
0947 Informatics
CVE-2024- 27-06-2024 Talya Elektraweb 9.8 0.001 No
0949 Informatics
CVE-2024- 25-06-2024 n/a n/a 9.8 No
21741
CVE-2024- 24-06-2024 n/a n/a 9.8 No
33278
CVE-2024- 24-06-2024 n/a n/a 9.8 No
34313
CVE-2024- 24-06-2024 n/a n/a 9.8 No
34988
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https://community.spotfire.com/articles/spotfire/spotfire-security-advisory-june-262024-spotfire-cve-2024-3330-r3435/
https://community.spotfire.com/articles/spotfire/spotfire-security-advisory-june-262024-spotfire-cve-2024-3330-r3435/
https://patchstack.com/database/vulnerability/consulting-elementor-widgets/wordpress-consulting-elementor-widgets-plugin-1-3-0-remote-code-execution-rce-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/consulting-elementor-widgets/wordpress-consulting-elementor-widgets-plugin-1-3-0-remote-code-execution-rce-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wishlist-member-x/wordpress-wishlist-member-x-plugin-3-25-1-authenticated-arbitrary-php-code-execution-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wishlist-member-x/wordpress-wishlist-member-x-plugin-3-25-1-authenticated-arbitrary-php-code-execution-vulnerability?_s_id=cve
https://download.avaya.com/css/public/documents/101090768
https://download.avaya.com/css/public/documents/101090768
https://gitlab.com/famedly/conduit/-/releases/v0.8.0
https://gitlab.com/famedly/conduit/-/releases/v0.8.0
https://www.usom.gov.tr/bildirim/tr-24-0808
https://www.usom.gov.tr/bildirim/tr-24-0808
https://www.usom.gov.tr/bildirim/tr-24-0808
https://www.usom.gov.tr/bildirim/tr-24-0808
https://tches.iacr.org/index.php/TCHES/article/view/11422/10927
https://tches.iacr.org/index.php/TCHES/article/view/11422/10927
https://www.asus.com/content/asus-product-security-advisory/
https://www.asus.com/content/asus-product-security-advisory/
https://github.com/vincentscode/CVE-2024-34313
https://github.com/vincentscode/CVE-2024-34313
https://security.friendsofpresta.org/modules/2024/06/20/askforaquotemodul.html
https://security.friendsofpresta.org/modules/2024/06/20/askforaquotemodul.html
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Date Base Probability of
CVE Published Vendor Product Score Exploitation Exploited
CVE-2024- 24-06-2024 n/a n/a 9.8 No
36681
CVE-2024- 26-06-2024 n/a n/a 9.8 No
37734
CVE-2024- 24-06-2024 n/a n/a 9.8 No
37759
CVE-2024- 24-06-2024 n/a n/a 9.8 No
38902
CVE-2024- 26-06-2024 n/a n/a 9.8 No
39243
CVE-2024- 28-06-2024 Synology Camera Firmware 9.8 No
39349
CVE-2024- 25-06-2024 Linux Linux 9.8 No
39462
CVE-2024- 27-06-2024 n/a n/a 9.8 No
39669
CVE-2024- 27-06-2024 n/a n/a 9.8 No
39705
CVE-2024- 26-06-2024 Magarsus SSO (Single Sign ON) 9.8 0.001 No
4228 Consultancy
CVE-2024- 25-06-2024 Progress WhatsUp Gold 9.8 No
4883 Software
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https://security.friendsofpresta.org/modules/2024/06/20/pk_isotope.html
https://security.friendsofpresta.org/modules/2024/06/20/pk_isotope.html
https://github.com/A3h1nt/CVEs/tree/main/OpenEMR
https://github.com/A3h1nt/CVEs/tree/main/OpenEMR
https://github.com/datageartech/datagear/issues/32
https://github.com/datageartech/datagear/issues/32
https://github.com/s4ndw1ch136/IOT-vuln-reports/blob/main/H3C/Magic%20R230/hardcode/README.md
https://github.com/s4ndw1ch136/IOT-vuln-reports/blob/main/H3C/Magic%20R230/hardcode/README.md
https://fushuling.com/index.php/2024/06/11/test/
https://fushuling.com/index.php/2024/06/11/test/
https://www.synology.com/en-global/security/advisory/Synology_SA_23_15
https://www.synology.com/en-global/security/advisory/Synology_SA_23_15
https://git.kernel.org/stable/c/0dc913217fb79096597005bba9ba738e2db5cd02
https://git.kernel.org/stable/c/0dc913217fb79096597005bba9ba738e2db5cd02
https://bookstack.soffid.com/books/security-advisories/page/cve-2024-39669
https://bookstack.soffid.com/books/security-advisories/page/cve-2024-39669
https://github.com/nltk/nltk/issues/3266
https://github.com/nltk/nltk/issues/3266
https://www.usom.gov.tr/bildirim/tr-24-0800
https://www.usom.gov.tr/bildirim/tr-24-0800
https://www.progress.com/network-monitoring
https://www.progress.com/network-monitoring
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CVE Published Vendor Product Score Exploitation Exploited
CVE-2024- 25-06-2024 Progress WhatsUp Gold 9.8 No
4884 Software
Corporation
CVE-2024- 25-06-2024 Progress WhatsUp Gold 9.8 No
4885 Software
Corporation

CVE-2024- 26-06-2024 mudler mudler/localai 9.8 No
5181
CVE-2024- 25-06-2024 Fortra FileCatalyst Workflow 9.8 No
5276
CVE-2024- 24-06-2024 Next4Biz CRM & Business Process Manangement 9.8 0.001 No
5683 BPM Software (BPM)
CVE-2024- 27-06-2024 Dberriai berriai/litellm 9.8 No
5751
CVE-2024- 27-06-2024 vanna-ai vanna-ai/vanna 9.8 No
5826
CVE-2024- 28-06-2024 vanna-ai vanna-ai/vanna 9.8 No
5827
CVE-2024- 25-06-2024 ays-pro Quiz Maker 9.8 0.001 No
6028
CVE-2024- 27-06-2024 BC Security Empire 9.8 No
6127
CVE-2024- 29-06-2024 stiofansisland UsersWP - Front-end login form, 9.8 0.001 No
6265 User Registration, User Profile &
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https://www.progress.com/network-monitoring
https://www.progress.com/network-monitoring
https://www.progress.com/network-monitoring
https://www.progress.com/network-monitoring
https://huntr.com/bounties/c6e3cb58-6fa4-4207-bb92-ae7644174661
https://huntr.com/bounties/c6e3cb58-6fa4-4207-bb92-ae7644174661
https://support.fortra.com/filecatalyst/kb-articles/advisory-6-24-2024-filecatalyst-workflow-sql-injection-vulnerability-YmYwYWY4OTYtNTUzMi1lZjExLTg0MGEtNjA0NWJkMDg3MDA0
https://support.fortra.com/filecatalyst/kb-articles/advisory-6-24-2024-filecatalyst-workflow-sql-injection-vulnerability-YmYwYWY4OTYtNTUzMi1lZjExLTg0MGEtNjA0NWJkMDg3MDA0
https://www.usom.gov.tr/bildirim/tr-24-0739
https://www.usom.gov.tr/bildirim/tr-24-0739
https://huntr.com/bounties/ae623c2f-b64b-4245-9ed4-f13a0a5824ce
https://huntr.com/bounties/ae623c2f-b64b-4245-9ed4-f13a0a5824ce
https://huntr.com/bounties/90620087-44ac-4e43-b659-3c5d30889369
https://huntr.com/bounties/90620087-44ac-4e43-b659-3c5d30889369
https://huntr.com/bounties/e4e64a51-618b-41d0-8f56-1d2146d8825e
https://huntr.com/bounties/e4e64a51-618b-41d0-8f56-1d2146d8825e
https://www.wordfence.com/threat-intel/vulnerabilities/id/ab340c65-35eb-4a85-8150-3119b46c7f35?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/ab340c65-35eb-4a85-8150-3119b46c7f35?source=cve
https://aceresponder.com/blog/exploiting-empire-c2-framework
https://aceresponder.com/blog/exploiting-empire-c2-framework
https://www.wordfence.com/threat-intel/vulnerabilities/id/37fd0582-5baf-4ced-a798-dc0970e90a3e?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/37fd0582-5baf-4ced-a798-dc0970e90a3e?source=cve
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Members Directory plugin for
WordPress

CVE-2024- 24-06-2024 FreeRTOS FreeRTOS-Plus-TCP 9.6 No
38373
CVE-2024- 26-06-2024 GitLab GitLab 9.6 0.001 No
5655
CVE-2023- 25-06-2024 Baicells Snap Router 9.3 No
6198
CVE-2024- 27-06-2024 SDG PNPSCADA 9.3 No
2882 Technologies
CVE-2024- 26-06-2024 Icegram Email Subscribers & Newsletters 9.3 No
37252
CVE-2024- 27-06-2024 marKoni Markoni-D (Compact) FM 9.3 No
39373 Transmitters
CVE-2024- 27-06-2024 marKoni Markoni-D (Compact) FM 9.3 No
39374 Transmitters
CVE-2024- 27-06-2024 marKoni Markoni-D (Compact) FM 93 No
39375 Transmitters
CVE-2024- 27-06-2024 marKoni Markoni-D (Compact) FM 9.3 No
39376 Transmitters
CVE-2024- 25-06-2024 Rockwell ThinManager® ThinServer™ 9.3 No
5988 Automation
CVE-2024- 25-06-2024 Rockwell ThinManager® ThinServer™ 93 No
5989 Automation
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https://github.com/FreeRTOS/FreeRTOS-Plus-TCP/security/advisories/GHSA-ppcp-rg65-58mv
https://github.com/FreeRTOS/FreeRTOS-Plus-TCP/security/advisories/GHSA-ppcp-rg65-58mv
https://gitlab.com/gitlab-org/gitlab/-/issues/465862
https://gitlab.com/gitlab-org/gitlab/-/issues/465862
https://www.baicells.com/
https://www.baicells.com/
https://www.cisa.gov/news-events/ics-advisories/icsa-24-179-02
https://www.cisa.gov/news-events/ics-advisories/icsa-24-179-02
https://patchstack.com/database/vulnerability/email-subscribers/wordpress-email-subscribers-by-icegram-express-plugin-5-7-25-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/email-subscribers/wordpress-email-subscribers-by-icegram-express-plugin-5-7-25-sql-injection-vulnerability?_s_id=cve
https://www.cisa.gov/news-events/ics-advisories/icsa-24-179-01
https://www.cisa.gov/news-events/ics-advisories/icsa-24-179-01
https://www.cisa.gov/news-events/ics-advisories/icsa-24-179-01
https://www.cisa.gov/news-events/ics-advisories/icsa-24-179-01
https://www.cisa.gov/news-events/ics-advisories/icsa-24-179-01
https://www.cisa.gov/news-events/ics-advisories/icsa-24-179-01
https://www.cisa.gov/news-events/ics-advisories/icsa-24-179-01
https://www.cisa.gov/news-events/ics-advisories/icsa-24-179-01
https://www.rockwellautomation.com/en-us/trust-center/security-advisories/advisory.SD1677.html
https://www.rockwellautomation.com/en-us/trust-center/security-advisories/advisory.SD1677.html
https://www.rockwellautomation.com/en-us/trust-center/security-advisories/advisory.SD1677.html
https://www.rockwellautomation.com/en-us/trust-center/security-advisories/advisory.SD1677.html
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CVE-2024- 25-06-2024 Phloc Webscopes 9.3 No
6060
CVE-2024- 24-06-2024 Jan SyskKi MegaBIP 9.3 No
6160
CVE-2024- 28-06-2024 tpm2-software  tpm?2-tools 9.1 No
29039
CVE-2024- 24-06-2024 Apache Apache StreamPipes 9.1 No
29868 Software
Foundation

CVE-2024- 24-06-2024 Faronics WINSelect (Standard + 9.1 No
36497 Enterprise)
CVE-2024- 27-06-2024 OpenSSL OpenSSL 9.1 No
5535
CVE-2024- 25-06-2024  Progress MOVEit Gateway 9.1 No
5805
CVE-2024- 25-06-2024 Progress MOVEIit Transfer Sl No
5806
CVE-2024- 27-06-2024 lightning-ai lightning-ai/pytorch-lightning 9.1 No
5980
CVE-2024- 24-06-2024 StylemixThemes Consulting Elementor Widgets 9 No
37089
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https://sites.google.com/sonatype.com/vulnerabilities/cve-2024-6060
https://sites.google.com/sonatype.com/vulnerabilities/cve-2024-6060
https://cert.pl/en/posts/2024/06/CVE-2024-6160/
https://cert.pl/en/posts/2024/06/CVE-2024-6160/
https://github.com/tpm2-software/tpm2-tools/security/advisories/GHSA-8rjm-5f5f-h4q6
https://github.com/tpm2-software/tpm2-tools/security/advisories/GHSA-8rjm-5f5f-h4q6
https://lists.apache.org/thread/g7t7zctvq2fysrw1x17flnc12592nhx7
https://lists.apache.org/thread/g7t7zctvq2fysrw1x17flnc12592nhx7
https://r.sec-consult.com/winselect
https://r.sec-consult.com/winselect
https://www.openssl.org/news/secadv/20240627.txt
https://www.openssl.org/news/secadv/20240627.txt
https://www.progress.com/moveit
https://www.progress.com/moveit
https://www.progress.com/moveit
https://www.progress.com/moveit
https://huntr.com/bounties/55a6ac6f-89c7-42ea-86f3-c6e93a2679f3
https://huntr.com/bounties/55a6ac6f-89c7-42ea-86f3-c6e93a2679f3
https://patchstack.com/database/vulnerability/consulting-elementor-widgets/wordpress-consulting-elementor-widgets-plugin-1-3-0-unauthenticated-local-file-inclusion-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/consulting-elementor-widgets/wordpress-consulting-elementor-widgets-plugin-1-3-0-unauthenticated-local-file-inclusion-vulnerability?_s_id=cve
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About this data

This report brings together information from several sources including:
CISA Known Exploited Vulnerabilities Catalog
CVE Program
FIRST - Exploit Prediction Scoring System (EPSS)

Note: The information in this report represents a snapshot in time and may become outdated by the time
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited
Vulnerabilities Catalog.

For further information please contact SC3@gov.scot
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