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Weekly Vulnerability Report

16 July 2024

This report summarizes the known software vulnerabilities published during the period 8-14 July 2024. This
data can help users prioritise and manage the vulnerabilities that might pose a risk to their organisations.

It includes a breakdown of vulnerabilities by vendor, a table of vulnerabilities with the highest likelihood of
being exploited (EPSS >0.001), and a table of vulnerabilities with the highest severity rating (CVSSv3 Base

Score >=9). The tables also indicate whether a vulnerability has been exploited according to the CISA Known
Exploited Catalog.

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or
remediation guidance.

We would like to know what you think about the weekly vulnerability report. Please take a few minutes to
complete this anonymous survey.

Scottish Cyber Coordination Centre 0300 244 9700 SC3@gov.scot



https://www.first.org/epss/data_stats
https://nvd.nist.gov/vuln-metrics/cvss
https://nvd.nist.gov/vuln-metrics/cvss
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://forms.office.com/Pages/ResponsePage.aspx?id=R3T3DoMQ7E24nyfHZQdoQK_r4sXlneVEvDCqgE3cT5NUNTNKSE1HUTlSVUUwM1FQMkQ5V1JHMVJJMC4u
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Count of vulnerabilities by software vendor (top 10), 8-14 July 2024
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Vulnerabilities with highest likelihood of exploitation, 8-14 July 2024

Date Base Probability of
CVE Published Vendor Product Score Exploitation Exploited
CVE-2024- 09-07-2024 Microsoft Windows 10 Version 7.5 0.016 Yes
38112 22H2
CVE-2024- 09-07-2024 Microsoft Microsoft Office 2019 6.5 0.003 No
38020
CVE-2024- 09-07-2024 Microsoft Windows 10 Version 6.5 0.003 No
38030 1809
CVE-2024- 09-07-2024 Microsoft Windows 10 Version 6.6 0.003 No
38049 1809
CVE-2024- 09-07-2024 Microsoft Windows Server 2019 7.5 0.002 No
38072
CVE-2024- 09-07-2024 n/a n/a 8.8 0.002 No
39171
CVE-2024- 09-07-2024 Microsoft Windows Server 2019 9.8 0.001 No
38074
CVE-2024- 09-07-2024 Microsoft Windows Server 2019 9.8 0.001 No
38076
CVE-2024- 09-07-2024 Microsoft Windows Server 2019 9.8 0.001 No
38077
CVE-2024- 09-07-2024 Microsoft Windows 10 Version 7.5 0.001 No
38064 1809
CVE-2024- 11-07-2024 GitLab GitLab 9.6 0.001 No
6385
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38112
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38112
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38020
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38020
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38030
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38030
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38049
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38049
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38072
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38072
http://phpvibe.com/
http://phpvibe.com/
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38074
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38074
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38076
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38076
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38077
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38077
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38064
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38064
https://gitlab.com/gitlab-org/gitlab/-/issues/469217
https://gitlab.com/gitlab-org/gitlab/-/issues/469217
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Date Base Probability of

CVE Published Vendor Product Score Exploitation Exploited
CVE-2023- 09-07-2024 n/a n/a 6.3 0.001 No
48194
CVE-2024- 09-07-2024 Microsoft Microsoft Office 2019 8.8 0.001 No
38021
CVE-2024- 09-07-2024 Microsoft Windows 10 Version 8.8 0.001 No
38104 1809
CVE-2024- 12-07-2024 n/a n/a 6.2 0.001 No
40539
CVE-2024- 12-07-2024 n/a n/a 6.2 0.001 No
40540
CVE-2024- 12-07-2024 n/a n/a 6.2 0.001 No
40541
CVE-2024- 12-07-2024 n/a n/a 6.3 0.001 No
40542
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http://tenda.com/
http://tenda.com/
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38021
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38021
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38104
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38104
https://gitee.com/witmy/my-springsecurity-plus/issues/IAAE8U
https://gitee.com/witmy/my-springsecurity-plus/issues/IAAE8U
https://gitee.com/witmy/my-springsecurity-plus/issues/IAAGZY
https://gitee.com/witmy/my-springsecurity-plus/issues/IAAGZY
https://gitee.com/witmy/my-springsecurity-plus/issues/IAAH8A
https://gitee.com/witmy/my-springsecurity-plus/issues/IAAH8A
https://gitee.com/witmy/my-springsecurity-plus/issues/IAAHCR
https://gitee.com/witmy/my-springsecurity-plus/issues/IAAHCR

Vulnerabilities with highest severity, 8-14 July 2024
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Probability
Date Base of

CVE Published Vendor Product Score Exploitation Exploited
CVE-2023- 09-07-2024 easyappointments easyappointments 9.9 No
3287

CVE-2023- 09-07-2024 easyappointments easyappointments 9.9 No
38048

CVE-2023- 09-07-2024 NA easyappointments 9.9 No
38049

CVE-2023- 09-07-2024 easyappointments easyappointments 9.9 No
38051

CVE-2023- 09-07-2024 easyappointments easyappointments 9.9 No
38052

CVE-2023- 09-07-2024 easyappointments easyappointments 9.9 No
38053

CVE-2023- 09-07-2024 alextselegidis easyappointments 9.9 No
38054

CVE-2024- 09-07-2024 photoweblog OSM — OpenStreetMap 99 No
3604

CVE-2024- 09-07-2024 Andy Moyle Church Admin et No
37418

CVE-2024- 09-07-2024 WPZita Zita Elementor Site Library 99 No
37420
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https://github.com/alextselegidis/easyappointments
https://github.com/alextselegidis/easyappointments
https://github.com/alextselegidis/easyappointments
https://github.com/alextselegidis/easyappointments
https://github.com/alextselegidis/easyappointments
https://github.com/alextselegidis/easyappointments
https://github.com/alextselegidis/easyappointments
https://github.com/alextselegidis/easyappointments
https://github.com/alextselegidis/easyappointments
https://github.com/alextselegidis/easyappointments
https://github.com/alextselegidis/easyappointments
https://github.com/alextselegidis/easyappointments
https://github.com/alextselegidis/easyappointments
https://github.com/alextselegidis/easyappointments
https://www.wordfence.com/threat-intel/vulnerabilities/id/c8eebc67-e590-4d7f-8925-e5e5090cedf0?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/c8eebc67-e590-4d7f-8925-e5e5090cedf0?source=cve
https://patchstack.com/database/vulnerability/church-admin/wordpress-church-admin-plugin-4-4-6-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/church-admin/wordpress-church-admin-plugin-4-4-6-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/zita-site-library/wordpress-zita-elementor-site-library-plugin-1-6-1-arbitrary-code-execution-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/zita-site-library/wordpress-zita-elementor-site-library-plugin-1-6-1-arbitrary-code-execution-vulnerability?_s_id=cve
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CVE-2024- 09-07-2024 Automattic Newspack Blocks 9.9 No
37424
CVE-2023- 08-07-2024 LevelOne WBR-6013 9.8 0.001 No
46685
CVE-2024- 08-07-2024 OpenVPN tap-windows6 9.8 No
1305
CVE-2024- 09-07-2024 ifm Smart PLC ACl4xx Firmware 9.8 0.001 No
28747
CVE-2024- 11-07-2024 n/a n/a 9.8 No
36435
CVE-2024- 12-07-2024  Apache Software Apache Wicket 9.8 No
36522 Foundation
CVE-2024- 10-07-2024 Membership Software WishList Member X 9.8 No
37113
CVE-2024- 09-07-2024 n/a n/a 9.8 No
37870
CVE-2024- 12-07-2024 NooTheme Jobmonster 9.8 No
37927
CVE-2024- 09-07-2024 Microsoft Windows Server 2019 9.8 0.001 No
38074
CVE-2024- 09-07-2024 Microsoft Windows Server 2019 9.8 0.001 No
38076
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https://patchstack.com/database/vulnerability/newspack-blocks/wordpress-newspack-blocks-plugin-3-0-8-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/newspack-blocks/wordpress-newspack-blocks-plugin-3-0-8-arbitrary-file-upload-vulnerability?_s_id=cve
https://talosintelligence.com/vulnerability_reports/TALOS-2023-1871
https://talosintelligence.com/vulnerability_reports/TALOS-2023-1871
https://community.openvpn.net/openvpn/wiki/CVE-2024-1305
https://community.openvpn.net/openvpn/wiki/CVE-2024-1305
https://cert.vde.com/en/advisories/VDE-2024-012
https://cert.vde.com/en/advisories/VDE-2024-012
https://www.supermicro.com/zh_tw/support/security_BMC_IPMI_Jul_2024
https://www.supermicro.com/zh_tw/support/security_BMC_IPMI_Jul_2024
https://lists.apache.org/thread/w613qh7yors840pbx00l1pq6wkl9jzkc
https://lists.apache.org/thread/w613qh7yors840pbx00l1pq6wkl9jzkc
https://patchstack.com/database/vulnerability/wishlist-member-x/wordpress-wishlist-member-x-plugin-3-25-1-unauthenticated-database-backup-download-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wishlist-member-x/wordpress-wishlist-member-x-plugin-3-25-1-unauthenticated-database-backup-download-vulnerability?_s_id=cve
https://github.com/TThuyyy/cve1/issues/3
https://github.com/TThuyyy/cve1/issues/3
https://patchstack.com/database/vulnerability/noo-jobmonster/wordpress-jobmonster-theme-4-7-0-unauthenticated-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/noo-jobmonster/wordpress-jobmonster-theme-4-7-0-unauthenticated-privilege-escalation-vulnerability?_s_id=cve
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38074
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38074
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38076
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38076
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CVE-2024- 09-07-2024 Microsoft Windows Server 2019 9.8 0.001 No
38077
CVE-2024- 09-07-2024 n/a n/a 9.8 No
39071
CVE-2024- 12-07-2024  FOGProject fogproject 9.8 No
39914
CVE-2024- 09-07-2024 Unknown SEOPress 9.8 No
5488
CVE-2024- 09-07-2024 nikolaystrikhar Gutenberg Forms — WordPress 9.8 0.001 No
6313 Form Builder Plugin
CVE-2024- 09-07-2024 rmac0001 IQ Testimonials 9.8 0.001 No
6314
CVE-2024- 12-07-2024  inspireui MStore API — Create Native 9.8 0.001 No
6328 Android & iOS Apps On The
Cloud

CVE-2024- 09-07-2024 woobewoo Product Table by WBW 9.8 0.001 No
6365
CVE-2024- 12-07-2024  aimhubio aimhubio/aim 9.8 No
6396
CVE-2024- 11-07-2024 instawp InstaWP Connect - 1-click WP 9.8 0.001 No
6397 Staging & Migration
CVE-2024- 11-07-2024 Schneider Electric Wiser Home Controller WHC- 9.8 0.001 No
6407 5918A
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38077
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38077
https://gist.github.com/Y5neKO/561a038dab8584c1448aad3013b9c2c7
https://gist.github.com/Y5neKO/561a038dab8584c1448aad3013b9c2c7
https://github.com/FOGProject/fogproject/security/advisories/GHSA-7h44-6vq6-cq8j
https://github.com/FOGProject/fogproject/security/advisories/GHSA-7h44-6vq6-cq8j
https://wpscan.com/vulnerability/28507376-ded0-4e1a-b2fc-2182895aa14c/
https://wpscan.com/vulnerability/28507376-ded0-4e1a-b2fc-2182895aa14c/
https://www.wordfence.com/threat-intel/vulnerabilities/id/b0315b53-46a1-46b4-a53e-0d914866ca50?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/b0315b53-46a1-46b4-a53e-0d914866ca50?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/bec50640-a550-49a8-baf6-2dd53995f90b?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/bec50640-a550-49a8-baf6-2dd53995f90b?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/17d8e2e9-5e3f-433b-be1a-6ea765eba547?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/17d8e2e9-5e3f-433b-be1a-6ea765eba547?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/ba84711f-bdbe-46d3-a9a3-cc2b1dcefd1a?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/ba84711f-bdbe-46d3-a9a3-cc2b1dcefd1a?source=cve
https://huntr.com/bounties/c1b17afd-4656-47bb-8310-686a9e1b04a0
https://huntr.com/bounties/c1b17afd-4656-47bb-8310-686a9e1b04a0
https://www.wordfence.com/threat-intel/vulnerabilities/id/963f2485-3afa-4e17-8278-b75415af3915?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/963f2485-3afa-4e17-8278-b75415af3915?source=cve
https://download.schneider-electric.com/files?p_Doc_Ref=SEVD-2024-191-01&p_enDocType=Security+and+Safety+Notice&p_File_Name=SEVD-2024-191-01.pdf
https://download.schneider-electric.com/files?p_Doc_Ref=SEVD-2024-191-01&p_enDocType=Security+and+Safety+Notice&p_File_Name=SEVD-2024-191-01.pdf
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CVE-2024- 10-07-2024  Pepperl+Fuchs OIT1500-F113-B12-CB 9.8 0.001 No
6422
CVE-2024- 09-07-2024 Mozilla Firefox 9.8 No
6602
CVE-2024- 09-07-2024 Mozilla Firefox 9.8 No
6606
CVE-2024- 09-07-2024 Mozilla Firefox 9.8 No
6611
CVE-2024- T11-07-2024 parorrey JSON API User 9.8 0.001 No
6624
CVE-2023- 09-07-2024 easyappointments easyappointments 9.6 No
38055
CVE-2024- 09-07-2024 Siemens SINEMA Remote Connect 9.6 No
39872 Server
CVE-2024- M-07-2024 NAVER NAVER Whale browser 9.6 No
40618
CVE-2024- M-07-2024 GitLab GitLab 9.6 0.001 No
6385
CVE-2024- 10-07-2024  NetScaler NetScaler Console 9.4 No
6235
CVE-2024- 12-07-2024  anhvnit Woocommerce OpenPos 9.3 No
37933
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https://cert.vde.com/en/advisories/VDE-2024-038
https://cert.vde.com/en/advisories/VDE-2024-038
https://bugzilla.mozilla.org/show_bug.cgi?id=1895032
https://bugzilla.mozilla.org/show_bug.cgi?id=1895032
https://bugzilla.mozilla.org/show_bug.cgi?id=1902305
https://bugzilla.mozilla.org/show_bug.cgi?id=1902305
https://bugzilla.mozilla.org/show_bug.cgi?id=1844827
https://bugzilla.mozilla.org/show_bug.cgi?id=1844827
https://www.wordfence.com/threat-intel/vulnerabilities/id/a4a26f60-5912-4d4a-8ef8-e4357c1fb1ff?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/a4a26f60-5912-4d4a-8ef8-e4357c1fb1ff?source=cve
https://github.com/alextselegidis/easyappointments
https://github.com/alextselegidis/easyappointments
https://cert-portal.siemens.com/productcert/html/ssa-381581.html
https://cert-portal.siemens.com/productcert/html/ssa-381581.html
https://cve.naver.com/detail/cve-2024-40618.html
https://cve.naver.com/detail/cve-2024-40618.html
https://gitlab.com/gitlab-org/gitlab/-/issues/469217
https://gitlab.com/gitlab-org/gitlab/-/issues/469217
https://support.citrix.com/article/CTX677998
https://support.citrix.com/article/CTX677998
https://patchstack.com/database/vulnerability/woocommerce-openpos/wordpress-woocommerce-openpos-plugin-6-4-4-unauthenticated-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/woocommerce-openpos/wordpress-woocommerce-openpos-plugin-6-4-4-unauthenticated-sql-injection-vulnerability?_s_id=cve
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CVE-2024- 10-07-2024  ServiceNow Now Platform 9.3 0.001 No
4879
CVE-2024- 10-07-2024  Palo Alto Networks Expedition 9.3 No
5910
CVE-2024- 11-07-2024 gaizhenbiao gaizhenbiao/chuanhuchatgpt 9.3 No
6035
CVE-2024- 09-07-2024 Jan SysKki MegaBIP 9.3 No
6527
CVE-2024- 10-07-2024  ServiceNow Now Platform 9.2 0.001 No
5217
CVE-2023- 09-07-2024 NA easyappointments 9.1 No
38050
CVE-2024- 09-07-2024 ifm Smart PLC ACl4xx Firmware 9.1 0.001 No
28751
CVE-2024- 10-07-2024  EVerest everest-core 9.1 No
37310
CVE-2024- 09-07-2024 ZealousWeb Generate PDF using Contact 9.1 No
37555 Form 7
CVE-2024- 10-07-2024 n/a n/a 9.1 No
37770
CVE-2024- 09-07-2024 Microsoft Microsoft Defender for 10T 9.1 No
38089
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https://support.servicenow.com/kb?id=kb_article_view&sysparm_article=KB1645154
https://support.servicenow.com/kb?id=kb_article_view&sysparm_article=KB1645154
https://security.paloaltonetworks.com/CVE-2024-5910
https://security.paloaltonetworks.com/CVE-2024-5910
https://huntr.com/bounties/e4e8da71-53a9-4540-8d70-6b670b076987
https://huntr.com/bounties/e4e8da71-53a9-4540-8d70-6b670b076987
https://cert.pl/en/posts/2024/07/CVE-2024-6527/
https://cert.pl/en/posts/2024/07/CVE-2024-6527/
https://support.servicenow.com/kb?id=kb_article_view&sysparm_article=KB1648313
https://support.servicenow.com/kb?id=kb_article_view&sysparm_article=KB1648313
https://github.com/alextselegidis/easyappointments
https://github.com/alextselegidis/easyappointments
https://cert.vde.com/en/advisories/VDE-2024-012
https://cert.vde.com/en/advisories/VDE-2024-012
https://github.com/EVerest/everest-core/security/advisories/GHSA-8g9q-7qr9-vc96
https://github.com/EVerest/everest-core/security/advisories/GHSA-8g9q-7qr9-vc96
https://patchstack.com/database/vulnerability/generate-pdf-using-contact-form-7/wordpress-generate-pdf-using-contact-form-7-plugin-4-0-6-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/generate-pdf-using-contact-form-7/wordpress-generate-pdf-using-contact-form-7-plugin-4-0-6-arbitrary-file-upload-vulnerability?_s_id=cve
https://github.com/b1ackc4t/14Finger/issues/13
https://github.com/b1ackc4t/14Finger/issues/13
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38089
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38089
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CVE-2024- 12-07-2024  SpreadsheetConverter Import Spreadsheets from 9.1 No
38734 Microsoft Excel
CVE-2024- 12-07-2024  Realtyna Realtyna Organic IDX plugin 9.1 No

38736
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https://patchstack.com/database/vulnerability/import-spreadsheets-from-microsoft-excel/wordpress-import-spreadsheets-from-microsoft-excel-plugin-10-1-4-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/import-spreadsheets-from-microsoft-excel/wordpress-import-spreadsheets-from-microsoft-excel-plugin-10-1-4-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/real-estate-listing-realtyna-wpl/wordpress-realtyna-organic-idx-plugin-4-14-13-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/real-estate-listing-realtyna-wpl/wordpress-realtyna-organic-idx-plugin-4-14-13-arbitrary-file-upload-vulnerability?_s_id=cve
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About this data

This report brings together information from several sources including:
CISA Known Exploited Vulnerabilities Catalog
CVE Program
FIRST - Exploit Prediction Scoring System (EPSS)

Note: The information in this report represents a snapshot in time and may become outdated by the time
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited
Vulnerabilities Catalog.

For further information please contact SC3@gov.scot
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