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Vulnerabilities

Critical GitLab bug lets attackers run pipelines as any user
BleepingComputer - 27 June 2024 11:53

A critical vulnerability is affecting certain versions of GitLab Community and Enterprise
Edition products, which could be exploited to run pipelines as any user. [..]

Critical SQLi Vulnerability Found in Fortra FileCatalyst Workflow Application
The Hacker News - 27 June 2024 13:15

A critical security flaw has been disclosed in Fortra FileCatalyst Workflow that, if left
unpatched, could allow an attacker to tamper with the application database.Tracked as CVE-
2024-5276, the vulnerability carries a CVSS score of 9.8. It impacts FileCatalyst Workflow
versions 5.1.6 Build 135 and earlier. It has been addressed in version 5.1.6 build 139."An SQL
injection vulnerability in

Prompt Injection Flaw in Vanna Al Exposes Databases to RCE Attacks
The Hacker News - 27 June 2024 16:34

Cybersecurity researchers have disclosed a high-severity security flaw in the Vanna.Al library
that could be exploited to achieve remote code execution vulnerability via prompt injection
techniques.The vulnerability, tracked as CVE-2024-5565 (CVSS score: 8.1), relates to a case of
prompt injection in the “ask” function that could be exploited to trick the library into
executing arbitrary

VMware vCenter RCE Vulnerability: What You Need to Know
Security Boulevard - 27 June 2024 17:21

VMware, the virtualization technology giant owned by Broadcom, has recently released a
security advisory addressing several critical vulnerabilities discovered in its vCenter Server
application. Read on to learn more. Tell me more about VMware vCenter RCE vulnerability If
left unpatched, these vulnerabilities could allow malicious actors to execute remote code or
escalate privileges on affected systems. As vCenter Server serves .. Read MoreThe post
VMware vCenter RCE Vulnerability: What You Need to Know appeared first on Nuspire.The
post VMware vCenter RCE Vulnerability: What You Need to Know appeared first on Security
Boulevard.

Threat actors and malware

TeamViewer’s corporate network was breached in alleged APT hack
BleepingComputer - 27 June 2024 15:29
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The remote access software company TeamViewer is warning that its corporate environment
was breached in a cyberattack yesterday, with a cybersecurity firm claiming it was by an APT
hacking group. [...]

New Unfurling Hemlock threat actor floods systems with malware
BleepingComputer - 27 June 2024 19:27

A threat actor tracked as Unfurling Hemlock has been infecting target systems with up to ten
pieces of malware at the same time in campaigns that distribute hundreds of thousands of
malicious files. [...]

Scottish Cyber Coordination Centre 0300 244 9700 SC3@gov.scot



https://www.bleepingcomputer.com/news/security/new-unfurling-hemlock-threat-actor-floods-systems-with-malware/

