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Vulnerabilities

Fresh MOVEit Bug Under Attack Mere Hours After Disclosure
darkreading - 25 June 2024 22:55

The high-severity CVE-2024-5806 allows cyberattackers to authenticate to the file-transfer
platform as any valid user, with accompanying privileges.

Chrome 126 Update Patches Memory Safety Bugs
SecurityWeek - 25 June 2024 08:31

Google has released a Chrome security update to resolve four high-severity use-after-free
vulnerabilities.The post Chrome 126 Update Patches Memory Safety Bugs appeared first on
SecurityWeek.

Threat actors and malware

New Medusa malware variants target Android users in seven countries
BleepingComputer - 25 June 2024 14:02

The Medusa banking trojan for Android has re-emerged after almost a year of keeping a lower
profile in campaigns targeting France, Italy, the United States, Canada, Spain, the United
Kingdom, and Turkey. [...]

Over 110,000 Websites Affected by Hijacked Polyfill Supply Chain Attack
The Hacker News - 26 June 2024 10:54

Google has taken steps to block ads for e-commerce sites that use the Polyfill.io service after a
Chinese company acquired the domain and modified the JavaScript library (“polyfill.js”) to
redirect users to malicious and scam sites.More than 110,000 sites that embed the library are
impacted by the supply chain attack, Sansec said in a Tuesday report.Polyfill is a popular
library that

‘P2PInfect’ Worm Grows Teeth With Miner, Ransomware & Rootkit
darkreading - 25 June 2024 11:00

For a while, the botnet spread but did essentially nothing. All the malicious payloads came
well after.
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Key Takeaways From the British Library Cyberattack
darkreading - 25 June 2024 15:00

Knowledge institutions with legacy infrastructure, limited resources, and digitized intellectual
property must protect themselves from sophisticated and destructive cyberattacks.
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