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Weekly Vulnerability Report 
18 June 2024 

 

This report summarizes the known software vulnerabilities published during the period 10-16 June 2024. 
This data can help users prioritise and manage the vulnerabilities that might pose a risk to their 
organisations. 

It includes a breakdown of vulnerabilities by vendor, a table of vulnerabilities with the highest likelihood of 
being exploited (EPSS >0.001), and a table of vulnerabilities with the highest severity rating (CVSSv3 Base 
Score >=9). The tables also indicate whether a vulnerability has been exploited according to the CISA Known 
Exploited Catalog. 

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or 
remediation guidance. 

We would like to know what you think about the weekly vulnerability report. Please take a few minutes to 
complete this anonymous survey. 

  

https://www.first.org/epss/data_stats
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://forms.office.com/Pages/ResponsePage.aspx?id=R3T3DoMQ7E24nyfHZQdoQK_r4sXlneVEvDCqgE3cT5NUNTNKSE1HUTlSVUUwM1FQMkQ5V1JHMVJJMC4u
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Count of vulnerabilities by software vendor (top 10), 10-16 June 2024 
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Vulnerabilities with highest likelihood of exploitation, 10-16 June 2024 

CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
37393 

10-06-2024 SecurEnvoy n/a 9.8 0.013 No 

CVE-2024-
30080 

11-06-2024 Microsoft Windows 10 Version 
1809 

9.8 0.003 No 

CVE-2024-
5597 

10-06-2024 Fuji Electric Monitouch V-SFT 7.8 0.001 No 

CVE-2024-
5266 

12-06-2024 codename065 Download Manager 6.4 0.001 No 

CVE-2024-
37014 

10-06-2024 n/a n/a 8.8 0.001 No 

CVE-2023-
27636 

16-06-2024 n/a n/a NA 0.001 No 

CVE-2024-
22855 

12-06-2024 n/a n/a NA 0.001 No 

CVE-2024-
31777 

13-06-2024 n/a n/a NA 0.001 No 

  

https://securenvoy.com/support/
https://securenvoy.com/support/
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30080
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30080
https://www.cisa.gov/news-events/ics-advisories/icsa-24-151-02
https://www.cisa.gov/news-events/ics-advisories/icsa-24-151-02
https://www.wordfence.com/threat-intel/vulnerabilities/id/6e363a62-8d31-4140-878b-5034d6c7b6a1?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/6e363a62-8d31-4140-878b-5034d6c7b6a1?source=cve
https://github.com/langflow-ai/langflow/issues/1973
https://github.com/langflow-ai/langflow/issues/1973
https://aldisaw.id/security/2024/06/03/CVE-2023-27636.html
https://aldisaw.id/security/2024/06/03/CVE-2023-27636.html
https://www.exploit-db.com/exploits/52025
https://www.exploit-db.com/exploits/52025
https://github.com/FreySolarEye/Exploit-CVE-2024-31777
https://github.com/FreySolarEye/Exploit-CVE-2024-31777
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Vulnerabilities with highest severity, 10-16 June 2024 

CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
3105 

15-06-2024 webcraftic Woody code snippets – Insert 
Header Footer Code, AdSense 
Ads 

9.9 0.001 No 

CVE-2024-
34762 

10-06-2024 WPENGINE INC Advanced Custom Fields PRO 9.9  No 

CVE-2024-
3549 

11-06-2024 pr-gateway Blog2Social: Social Media 
Auto Post & Scheduler 

9.9  No 

CVE-2024-
27143 

14-06-2024 Toshiba Tec 
Corporation 

Toshiba Tec e-Studio multi-
function peripheral (MFP) 

9.8  No 

CVE-2024-
27144 

14-06-2024 Toshiba Tec 
Corporation 

Toshiba Tec e-Studio multi-
function peripheral (MFP) 

9.8  No 

CVE-2024-
27145 

14-06-2024 Toshiba Tec 
Corporation 

Toshiba Tec e-Studio multi-
function peripheral (MFP) 

9.8  No 

CVE-2024-
27172 

14-06-2024 Toshiba Tec 
Corporation 

Toshiba Tec e-Studio multi-
function peripheral (MFP) 

9.8  No 

CVE-2024-
27173 

14-06-2024 Toshiba Tec 
Corporation 

Toshiba Tec e-Studio multi-
function peripheral (MFP) 

9.8  No 

CVE-2024-
27174 

14-06-2024 Toshiba Tec 
Corporation 

Toshiba Tec e-Studio multi-
function peripheral (MFP) 

9.8  No 

CVE-2024-
30080 

11-06-2024 Microsoft Windows 10 Version 1809 9.8 0.003 No 

https://www.wordfence.com/threat-intel/vulnerabilities/id/134ad095-b0a0-4f0f-832d-3e558d4a250a?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/134ad095-b0a0-4f0f-832d-3e558d4a250a?source=cve
https://patchstack.com/database/vulnerability/advanced-custom-fields-pro/wordpress-advanced-custom-fields-pro-plugin-6-2-10-contributor-local-file-inclusion-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/advanced-custom-fields-pro/wordpress-advanced-custom-fields-pro-plugin-6-2-10-contributor-local-file-inclusion-vulnerability?_s_id=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/3b472eb8-9808-4a50-b2b4-0b0b3256053f?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/3b472eb8-9808-4a50-b2b4-0b0b3256053f?source=cve
https://www.toshibatec.com/information/20240531_01.html
https://www.toshibatec.com/information/20240531_01.html
https://www.toshibatec.com/information/20240531_01.html
https://www.toshibatec.com/information/20240531_01.html
https://www.toshibatec.com/information/20240531_01.html
https://www.toshibatec.com/information/20240531_01.html
https://www.toshibatec.com/information/20240531_01.html
https://www.toshibatec.com/information/20240531_01.html
https://www.toshibatec.com/information/20240531_01.html
https://www.toshibatec.com/information/20240531_01.html
https://www.toshibatec.com/information/20240531_01.html
https://www.toshibatec.com/information/20240531_01.html
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30080
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30080
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
30300 

13-06-2024 Adobe Adobe Framemaker 
Publishing Server 

9.8  No 

CVE-2024-
3080 

14-06-2024 ASUS ZenWiFi XT8 9.8 0.001 No 

CVE-2024-
34102 

13-06-2024 Adobe Adobe Commerce 9.8 0.001 No 

CVE-2024-
36360 

11-06-2024 Keisuke 
Nakayama 

awkblog 9.8  No 

CVE-2024-
37036 

12-06-2024 Schneider 
Electric 

Sage 1410 9.8  No 

CVE-2024-
37393 

10-06-2024 n/a n/a 9.8 0.013 No 

CVE-2024-
37634 

13-06-2024 n/a n/a 9.8  No 

CVE-2024-
3912 

14-06-2024 ASUS DSL-N17U 9.8 0.001 No 

CVE-2024-
4258 

15-06-2024 yotuwp Video Gallery – YouTube 
Playlist, Channel Gallery by 
YotuWP 

9.8 0.001 No 

CVE-2024-
4898 

12-06-2024 instawp InstaWP Connect – 1-click WP 
Staging & Migration 

9.8 0.001 No 

CVE-2024-
4936 

14-06-2024 flightbycanto Canto 9.8 0.001 No 

https://helpx.adobe.com/security/products/framemaker-publishing-server/apsb24-38.html
https://helpx.adobe.com/security/products/framemaker-publishing-server/apsb24-38.html
https://www.twcert.org.tw/tw/cp-132-7859-0e104-1.html
https://www.twcert.org.tw/tw/cp-132-7859-0e104-1.html
https://helpx.adobe.com/security/products/magento/apsb24-40.html
https://helpx.adobe.com/security/products/magento/apsb24-40.html
https://github.com/yammerjp/awkblog/issues/1
https://github.com/yammerjp/awkblog/issues/1
https://download.schneider-electric.com/files?p_Doc_Ref=SEVD-2024-163-05&p_enDocType=Security+and+Safety+Notice&p_File_Name=SEVD-2024-163-05.pdf
https://download.schneider-electric.com/files?p_Doc_Ref=SEVD-2024-163-05&p_enDocType=Security+and+Safety+Notice&p_File_Name=SEVD-2024-163-05.pdf
https://securenvoy.com/support/
https://securenvoy.com/support/
https://github.com/s4ndw1ch136/IOT-vuln-reports/blob/main/TOTOLINK/A3700R/setWiFiEasyCfg/README.md
https://github.com/s4ndw1ch136/IOT-vuln-reports/blob/main/TOTOLINK/A3700R/setWiFiEasyCfg/README.md
https://www.twcert.org.tw/tw/cp-132-7875-872d3-1.html
https://www.twcert.org.tw/tw/cp-132-7875-872d3-1.html
https://www.wordfence.com/threat-intel/vulnerabilities/id/6feae1c4-3735-4a33-85a5-867d458d2e8a?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/6feae1c4-3735-4a33-85a5-867d458d2e8a?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/92a00fb4-7b50-43fd-ac04-5d6e29336e9c?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/92a00fb4-7b50-43fd-ac04-5d6e29336e9c?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/95a68ae0-36da-499b-a09d-4c91db8aa338?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/95a68ae0-36da-499b-a09d-4c91db8aa338?source=cve
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
5577 

14-06-2024 mcnardelli Where I Was, Where I Will Be 9.8 0.001 No 

CVE-2024-
5671 

14-06-2024 Trellix Intrusion Prevention System 
(IPS) Manager 

9.8  No 

CVE-2024-
5871 

15-06-2024 WPWeb WooCommerce - Social Login 9.8 0.001 No 

CVE-2024-
35225 

11-06-2024 jupyterhub jupyter-server-proxy 9.7  No 

CVE-2024-
36408 

10-06-2024 salesagility SuiteCRM 9.6  No 

CVE-2024-
36409 

10-06-2024 salesagility SuiteCRM 9.6  No 

CVE-2024-
36410 

10-06-2024 salesagility SuiteCRM 9.6  No 

CVE-2024-
36411 

10-06-2024 salesagility SuiteCRM 9.6  No 

CVE-2024-
35307 

10-06-2024 Pandora FMS Pandora FMS 9.4  No 

CVE-2024-
1228 

10-06-2024 EuroSoft Sp. z o. 
o. 

Eurosoft Przychodnia 9.3 0.001 No 

CVE-2024-
1576 

12-06-2024 Jan Syski MegaBIP 9.3  No 

CVE-2024-
1577 

12-06-2024 Jan Syski MegaBIP 9.3  No 

https://www.wordfence.com/threat-intel/vulnerabilities/id/68e0f54d-08ec-4e41-ac9b-d72cdde5a724?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/68e0f54d-08ec-4e41-ac9b-d72cdde5a724?source=cve
https://thrive.trellix.com/s/article/000013623
https://thrive.trellix.com/s/article/000013623
https://www.wordfence.com/threat-intel/vulnerabilities/id/ffd592e6-2ac4-4af4-bfc0-d4f834157d71?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/ffd592e6-2ac4-4af4-bfc0-d4f834157d71?source=cve
https://github.com/jupyterhub/jupyter-server-proxy/security/advisories/GHSA-fvcq-4x64-hqxr
https://github.com/jupyterhub/jupyter-server-proxy/security/advisories/GHSA-fvcq-4x64-hqxr
https://github.com/salesagility/SuiteCRM/security/advisories/GHSA-2g8f-gjrr-x5cg
https://github.com/salesagility/SuiteCRM/security/advisories/GHSA-2g8f-gjrr-x5cg
https://github.com/salesagility/SuiteCRM/security/advisories/GHSA-pxq4-vw23-v73f
https://github.com/salesagility/SuiteCRM/security/advisories/GHSA-pxq4-vw23-v73f
https://github.com/salesagility/SuiteCRM/security/advisories/GHSA-7jj8-m2wj-m6xq
https://github.com/salesagility/SuiteCRM/security/advisories/GHSA-7jj8-m2wj-m6xq
https://github.com/salesagility/SuiteCRM/security/advisories/GHSA-9rvr-mcrf-p4p7
https://github.com/salesagility/SuiteCRM/security/advisories/GHSA-9rvr-mcrf-p4p7
https://pandorafms.com/en/security/common-vulnerabilities-and-exposures/
https://pandorafms.com/en/security/common-vulnerabilities-and-exposures/
https://cert.pl/en/posts/2024/06/CVE-2024-1228/
https://cert.pl/en/posts/2024/06/CVE-2024-1228/
https://cert.pl/en/posts/2024/06/CVE-2024-1576/
https://cert.pl/en/posts/2024/06/CVE-2024-1576/
https://cert.pl/en/posts/2024/06/CVE-2024-1576/
https://cert.pl/en/posts/2024/06/CVE-2024-1576/
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
1659 

12-06-2024 Jan Syski MegaBIP 9.3  No 

CVE-2024-
35304 

10-06-2024 Pandora FMS Pandora FMS 9.3  No 

CVE-2024-
36266 

11-06-2024 Siemens PowerSys 9.3  No 

CVE-2024-
3699 

10-06-2024 drEryk sp. z o.o. drEryk Gabinet 9.3 0.001 No 

CVE-2024-
3700 

10-06-2024 Estomed Sp. z 
o.o. 

Simple Care 9.3 0.001 No 

CVE-2024-
37051 

10-06-2024 JetBrains IntelliJ IDEA 9.3 0.001 No 

CVE-2024-
2012 

11-06-2024 Hitachi Energy FOXMAN-UN 9.1  No 

CVE-2024-
2472 

14-06-2024 latepoint LatePoint Plugin 9.1 0.001 No 

CVE-2024-
27811 

10-06-2024 Apple iOS and iPadOS 9.1  No 

CVE-2024-
27832 

10-06-2024 Apple iOS and iPadOS 9.1  No 

CVE-2024-
34108 

13-06-2024 Adobe Adobe Commerce 9.1 0.001 No 

CVE-2024-
34405 

11-06-2024 n/a n/a 9.1  No 

https://cert.pl/en/posts/2024/06/CVE-2024-1576/
https://cert.pl/en/posts/2024/06/CVE-2024-1576/
https://pandorafms.com/en/security/common-vulnerabilities-and-exposures/
https://pandorafms.com/en/security/common-vulnerabilities-and-exposures/
https://cert-portal.siemens.com/productcert/html/ssa-024584.html
https://cert-portal.siemens.com/productcert/html/ssa-024584.html
https://cert.pl/en/posts/2024/06/CVE-2024-1228/
https://cert.pl/en/posts/2024/06/CVE-2024-1228/
https://cert.pl/en/posts/2024/06/CVE-2024-1228/
https://cert.pl/en/posts/2024/06/CVE-2024-1228/
https://www.jetbrains.com/privacy-security/issues-fixed/
https://www.jetbrains.com/privacy-security/issues-fixed/
https://publisher.hitachienergy.com/preview?DocumentId=8DBD000201&languageCode=en&Preview=true
https://publisher.hitachienergy.com/preview?DocumentId=8DBD000201&languageCode=en&Preview=true
https://www.wordfence.com/threat-intel/vulnerabilities/id/6215fa9f-06bc-4dc8-b1f5-a3bb75749f1d?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/6215fa9f-06bc-4dc8-b1f5-a3bb75749f1d?source=cve
https://support.apple.com/en-us/HT214101
https://support.apple.com/en-us/HT214101
https://support.apple.com/en-us/HT214101
https://support.apple.com/en-us/HT214101
https://helpx.adobe.com/security/products/magento/apsb24-40.html
https://helpx.adobe.com/security/products/magento/apsb24-40.html
https://www.mcafee.com/en-us/consumer-corporate/mcafee-labs/product-security-bulletins.html
https://www.mcafee.com/en-us/consumer-corporate/mcafee-labs/product-security-bulletins.html
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
36415 

10-06-2024 salesagility SuiteCRM 9.1  No 

CVE-2024-
36840 

12-06-2024 n/a n/a 9.1  No 

CVE-2024-
5211 

12-06-2024 mintplex-labs mintplex-labs/anything-llm 9.1  No 

CVE-2024-
29855 

11-06-2024 Veeam Recovery Orchestrator 9  No 

CVE-2024-
31401 

11-06-2024 Cybozu, Inc. Cybozu Garoon 9  No 

CVE-2024-
35213 

11-06-2024 BlackBerry QNX Software Development 
Platform 

9  No 

CVE-2024-
35677 

10-06-2024 StylemixThemes MegaMenu 9 0.001 No 

CVE-2024-
4371 

13-06-2024 codexpert CoDesigner – The Most 
Compact and User-Friendly 
Elementor WooCommerce 
Builder 

9  No 

  

https://github.com/salesagility/SuiteCRM/security/advisories/GHSA-c82f-58jv-jfrh
https://github.com/salesagility/SuiteCRM/security/advisories/GHSA-c82f-58jv-jfrh
https://infosec-db.github.io/CyberDepot/vuln_boelter_blue/
https://infosec-db.github.io/CyberDepot/vuln_boelter_blue/
https://huntr.com/bounties/38f282cb-7226-435e-9832-2d4a102dad4b
https://huntr.com/bounties/38f282cb-7226-435e-9832-2d4a102dad4b
https://www.veeam.com/kb4585
https://www.veeam.com/kb4585
https://cs.cybozu.co.jp/2024/007901.html
https://cs.cybozu.co.jp/2024/007901.html
https://support.blackberry.com/pkb/s/article/139914
https://support.blackberry.com/pkb/s/article/139914
https://patchstack.com/database/vulnerability/stm-megamenu/wordpress-megamenu-plugin-2-3-12-unauthenticated-local-file-inclusion-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/stm-megamenu/wordpress-megamenu-plugin-2-3-12-unauthenticated-local-file-inclusion-vulnerability?_s_id=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/d1e5131a-9e72-441d-971c-8b9af35cf3f7?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/d1e5131a-9e72-441d-971c-8b9af35cf3f7?source=cve
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About this data 

This report brings together information from several sources including: 

• CISA Known Exploited Vulnerabilities Catalog 

• CVE Program 

• FIRST - Exploit Prediction Scoring System (EPSS) 

Note: The information in this report represents a snapshot in time and may become outdated by the time 
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited 
Vulnerabilities Catalog. 

For further information please contact SC3@gov.scot 


