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This report summarizes the known software vulnerabilities published during the period 20-26 May 2024. 
This data can help users prioritise and manage the vulnerabilities that might pose a risk to their 
organisations. 

It includes a breakdown of vulnerabilities by vendor, a table of vulnerabilities with the highest likelihood of 
being exploited (EPSS >0.001), and a table of vulnerabilities with the highest severity rating (CVSSv3 Base 
Score >=9). The tables also indicate whether a vulnerability has been exploited according to the CISA Known 
Exploited Catalog. 

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or 
remediation guidance. 

We would like to know what you think about the weekly vulnerability report. Please take a few minutes to 
complete this anonymous survey. 

  

https://www.first.org/epss/data_stats
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://forms.office.com/Pages/ResponsePage.aspx?id=R3T3DoMQ7E24nyfHZQdoQK_r4sXlneVEvDCqgE3cT5NUNTNKSE1HUTlSVUUwM1FQMkQ5V1JHMVJJMC4u
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Count of vulnerabilities by software vendor (top 10), 20-26 May 2024 
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Vulnerabilities with highest likelihood of exploitation, 20-26 May 2024 

CVE Date Published Vendor Product Base Score Probability of Exploitation Exploited 

CVE-2024-5040 21-05-2024 LCDS LAquis SCADA 8.5 0.001 No 
  

https://www.cisa.gov/news-events/ics-advisories/icsa-24-142-01
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Vulnerabilities with highest severity, 20-26 May 2024 

CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2023-
51637 

22-05-2024 Sante PACS Server PG 9.8 0.001 No 

CVE-2024-
29849 

22-05-2024 Veeam Backup & Replication 9.8  No 

CVE-2024-
3495 

22-05-2024 trustyplugins Country State City Dropdown 
CF7 

9.8 0.001 No 

CVE-2024-
4323 

20-05-2024 Fluent Bit Fluent Bit 9.8  No 

CVE-2024-
4443 

22-05-2024 strategy11team Business Directory Plugin – 
Easy Listing Directories for 
WordPress 

9.8 0.001 No 

CVE-2024-
4544 

24-05-2024 Genetech 
Solutions 

Pie Register - Social Sites 
Login (Add on) 

9.8 0.001 No 

CVE-2024-
5084 

23-05-2024 hashthemes Hash Form – Drag & Drop 
Form Builder 

9.8 0.001 No 

CVE-2024-
5147 

22-05-2024 wpzoom WPZOOM Addons for 
Elementor (Templates, 
Widgets) 

9.8 0.001 No 

CVE-2024-
5168 

23-05-2024 Prodys Quantum Audio codec 9.8  No 

CVE-2024-
5296 

23-05-2024 D-Link D-View 9.8 0.001 No 

https://www.zerodayinitiative.com/advisories/ZDI-24-468/
https://www.zerodayinitiative.com/advisories/ZDI-24-468/
https://veeam.com/kb4581
https://veeam.com/kb4581
https://www.wordfence.com/threat-intel/vulnerabilities/id/17dcacaf-0e2a-4bef-b944-fb7e43d25777?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/17dcacaf-0e2a-4bef-b944-fb7e43d25777?source=cve
https://tenable.com/security/research/tra-2024-17
https://tenable.com/security/research/tra-2024-17
https://www.wordfence.com/threat-intel/vulnerabilities/id/982fb304-08d6-4195-97a3-f18e94295492?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/982fb304-08d6-4195-97a3-f18e94295492?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/b98179c3-8b32-4d75-9f3f-2367215a740b?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/b98179c3-8b32-4d75-9f3f-2367215a740b?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/eef9e2fa-d8f0-42bf-95ac-ee4cafff0b14?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/eef9e2fa-d8f0-42bf-95ac-ee4cafff0b14?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/f006bb33-d017-445b-9c02-bd848c199671?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/f006bb33-d017-445b-9c02-bd848c199671?source=cve
https://www.incibe.es/en/incibe-cert/notices/aviso/improper-access-control-vulnerability-prodys-quantum-audio-codec
https://www.incibe.es/en/incibe-cert/notices/aviso/improper-access-control-vulnerability-prodys-quantum-audio-codec
https://www.zerodayinitiative.com/advisories/ZDI-24-447/
https://www.zerodayinitiative.com/advisories/ZDI-24-447/
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
31989 

21-05-2024 argoproj argo-cd 9.1  No 

CVE-2024-
3761 

20-05-2024 lunary-ai lunary-ai/lunary 9.1  No 

CVE-2024-
4442 

21-05-2024 wordpresschef Salon booking system 9.1  No 

CVE-2024-
5314 

24-05-2024 Dolibarr ERP CMS 9.1  No 

CVE-2024-
5315 

24-05-2024 Dolibarr ERP CMS 9.1  No 

  

https://github.com/argoproj/argo-cd/security/advisories/GHSA-9766-5277-j5hr
https://github.com/argoproj/argo-cd/security/advisories/GHSA-9766-5277-j5hr
https://huntr.com/bounties/e95fb0a0-e54a-4da8-a33d-ba858d0cec55
https://huntr.com/bounties/e95fb0a0-e54a-4da8-a33d-ba858d0cec55
https://www.wordfence.com/threat-intel/vulnerabilities/id/eaafeadd-f44c-49b1-b900-ef40800c629e?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/eaafeadd-f44c-49b1-b900-ef40800c629e?source=cve
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-dolibarrs-erp-cms
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-dolibarrs-erp-cms
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-dolibarrs-erp-cms
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-dolibarrs-erp-cms
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About this data 

This report brings together information from several sources including: 

• CISA Known Exploited Vulnerabilities Catalog 

• CVE Program 

• FIRST - Exploit Prediction Scoring System (EPSS) 

Note: The information in this report represents a snapshot in time and may become outdated by the time 
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited 
Vulnerabilities Catalog. 

For further information please contact SC3@gov.scot 


