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Weekly Vulnerability Report 
21 May 2024 

 

This report summarizes the known software vulnerabilities published during the period 13-19 May 2024. 
This data can help users prioritise and manage the vulnerabilities that might pose a risk to their 
organisations. 

It includes a breakdown of vulnerabilities by vendor, a table of vulnerabilities with the highest likelihood of 
being exploited (EPSS >0.001), and a table of vulnerabilities with the highest severity rating (CVSSv3 Base 
Score >=9). The tables also indicate whether a vulnerability has been exploited according to the CISA Known 
Exploited Catalog. 

Each CVE number in the table has a link to the vendor advisory where users can find mitigation or 
remediation guidance. 

We would like to know what you think about the weekly vulnerability report. Please take a few minutes to 
complete this anonymous survey. 

  

https://www.first.org/epss/data_stats
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://forms.office.com/Pages/ResponsePage.aspx?id=R3T3DoMQ7E24nyfHZQdoQK_r4sXlneVEvDCqgE3cT5NUNTNKSE1HUTlSVUUwM1FQMkQ5V1JHMVJJMC4u


 
 
 

 

Scottish Cyber Coordination Centre 0300 244 9700        SC3@gov.scot 

Count of vulnerabilities by software vendor (top 10), 13-19 May 2024 
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Vulnerabilities with highest likelihood of exploitation, 13-19 May 2024 

CVE Date Published Vendor Product 
Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
4761 

14-05-2024 Google Chrome NA 0.045 Yes 

CVE-2024-
30040 

14-05-2024 Microsoft Windows 10 Version 
1809 

8.8 0.009 Yes 

CVE-2024-
30054 

14-05-2024 Microsoft PowerBI-client JS 
SDK 

6.5 0.001 No 

  

https://chromereleases.googleblog.com/2024/05/stable-channel-update-for-desktop_13.html
https://chromereleases.googleblog.com/2024/05/stable-channel-update-for-desktop_13.html
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30040
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30040
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30054
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30054
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Vulnerabilities with highest severity, 13-19 May 2024 

CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2023-
23645 

17-05-2024 MainWP MainWP Code Snippets 
Extension 

9.9  No 

CVE-2024-
29212 

13-05-2024 Veeam Service Provider Console 9.9  No 

CVE-2024-
33644 

17-05-2024 WPCustomify Customify Site Library 9.9  No 

CVE-2024-
34411 

13-05-2024 Thomas Scholl canvasio3D Light 9.9  No 

CVE-2023-
25701 

17-05-2024 WhatArmy WatchTowerHQ 9.8  No 

CVE-2023-
26009 

17-05-2024 Favethemes Houzez Login Register 9.8  No 

CVE-2023-
26540 

17-05-2024 Favethemes Houzez 9.8  No 

CVE-2023-
32244 

17-05-2024 XTemos Woodmart Core 9.8  No 

CVE-2023-
37999 

17-05-2024 HasThemes HT Mega 9.8  No 

CVE-2023-
51424 

17-05-2024 Saleswonder 
Team 

WebinarIgnition 9.8  No 

CVE-2023-
51476 

17-05-2024 IOSS WP MLM Unilevel 9.8  No 

https://patchstack.com/database/vulnerability/mainwp-code-snippets-extension/wordpress-mainwp-code-snippets-extension-plugin-4-0-2-subscriber-arbitrary-php-code-injection-execution-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/mainwp-code-snippets-extension/wordpress-mainwp-code-snippets-extension-plugin-4-0-2-subscriber-arbitrary-php-code-injection-execution-vulnerability?_s_id=cve
https://www.veeam.com/kb4575
https://www.veeam.com/kb4575
https://patchstack.com/database/vulnerability/customify-sites/wordpress-customify-site-library-plugin-0-0-9-remote-code-execution-rce-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/customify-sites/wordpress-customify-site-library-plugin-0-0-9-remote-code-execution-rce-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/canvasio3d-light/wordpress-canvasio3d-light-plugin-2-5-0-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/canvasio3d-light/wordpress-canvasio3d-light-plugin-2-5-0-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/watchtowerhq/wordpress-watchtowerhq-plugin-3-6-16-privilege-escalation?_s_id=cve
https://patchstack.com/database/vulnerability/watchtowerhq/wordpress-watchtowerhq-plugin-3-6-16-privilege-escalation?_s_id=cve
https://patchstack.com/database/vulnerability/houzez-login-register/wordpress-houzez-login-register-plugin-2-6-3-privilege-escalation?_s_id=cve
https://patchstack.com/database/vulnerability/houzez-login-register/wordpress-houzez-login-register-plugin-2-6-3-privilege-escalation?_s_id=cve
https://patchstack.com/database/vulnerability/houzez/wordpress-houzez-theme-2-7-1-privilege-escalation?_s_id=cve
https://patchstack.com/database/vulnerability/houzez/wordpress-houzez-theme-2-7-1-privilege-escalation?_s_id=cve
https://patchstack.com/database/vulnerability/woodmart-core/wordpress-woodmart-core-plugin-1-0-36-privilege-escalation?_s_id=cve
https://patchstack.com/database/vulnerability/woodmart-core/wordpress-woodmart-core-plugin-1-0-36-privilege-escalation?_s_id=cve
https://patchstack.com/database/vulnerability/ht-mega-for-elementor/wordpress-ht-mega-absolute-addons-for-elementor-plugin-2-2-0-unauthenticated-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/ht-mega-for-elementor/wordpress-ht-mega-absolute-addons-for-elementor-plugin-2-2-0-unauthenticated-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/webinar-ignition/wordpress-webinarignition-plugin-3-05-0-unauthenticated-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/webinar-ignition/wordpress-webinarignition-plugin-3-05-0-unauthenticated-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wp-mlm/wordpress-wp-mlm-unilevel-plugin-4-0-unauthenticated-account-takeover-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wp-mlm/wordpress-wp-mlm-unilevel-plugin-4-0-unauthenticated-account-takeover-vulnerability?_s_id=cve
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2023-
51481 

17-05-2024 powerfulwp Local Delivery Drivers for 
WooCommerce 

9.8  No 

CVE-2023-
51483 

17-05-2024 Glowlogix WP Frontend Profile 9.8  No 

CVE-2024-
22157 

17-05-2024 WebWizards SalesKing 9.8  No 

CVE-2024-
2358 

16-05-2024 parisneo parisneo/lollms-webui 9.8  No 

CVE-2024-
24882 

17-05-2024 Masteriyo LMS 9.8  No 

CVE-2024-
2771 

18-05-2024 techjewel Contact Form Plugin by Fluent 
Forms for Quiz, Survey, and 
Drag & Drop WP Form Builder 

9.8 0.001 No 

CVE-2024-
27939 

14-05-2024 Siemens RUGGEDCOM CROSSBOW 9.8  No 

CVE-2024-
30542 

17-05-2024 Wholesale WholesaleX 9.8  No 

CVE-2024-
31290 

17-05-2024 CodeRevolution Demo My WordPress 9.8  No 

CVE-2024-
31466 

14-05-2024 Hewlett 
Packard 
Enterprise 
(HPE) 

Aruba InstantOS and Aruba 
Access Points running 
ArubaOS 10 

9.8  No 

https://patchstack.com/database/vulnerability/local-delivery-drivers-for-woocommerce/wordpress-local-delivery-drivers-for-woocommerce-plugin-1-9-0-unauthenticated-account-takeover-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/local-delivery-drivers-for-woocommerce/wordpress-local-delivery-drivers-for-woocommerce-plugin-1-9-0-unauthenticated-account-takeover-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wp-front-end-profile/wordpress-wp-frontend-profile-plugin-1-3-1-unauthenticated-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wp-front-end-profile/wordpress-wp-frontend-profile-plugin-1-3-1-unauthenticated-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/salesking/wordpress-salesking-plugin-1-6-15-unauthenticated-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/salesking/wordpress-salesking-plugin-1-6-15-unauthenticated-privilege-escalation-vulnerability?_s_id=cve
https://huntr.com/bounties/b2771df3-be50-45bd-93c4-0974ce38bc22
https://huntr.com/bounties/b2771df3-be50-45bd-93c4-0974ce38bc22
https://patchstack.com/database/vulnerability/learning-management-system/wordpress-lms-by-masteriyo-plugin-1-7-2-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/learning-management-system/wordpress-lms-by-masteriyo-plugin-1-7-2-privilege-escalation-vulnerability?_s_id=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/071195d6-3452-4241-a8d3-92efc84e4850?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/071195d6-3452-4241-a8d3-92efc84e4850?source=cve
https://cert-portal.siemens.com/productcert/html/ssa-916916.html
https://cert-portal.siemens.com/productcert/html/ssa-916916.html
https://patchstack.com/database/vulnerability/wholesalex/wordpress-wholesalex-plugin-1-3-2-unauthenticated-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wholesalex/wordpress-wholesalex-plugin-1-3-2-unauthenticated-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/demo-my-wordpress/wordpress-demo-my-wordpress-plugin-1-0-9-1-unauthenticated-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/demo-my-wordpress/wordpress-demo-my-wordpress-plugin-1-0-9-1-unauthenticated-privilege-escalation-vulnerability?_s_id=cve
https://www.arubanetworks.com/assets/alert/ARUBA-PSA-2024-006.txt
https://www.arubanetworks.com/assets/alert/ARUBA-PSA-2024-006.txt
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
31467 

14-05-2024 Hewlett 
Packard 
Enterprise 
(HPE) 

Aruba InstantOS and Aruba 
Access Points running 
ArubaOS 10 

9.8  No 

CVE-2024-
31468 

14-05-2024 Hewlett 
Packard 
Enterprise 
(HPE) 

Aruba InstantOS and Aruba 
Access Points running 
ArubaOS 10 

9.8  No 

CVE-2024-
31469 

14-05-2024 Hewlett 
Packard 
Enterprise 
(HPE) 

Aruba InstantOS and Aruba 
Access Points running 
ArubaOS 10 

9.8  No 

CVE-2024-
31470 

14-05-2024 Hewlett 
Packard 
Enterprise 
(HPE) 

Aruba InstantOS and Aruba 
Access Points running 
ArubaOS 10 

9.8  No 

CVE-2024-
31471 

14-05-2024 Hewlett 
Packard 
Enterprise 
(HPE) 

Aruba InstantOS and Aruba 
Access Points running 
ArubaOS 10 

9.8  No 

CVE-2024-
31472 

14-05-2024 Hewlett 
Packard 
Enterprise 
(HPE) 

Aruba InstantOS and Aruba 
Access Points running 
ArubaOS 10 

9.8  No 

https://www.arubanetworks.com/assets/alert/ARUBA-PSA-2024-006.txt
https://www.arubanetworks.com/assets/alert/ARUBA-PSA-2024-006.txt
https://www.arubanetworks.com/assets/alert/ARUBA-PSA-2024-006.txt
https://www.arubanetworks.com/assets/alert/ARUBA-PSA-2024-006.txt
https://www.arubanetworks.com/assets/alert/ARUBA-PSA-2024-006.txt
https://www.arubanetworks.com/assets/alert/ARUBA-PSA-2024-006.txt
https://www.arubanetworks.com/assets/alert/ARUBA-PSA-2024-006.txt
https://www.arubanetworks.com/assets/alert/ARUBA-PSA-2024-006.txt
https://www.arubanetworks.com/assets/alert/ARUBA-PSA-2024-006.txt
https://www.arubanetworks.com/assets/alert/ARUBA-PSA-2024-006.txt
https://www.arubanetworks.com/assets/alert/ARUBA-PSA-2024-006.txt
https://www.arubanetworks.com/assets/alert/ARUBA-PSA-2024-006.txt
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
31473 

14-05-2024 Hewlett 
Packard 
Enterprise 
(HPE) 

Aruba InstantOS and Aruba 
Access Points running 
ArubaOS 10 

9.8  No 

CVE-2024-
32047 

15-05-2024 CyberPower PowerPanel business 9.8  No 

CVE-2024-
32053 

15-05-2024 CyberPower PowerPanel business 9.8  No 

CVE-2024-
32511 

17-05-2024 Astoundify Simple Registration for 
WooCommerce 

9.8  No 

CVE-2024-
3263 

13-05-2024 YMS VIS Pro 9.8  No 

CVE-2024-
32740 

14-05-2024 Siemens SIMATIC CN 4100 9.8  No 

CVE-2024-
33552 

17-05-2024 8theme XStore Core 9.8  No 

CVE-2024-
33567 

17-05-2024 UkrSolution Barcode Scanner with 
Inventory & Order Manager 

9.8  No 

CVE-2024-
33625 

15-05-2024 CyberPower PowerPanel business 9.8  No 

CVE-2024-
34025 

15-05-2024 CyberPower PowerPanel business 9.8  No 

CVE-2024-
34706 

13-05-2024 valtimo-
platform 

valtimo-frontend-libraries 9.8  No 

https://www.arubanetworks.com/assets/alert/ARUBA-PSA-2024-006.txt
https://www.arubanetworks.com/assets/alert/ARUBA-PSA-2024-006.txt
https://www.cisa.gov/news-events/ics-advisories/icsa-24-123-01
https://www.cisa.gov/news-events/ics-advisories/icsa-24-123-01
https://www.cisa.gov/news-events/ics-advisories/icsa-24-123-01
https://www.cisa.gov/news-events/ics-advisories/icsa-24-123-01
https://patchstack.com/database/vulnerability/woocommerce-simple-registration/wordpress-simple-registration-for-woocommerce-plugin-1-5-6-unauthenticated-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/woocommerce-simple-registration/wordpress-simple-registration-for-woocommerce-plugin-1-5-6-unauthenticated-privilege-escalation-vulnerability?_s_id=cve
https://www.svps.sk/vis/
https://www.svps.sk/vis/
https://cert-portal.siemens.com/productcert/html/ssa-273900.html
https://cert-portal.siemens.com/productcert/html/ssa-273900.html
https://patchstack.com/database/vulnerability/et-core-plugin/wordpress-xstore-core-plugin-5-3-5-unauthenticated-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/et-core-plugin/wordpress-xstore-core-plugin-5-3-5-unauthenticated-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/barcode-scanner-lite-pos-to-manage-products-inventory-and-orders/wordpress-barcode-scanner-with-inventory-order-manager-plugin-1-5-3-unauthenticated-privilege-escalation-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/barcode-scanner-lite-pos-to-manage-products-inventory-and-orders/wordpress-barcode-scanner-with-inventory-order-manager-plugin-1-5-3-unauthenticated-privilege-escalation-vulnerability?_s_id=cve
https://www.cisa.gov/news-events/ics-advisories/icsa-24-123-01
https://www.cisa.gov/news-events/ics-advisories/icsa-24-123-01
https://www.cisa.gov/news-events/ics-advisories/icsa-24-123-01
https://www.cisa.gov/news-events/ics-advisories/icsa-24-123-01
https://github.com/valtimo-platform/valtimo-frontend-libraries/security/advisories/GHSA-xcp4-62vj-cq3r
https://github.com/valtimo-platform/valtimo-frontend-libraries/security/advisories/GHSA-xcp4-62vj-cq3r
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
3658 

18-05-2024 hakeemnala Build App Online 9.8 0.001 No 

CVE-2024-
4078 

16-05-2024 parisneo parisneo/lollms 9.8  No 

CVE-2024-
4223 

16-05-2024 themeum Tutor LMS – eLearning and 
online course solution 

9.8 0.001 No 

CVE-2024-
4326 

16-05-2024 parisneo parisneo/lollms-webui 9.8  No 

CVE-2024-
4824 

13-05-2024 AROX 
SOLUTION 

School ERP Pro+Responsive 9.8  No 

CVE-2024-
4825 

13-05-2024 Agentejo Cockpit CMS 9.8  No 

CVE-2024-
4893 

15-05-2024 DigiWin EasyFlow .NET 9.8 0.001 No 

CVE-2024-
4991 

16-05-2024 SiAdmin SiAdmin 9.8  No 

CVE-2024-
4992 

16-05-2024 SiAdmin SiAdmin 9.8  No 

CVE-2024-
34716 

14-05-2024 PrestaShop PrestaShop 9.7  No 

CVE-2024-
2361 

16-05-2024 parisneo parisneo/lollms-webui 9.6  No 

CVE-2024-
27107 

14-05-2024 GE HealthCare EchoPAC Software Only 9.6  No 

https://www.wordfence.com/threat-intel/vulnerabilities/id/65d423ad-da51-4616-860d-2b9354d44147?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/65d423ad-da51-4616-860d-2b9354d44147?source=cve
https://huntr.com/bounties/a55a8c04-df44-49b2-bcfa-2a2b728a299d
https://huntr.com/bounties/a55a8c04-df44-49b2-bcfa-2a2b728a299d
https://www.wordfence.com/threat-intel/vulnerabilities/id/ce4c4395-6d1a-4d5f-885f-383e5c44c0f8?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/ce4c4395-6d1a-4d5f-885f-383e5c44c0f8?source=cve
https://huntr.com/bounties/2ab9f03d-0538-4317-be21-0748a079cbdd
https://huntr.com/bounties/2ab9f03d-0538-4317-be21-0748a079cbdd
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-school-erp-proresponsive-arox-solution
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-school-erp-proresponsive-arox-solution
https://www.incibe.es/en/incibe-cert/notices/aviso/unrestricted-upload-file-dangerous-type-vulnerability-cockpit-cms
https://www.incibe.es/en/incibe-cert/notices/aviso/unrestricted-upload-file-dangerous-type-vulnerability-cockpit-cms
https://www.twcert.org.tw/tw/cp-132-7800-843f1-1.html
https://www.twcert.org.tw/tw/cp-132-7800-843f1-1.html
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-siadmin
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-siadmin
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-siadmin
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-siadmin
https://github.com/PrestaShop/PrestaShop/security/advisories/GHSA-45vm-3j38-7p78
https://github.com/PrestaShop/PrestaShop/security/advisories/GHSA-45vm-3j38-7p78
https://huntr.com/bounties/cd383817-924a-445a-838e-d0c867c6a176
https://huntr.com/bounties/cd383817-924a-445a-838e-d0c867c6a176
https://securityupdate.gehealthcare.com/
https://securityupdate.gehealthcare.com/
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
30209 

14-05-2024 Siemens SIMATIC RTLS Locating 
Manager 

9.6  No 

CVE-2024-
33006 

14-05-2024 SAP_SE SAP NetWeaver Application 
Server ABAP and ABAP 
Platform 

9.6  No 

CVE-2024-
4999 

16-05-2024 Ligowave UNITY 9.4  No 

CVE-2024-
22267 

14-05-2024 NA VMware Workstation 9.3  No 

CVE-2024-
27954 

17-05-2024 WP Automatic Automatic 9.3 0.001 No 

CVE-2024-
30314 

16-05-2024 Adobe Dreamweaver Desktop 9.3  No 

CVE-2024-
4826 

16-05-2024 Asaancart Simple PHP Shopping Cart 9.3  No 

CVE-2024-
5023 

16-05-2024 Netflix ConsoleMe 9.3  No 

CVE-2023-
25444 

17-05-2024 JS Help Desk JS Help Desk – Best Help Desk 
& Support Plugin 

9.1  No 

CVE-2024-
22120 

17-05-2024 Zabbix Zabbix 9.1  No 

CVE-2024-
25641 

13-05-2024 Cacti cacti 9.1  No 

https://cert-portal.siemens.com/productcert/html/ssa-093430.html
https://cert-portal.siemens.com/productcert/html/ssa-093430.html
https://me.sap.com/notes/3448171
https://me.sap.com/notes/3448171
https://onekey.com/blog/security-advisory-remote-code-execution-in-ligowave-devices/
https://onekey.com/blog/security-advisory-remote-code-execution-in-ligowave-devices/
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/24280
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/24280
https://patchstack.com/database/vulnerability/wp-automatic/wordpress-automatic-plugin-3-92-0-unauthenticated-arbitrary-file-download-and-ssrf-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wp-automatic/wordpress-automatic-plugin-3-92-0-unauthenticated-arbitrary-file-download-and-ssrf-vulnerability?_s_id=cve
https://helpx.adobe.com/security/products/dreamweaver/apsb24-39.html
https://helpx.adobe.com/security/products/dreamweaver/apsb24-39.html
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-simple-php-shopping-cart
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-simple-php-shopping-cart
https://github.com/Netflix/security-bulletins/blob/master/advisories/nflx-2024-002.md
https://github.com/Netflix/security-bulletins/blob/master/advisories/nflx-2024-002.md
https://patchstack.com/database/vulnerability/js-support-ticket/wordpress-js-help-desk-best-help-desk-support-plugin-plugin-2-7-7-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/js-support-ticket/wordpress-js-help-desk-best-help-desk-support-plugin-plugin-2-7-7-arbitrary-file-upload-vulnerability?_s_id=cve
https://support.zabbix.com/browse/ZBX-24505
https://support.zabbix.com/browse/ZBX-24505
https://github.com/Cacti/cacti/security/advisories/GHSA-7cmj-g5qc-pj88
https://github.com/Cacti/cacti/security/advisories/GHSA-7cmj-g5qc-pj88
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CVE 
Date 
Published Vendor Product 

Base 
Score 

Probability of 
Exploitation Exploited 

CVE-2024-
32002 

14-05-2024 git git 9.1  No 

CVE-2024-
3319 

15-05-2024 SailPoint Identity Security Cloud 9.1  No 

CVE-2024-
33499 

14-05-2024 Siemens SIMATIC RTLS Locating 
Manager 

9.1  No 

CVE-2024-
34340 

13-05-2024 Cacti cacti 9.1 0.001 No 

CVE-2024-
34416 

13-05-2024 NA Pk Favicon Manager 9.1  No 

CVE-2024-
34440 

13-05-2024 Jordy Meow AI Engine: ChatGPT Chatbot 9.1  No 

CVE-2024-
34555 

13-05-2024 URBAN BASE Z-Downloads 9.1  No 

CVE-2024-
35187 

16-05-2024 stalwartlabs mail-server 9.1  No 

CVE-2023-
32297 

17-05-2024 LWS LWS Affiliation 9  No 

CVE-2024-
2366 

16-05-2024 parisneo parisneo/lollms-webui 9  No 

CVE-2024-
31231 

17-05-2024 Sizam Design Rehub 9  No 

  

https://github.com/git/git/security/advisories/GHSA-8h77-4q3w-gfgv
https://github.com/git/git/security/advisories/GHSA-8h77-4q3w-gfgv
https://www.sailpoint.com/security-advisories/
https://www.sailpoint.com/security-advisories/
https://cert-portal.siemens.com/productcert/html/ssa-093430.html
https://cert-portal.siemens.com/productcert/html/ssa-093430.html
https://github.com/Cacti/cacti/security/advisories/GHSA-37x7-mfjv-mm7m
https://github.com/Cacti/cacti/security/advisories/GHSA-37x7-mfjv-mm7m
https://patchstack.com/database/vulnerability/phpsword-favicon-manager/wordpress-pk-favicon-manager-plugin-2-1-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/phpsword-favicon-manager/wordpress-pk-favicon-manager-plugin-2-1-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/ai-engine/wordpress-ai-engine-plugin-2-2-63-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/ai-engine/wordpress-ai-engine-plugin-2-2-63-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/z-downloads/wordpress-z-downloads-plugin-1-11-3-arbitrary-file-upload-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/z-downloads/wordpress-z-downloads-plugin-1-11-3-arbitrary-file-upload-vulnerability?_s_id=cve
https://github.com/stalwartlabs/mail-server/security/advisories/GHSA-rwp5-f854-ppg6
https://github.com/stalwartlabs/mail-server/security/advisories/GHSA-rwp5-f854-ppg6
https://patchstack.com/database/vulnerability/lws-affiliation/wordpress-lws-affiliation-plugin-2-2-6-local-file-inclusion-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/lws-affiliation/wordpress-lws-affiliation-plugin-2-2-6-local-file-inclusion-vulnerability?_s_id=cve
https://huntr.com/bounties/63266c77-408b-45ff-962c-8163db50a864
https://huntr.com/bounties/63266c77-408b-45ff-962c-8163db50a864
https://patchstack.com/database/vulnerability/rehub-theme/wordpress-rehub-theme-19-6-1-unauthenticated-local-file-inclusion-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/rehub-theme/wordpress-rehub-theme-19-6-1-unauthenticated-local-file-inclusion-vulnerability?_s_id=cve
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About this data 

This report brings together information from several sources including: 

• CISA Known Exploited Vulnerabilities Catalog 

• CVE Program 

• FIRST - Exploit Prediction Scoring System (EPSS) 

Note: The information in this report represents a snapshot in time and may become outdated by the time 
of publication as CVSS or EPSS scores are updated or new vulnerabilities are added to the Known Exploited 
Vulnerabilities Catalog. 

For further information please contact SC3@gov.scot 


